
Forum:Hack Forums 

 Thread: Phishing hackforums website (hackforums. in.net)? Don't deal on skype with "prozetas"
 

 Podgor - September 12, 2018, 10:13 am 
Hello, I was messaged on skype by user who's banned on HF (or have one of the accounts banned)
using skype name "prozetas".
 
 He insisted that I would log in through his link to send him a message (claiming he's another user of
this forums).
 
 http://prntscr.com/ktn2lc
 http://prntscr.com/ktn2vh
 http://prntscr.com/ktn31y
 http://prntscr.com/ktn3ga
 
 When I figured out his scam, he got spooked.
 
 http://prntscr.com/ktn3ma
 http://prntscr.com/ktn3q8
 
 BE CAREFUL. DON'T DO ANY DEALS WITH SKYPE USER "prozetas" OR LOG IN THROUGH
HACKFORUMS. IN. NET DOMAIN.
 
 USE ONLY HACKFORUMS.NET.

mvmt - September 12, 2018, 10:19 am 
This guy tried to phish me as well, it was pretty obvious from the beginning on his bogus domain.

NLSProductions - September 12, 2018, 10:22 am 
little shits lol.
 typical for it to be .in 
 how long you think that will stay up now

Podgor - September 12, 2018, 11:53 am 
His social engineering skills are poor, he started talking about some hackforums versions, telling me
I'm not logged in after I sent 2 messages lol.

Lampard - September 12, 2018, 12:37 pm 
Almost got tricked by this. But luckily I found out. Stopped talking once I found out about it lol

Gt403cyl - September 12, 2018, 12:43 pm 
Why would people not just login to the normal site?
 
 You gotta be pretty dense to fall for this shit...
 
 Why would anyone login to a site a random person asked them to in the first place?

Podgor - September 12, 2018, 1:27 pm 
 (Sep 12, 2018 12:43 PM)Gt403cyl Wrote: [CITE] Why would people not just login to the normal site?
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 You gotta be pretty dense to fall for this shit...
 
 Why would anyone login to a site a random person asked them to in the first place?
 By mistake, people usually see the link looking fine when you first look. It tricks them to click it
without even noticing the domain is different.
 
 Besides, it wasn't a random person but potential supplier of $600 amazon. For some people that's
an emotional trigger to got the job done faster (sending a PM to confirm the deal in this case).

Gt403cyl - September 12, 2018, 1:33 pm 
 (Sep 12, 2018 01:27 PM)Podgor Wrote: [CITE] By mistake, people usually see the link looking fine
when you first look. It tricks them to click it without even noticing the domain is different.
 
 Besides, it wasn't a random person but potential supplier of $600 amazon. For some people that's
an emotional trigger to got the job done faster (sending a PM to confirm the deal in this case).
 Here’s a good habit to get into (this is for everyone not just OP).
 
 Instead of clicking links from anyone to get to an HF profile, open HF like you normally would and
copy the uid from the end of thier link, go to your own profile and replace the uid with the copied
one, this ensures you are on the correct site.
 
 This is something I’ve done for years as I don’t trust any links from HF members outside of HF.
 
 Be safe people.
 
 I don’t run any AV on my PC’s and have never been sorry I haven’t nor do I fall for shit like this.  I
use the best protection out there called “common sense”, check and recheck and every link is
malicious until I feel it’s legit (there are obvious exceptions).

Podgor - September 12, 2018, 2:06 pm 
That's the first thing I did. People should always look what's in the link they click.

Armada - September 12, 2018, 3:32 pm 
They actually did an okay job at cloning the new theme. Lol
 
 Bunch of piss ants...

Juffar - September 12, 2018, 3:36 pm 
I don't understand how people fall for bad attempts like this. At least he's advertising my product for
free.?
 
 

Egregious - September 12, 2018, 4:16 pm 
Just tried to phish me too, stay safe.

SyIo - September 12, 2018, 4:22 pm 
https://hackforums.net/member.php?action=profile&uid=929715
 
 This user is the owner. He tried it on me also. Let's work to get him closed.

Unknown - September 12, 2018, 4:26 pm 

https://hackforums.net/showthread.php?pid=57591164#pid57591164
https://hackforums.net/member.php?action=profile&amp;uid=929715


Did I hear someone say write a script to spam the phishing page with fake info?

UpTheCrust - September 12, 2018, 4:40 pm 
 (Sep 12, 2018 04:22 PM)SyIo Wrote: [CITE] 
https://hackforums.net/member.php?action=profile&uid=929715
 
 This user is the owner. He tried it on me also. Let's work to get him closed.
 Do you have any proof? If so post it

SyIo - September 12, 2018, 4:43 pm 
 (Sep 12, 2018 04:40 PM)UpTheCrust Wrote: [CITE] Do you have any proof? If so post it
 https://i.imgur.com/NKgTvnd.jpg
 
 I said sent, because I saw the .in and just removed it and sent it lol.

0xB9 - September 12, 2018, 4:44 pm 
 (Sep 12, 2018 04:22 PM)SyIo Wrote: [CITE] 
https://hackforums.net/member.php?action=profile&uid=929715
 
 This user is the owner. He tried it on me also. Let's work to get him closed.
 How do you know?? Also someone should make a quick script to spam the page with fake logins...

UpTheCrust - September 12, 2018, 4:45 pm 
 (Sep 12, 2018 04:43 PM)SyIo Wrote: [CITE] https://i.imgur.com/NKgTvnd.jpg
 
 I said sent, because I saw the .in and just removed it and sent it lol.
 Did he reply on hf? Anyone can randomly choose a uid. I'm pretty sure he used a link to a different
member's profile in the OP

SyIo - September 12, 2018, 4:52 pm 
 (Sep 12, 2018 04:45 PM)UpTheCrust Wrote: [CITE] Did he reply on hf? Anyone can randomly
choose a uid. I'm pretty sure he used a link to a different member's profile in the OP
 Let's hope he did. Just coincidental that user owns a RS Database searcher (database work is the
keyword I'm referring to), and is a web developer, and it takes just that for the phishing page.

0xB9 - September 12, 2018, 4:52 pm 
 (Sep 12, 2018 04:45 PM)UpTheCrust Wrote: [CITE] Anyone can randomly choose a uid. I'm pretty
sure he used a link to a different member's profile in the OP
 Agree, I'm sure that person wouldn't give you his own uid..

Podgor - September 13, 2018, 8:48 am 
 (Sep 12, 2018 04:52 PM)0xB9 Wrote: [CITE] Agree, I'm sure that person wouldn't give you his own
uid..
 Indeed, he used another user's ID with me.
 All he wants are logins and passwords to scam on HF.

0xB9 - September 13, 2018, 2:13 pm 
 (Sep 13, 2018 08:48 AM)Podgor Wrote: [CITE] Indeed, he used another user's ID with me.
 All he wants are logins and passwords to scam on HF.
 I wonder if they are still trying to scam HF users... I'm contemplating on making a script to spam the
site with fake logins.

Gt403cyl - September 13, 2018, 2:31 pm 
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 (Sep 13, 2018 02:13 PM)0xB9 Wrote: [CITE] I wonder if they are still trying to scam HF users... I'm
contemplating on making a script to spam the site with fake logins.
 I mean there’s still G2A...

0xB9 - September 13, 2018, 2:43 pm 
 (Sep 13, 2018 02:31 PM)Gt403cyl Wrote: [CITE] I mean there’s still G2A...
 G2A??

Nobelium Uranium - September 13, 2018, 3:09 pm 
I had a nice conversation with this individual in his live chat that.
 
 https://pastebin.com/VLmBH3fD
 
 It's terribly formatted because I cba, but you can figure out which one is me especially after about
the first 3 messages I start using proper grammar.

Gt403cyl - September 13, 2018, 3:14 pm 
 (Sep 13, 2018 02:34 PM)DanaWhite Wrote: [CITE] lmao
 u dumb if you think your "brain" is gonna keep u safe. you will be hacked sooner or later
 That is exactly the mentality that leads to people being infected.
 
 They remove themselves from the equation, putting faith into AV software that is constantly being
bypassed..... I mean how many crypters are sold here alone?
 
 I trust myself, you would be shocked at how much better you PC will run without the constant
resource hogs of AV.
 
 I’ve been a PC user since Windows 3.1, well a bit bfore but that is the first set of memories that are
clear right now.... and not once has any of my personal machines been compromised.
 
  (Sep 13, 2018 02:43 PM)0xB9 Wrote: [CITE] G2A??
 If they are trying toget people to login to their site to steal login info for the real site, they would still
theoretically need to bypass G2A providing the user has it enabled.

UpTheCrust - September 13, 2018, 8:55 pm 
 (Sep 13, 2018 02:43 PM)0xB9 Wrote: [CITE] G2A??
 2-factor authentication

8BallPoolKing - September 15, 2018, 10:21 am 
Well , I have informed this to Omni a few days back , just avoided the thread so he is not awere , i
am sure he is in forum already with other account
 Omni did  a quick fix .in.net becimes .net when in PM .

int - September 15, 2018, 11:04 am 
i am not mackmall pls!!!!
 good catch @OP

SIM-3257834 - September 24, 2018, 10:08 am 
Got the domain suspended, surprised no one did this earlier.

Podgor - September 27, 2018, 9:57 am 
 (Sep 24, 2018 10:08 AM)Ahri. Wrote: [CITE] Got the domain suspended, surprised no one did this
earlier.
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 I remember someone phishing other people by inviting them to his forums. 
 It wasn't HF clone but still people were making account with same login and pass as here.

SIM-3257834 - September 27, 2018, 2:44 pm 
 (Sep 27, 2018 09:57 AM)Podgor Wrote: [CITE] I remember someone phishing other people by
inviting them to his forums. 
 It wasn't HF clone but still people were making account with same login and pass as here.
 All this can be avoid with a password manager or at least common sense about security.

Yu Yan - September 28, 2018, 8:32 am 
 (Sep 12, 2018 03:32 PM)Armada Wrote: [CITE] They actually did an okay job at cloning the new
theme. Lol
 
 Bunch of piss ants...
 I think they just used httrack to duplicate the page and then edited some stuff.

Meow - October 10, 2018, 9:46 am 
Might as well bump this
 
 Spoiler (Click to View)

? Heisenberg ? - October 12, 2018, 3:04 pm 
thank you very much for this warning

JTMBoss - October 12, 2018, 3:09 pm 
thanks for the heads up appreciate it.

SIM-3257834 - November 19, 2018, 6:38 am 
 (Oct 10, 2018 09:46 AM)Meow? Wrote: [CITE] Might as well bump this
 
 Spoiler (Click to View)
 Suspended as of early today.
 Here's some additional details about who was hosting the domain, here's a hint someone on HF
owns this host.
 

flavoral - November 19, 2018, 6:42 am 
"I'm not mackmall pls" LMAO that msg killed me

Bill Gates - November 19, 2018, 6:49 am 
 (Nov 19, 2018 07:38 AM)Ahri. Wrote: [CITE] Suspended as of early today.
 Here's some additional details about who was hosting the domain, here's a hint someone on HF
owns this host.
 
 This guy?
 
 https://hackforums.net/member.php?action=profile&uid=827892

SIM-3257834 - November 19, 2018, 6:50 am 
 (Nov 19, 2018 07:49 AM)cletis Wrote: [CITE] This guy?
 
 https://hackforums.net/member.php?action=profile&uid=827892
 Sure we'll go with that, I'll leave it up to the public what they want to do.
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Bill Gates - November 19, 2018, 6:52 am 
 (Nov 19, 2018 07:50 AM)Ahri. Wrote: [CITE] Sure we'll go with that, I'll leave it up to the public what
they want to do.
 Well, I'm not a Sherlock Holmes type of dude, but looks a bit suspect that he has services for
prestigious.host being sold on here.

b?xxy - November 19, 2018, 6:53 am 
This is why I never deal offsite.

Elvira - November 19, 2018, 8:02 am 
Wow this is something I’ve never seen before

?????IGI??? - November 20, 2018, 7:30 pm 
Ahri. alerted me on the matter. I have dealt with the user accordingly. Spamming and Phishing of
any sort is strictly against our policy, and I was completely unaware of what was taking place. My
apologies if you were affected by this individual while they were hosted with my service!
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