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 Thread: Hiding viruses in photos
 

 todor100 - September 19, 2018, 12:31 pm 
Is there a way to hide a virus in photo (and disable the security) and when the person open the
photo to infect his PC? 
 [Some kind of virus like can seriusly f*ck the PC ? ] 
 If you have any methods please post them down below.

PerfectStorm - September 19, 2018, 12:35 pm 
 (Sep 19, 2018 12:31 PM)todor100 Wrote: [CITE] Is there a way to hide a virus in photo (and disable
the security) and when the person open the photo to infect his PC? 
 [Some kind of virus like can seriusly f*ck the PC ? ] 
 If you have any methods please post them down below.
 This is an age-old dream in my opinion.
 
 But I guess, it could be possible. I doubt it.

venyas - September 19, 2018, 2:04 pm 
maybe an exploit worth thousands of dollars

CyberStrike - September 19, 2018, 4:18 pm 
polyglot images? generally it's a good idea to have a jmp instruction to point at your code. 
 
 https://www.rapid7.com/db/modules/encoder/x86/bmp_polyglot
 
 Edit: Little more awake not by much but a few more resources: 
 
 https://github.com/peewpw/Invoke-PSImage
 
 (placing powershell into image)
 
 https://github.com/DamonMohammadbagher/NativePayload_Image

odayexploits - September 19, 2018, 8:04 pm 
i am selling doc exploit silent and fud 100% you can directly convert exe to doc 
 join me on skype exploitd31 and see live on teamviewer then you buy if you like

ScrubMuffin - September 19, 2018, 8:12 pm 
looks interesting man keep it up

SIM-3326956 - September 19, 2018, 8:13 pm 
Probably one of the easiest things you can do is spoof the .exe extension to look like a .jpeg
extension and then change the icon of your file to look like the default Windows jpeg icon.

Ren And Stimpy - September 20, 2018, 5:39 am 
 (Sep 19, 2018 08:13 PM)Hydra Wrote: [CITE] Probably one of the easiest things you can do is spoof
the .exe extension to look like a .jpeg extension and then change the icon of your file to look like the
default Windows jpeg icon.
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 Thats just spoofing.  Your not hiding anything in an image.
 
  (Sep 19, 2018 04:18 PM)SilentWatch Wrote: [CITE] polyglot images? generally it's a good idea to
have a jmp instruction to point at your code. 
 
 https://www.rapid7.com/db/modules/encoder/x86/bmp_polyglot
 
 Edit: Little more awake not by much but a few more resources: 
 
 https://github.com/peewpw/Invoke-PSImage
 
 (placing powershell into image)
 
 https://github.com/DamonMohammadbagher/NativePayload_Image
 Is correct.

faxstone - September 20, 2018, 11:26 am 
Viruses must be .exe . You can't hide into .jpg , .png etc.

shivam1234564 - September 28, 2018, 11:56 pm 
they may be detected by firewalls and antivirus
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