
Forum:Hack Forums 

 Thread: Visiting HF threads gives me a Malwarebytes notifcation of riskware
 

 Isidar - September 20, 2018, 2:23 pm 
every time I visit a HF thread, I get a notifcation from malwarebytes saying it's riskware, with the
domain "#". Doesn't block anything but always get a notification, kind of annoying. Any suggestions?
 
 Edit: Not all threads, only some.

Who Soup - September 20, 2018, 2:25 pm 
Hmm someone could have a framer in their sig or your settings are high and it's flagging it by
keyword.

Sigma - September 20, 2018, 2:29 pm 
Want me to run a Malware Checkup on your machine and see if I can find anything?

Isidar - September 20, 2018, 2:35 pm 
 (Sep 20, 2018 02:29 PM)Sigma????? ???? Wrote: [CITE] Want me to run a Malware Checkup on
your machine and see if I can find anything?
 My machine is definitely clean, only get a site blocked notifcation and it's only when i visit certain
threads, then i get a notification else it's fine elsewhere.

Gt403cyl - September 20, 2018, 2:38 pm 
Points to an IP in Germany....
 
 Other than that not sure....

4158996621556 - September 20, 2018, 2:39 pm 
i also use malwarebytes but no notification so probably some signature or avatar messing it up?
hopefully its not sometihng bigger and omni will have to threaten lawyers again to malwarebytes
:sunglasses: woof

Gt403cyl - September 20, 2018, 2:40 pm 
 (Sep 20, 2018 02:39 PM)HackingDoge Wrote: [CITE] i also use malwarebytes but no notification so
probably some signature or avatar messing it up? hopefully its not sometihng bigger and omni will
have to threaten lawyers again to malwarebytes :sunglasses: woof
 While it would suck if it was.... it would certainly raise hell!

Isidar - September 20, 2018, 2:42 pm 
 (Sep 20, 2018 02:39 PM)HackingDoge Wrote: [CITE] i also use malwarebytes but no notification so
probably some signature or avatar messing it up? hopefully its not sometihng bigger and omni will
have to threaten lawyers again to malwarebytes :sunglasses: woof
 yeah, it';s only on some threads, not all.

Sigma - September 20, 2018, 2:45 pm 
Have you changed anything recently? When did this start happening ?

Isidar - September 20, 2018, 2:49 pm 
 (Sep 20, 2018 02:45 PM)Sigma????? ???? Wrote: [CITE] Have you changed anything recently?
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When did this start happening ?
 I only bought the premium version on Monday, haven't visited HF much since. Did today and got
notifications from malwarebytes on some threads.
 
 Going on premium sellers sticky thread (first page only), I got the notification on 2:
 https://hackforums.net/showthread.php?tid=5878120
 https://hackforums.net/showthread.php?tid=5749004

Kappa - September 20, 2018, 2:51 pm 
 (Sep 20, 2018 02:49 PM)Isidar Wrote: [CITE] I only bought the premium version on Monday, haven't
visited HF much since. Did today and got notifications from malwarebytes on some threads.
 
 Going on premium sellers sticky thread (first page only), I got the notification on 2:
 https://hackforums.net/showthread.php?tid=5878120
 https://hackforums.net/showthread.php?tid=5749004
 https://hackforums.net/member.php?action=profile&uid=3598999
 
 It's that guys signature in the first thread at least.

Phil - September 20, 2018, 2:52 pm 
 (Sep 20, 2018 02:51 PM)Kappa Wrote: [CITE] 
https://hackforums.net/member.php?action=profile&uid=3598999
 
 It's that guys signature in the first thread at least.
 Was just about to post this, it's that guys signature, it's hosted on that cubeupload site, whatever
that is.
 
 Edit: on the second thread, Meow has an image on his thread that's also hosted on that site

luke - September 20, 2018, 2:53 pm 
Image host. Probably a sig/thread design.

Kappa - September 20, 2018, 2:54 pm 
Forgot to add this to my last post but I used to get these all the time and ended up just turning web
protection off so it's not just you.

Gt403cyl - September 20, 2018, 3:00 pm 
 (Sep 20, 2018 02:54 PM)Kappa Wrote: [CITE] Forgot to add this to my last post but I used to get
these all the time and ended up just turning web protection off so it's not just you.
 I mean doesn’t that defeat the purpose of running AV?

Armada - September 20, 2018, 3:13 pm 
 (Sep 20, 2018 02:54 PM)Kappa Wrote: [CITE] Forgot to add this to my last post but I used to get
these all the time and ended up just turning web protection off so it's not just you.
 This is the exact same solution hackers hope lazy home users choose to do  ? 
 C'mon man, you should know better around here especially.

4158996621556 - September 20, 2018, 3:18 pm 
 (Sep 20, 2018 02:54 PM)Kappa Wrote: [CITE] Forgot to add this to my last post but I used to get
these all the time and ended up just turning web protection off so it's not just you.
 1 month later on a shady online hacker marketplace:
 
 SEPTEMBER 2011 HACKFORUMS ACCOUNT FOR SALE . 240 POPULARITY | 2 B RATING [NO
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OPEN DISPUTES] ONLY BTC / XMR ACCEPTED.

Kappa - September 20, 2018, 4:29 pm 
I mean it was just malware bytes web protection that's it, which a lot of people don't even run since
it's not included with malware bytes free version lol. I have other protections running besides
malware bytes and I'm not completely dumb when it comes to visiting websites so I'm not too
worried.

kitkatgod - September 20, 2018, 4:35 pm 
 (Sep 20, 2018 04:29 PM)Kappa Wrote: [CITE] I mean it was just malware bytes web protection that's
it, which a lot of people don't even run since it's not included with malware bytes free version lol. I
have other protections running besides malware bytes and I'm not completely dumb when it comes
to visiting websites so I'm not too worried.
 It's because some users have hosted images on that website. When you visit a thread with those
image websites it reacts to it.

Armada - September 20, 2018, 4:57 pm 
 (Sep 20, 2018 03:18 PM)HackingDoge Wrote: [CITE] 1 month later on a shady online hacker
marketplace:
 
 SEPTEMBER 2011 HACKFORUMS ACCOUNT FOR SALE . 240 POPULARITY | 2 B RATING [NO
OPEN DISPUTES] ONLY BTC / XMR ACCEPTED.
 Case and point!

Omniscient - September 20, 2018, 6:01 pm 
Report to MalwareBytes the false positive with cubeupload.com domain.

Hydra - September 20, 2018, 6:08 pm 
I've been getting those blocks for a while now. Ended up adding that domain to the exclusion list.
We should probably end up reporting it to Malwarebytes as a false positive.

Vyxn - September 20, 2018, 7:14 pm 
Cubeupload was flag by malwarebytes. I still use it tho cause it doesn't compress images unlike
imgur.

Vince - September 20, 2018, 10:34 pm 
It's this persons signature
 https://hackforums.net/showthread.php?tid=5878120&pid=57521436#pid57521436
 
 malwarebytes has been flagging cubehosting for awhile now.
 But that would be the reason right now.

Sir-Teabag - September 21, 2018, 2:55 am 
Looking on the page you posted, I view page-source and find that image host. It appears the user
Night ( https://hackforums.net/member.php?action=profile&uid=3598999 ) uses it to host the gif in
their signature

spradebassen - September 21, 2018, 3:05 am 
ive gotten this too somehow

SUI-3183372 - September 24, 2018, 3:06 pm 
cubeupload have been fighting with Malwarebytes for a long time now trying to get this block
removed. Months ago, using a vulnerability in cubeupload, malicious individuals were able to upload
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malware to cubeupload and distribute malicious files. This has since been fixed, but malwarebyte
still claims that cubeupload is serving malware. Not sure when they'll finally get it straightened out,
but it seems like 10-20% of the pages that I visit on HF now trigger a warning from MWB.

Omniscient - September 24, 2018, 4:14 pm 
I have to censor/filter their image domain.  Sorry but that's just going to have to be how it goes.

 


