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AsphaltM - October 1, 2018, 1:54 am

| would like to know if there is any opportunity to know how to decrypt payload data, which
Facebook Audience network SDK generates while creating request and sends to server. | have
already know that it uses SHA-1 algorithm to encrypt data as HashMap parrams and now | want to
find out if there is a way to look at encrypted parrams.

Part of JSON looks like this

Code payload:
{"tokens":{"c54ce925-cde3-42e9-a2cf-77bab7f77d2e"."AQL5bcEuUXjFKti1L-IDkwjDxqQqirNiB8KT6s
p7N6XFnVJIpXnTa2NBIlySLF-Ed8SOInIgTKM9gpFHQb_HM_MtDLz0OHotjihOBcZfiNogW7iPOUcraYb
RalAp2vdvWIM82S9efBbeE1S7CjgD

M-1gZNDOsgYhdqgl_yMfdtmBLS1mXGO9TIiYSFEHTtvmPYYY9UCTpUcGHEptnpkgzGYAd_3MrMCj
yrZx7y41PVBALKcNQ2QZWU7fbMyvkOvOgP7iL6sG2zHAFAX_yPUYS8vJY1ZeqgK_uLNt5Mm-Aqz6Z
NSsdVEfngFuuvGK6GNktd50YJQrUBCUEMICrUSKhKosRg-XOSXvbN

9gXTitG37RQN4wleV4uMQJcCmIGO9xwp58hculLx2WEIGjlg7LYiYeUTTIxzaWqzkBsLWc5vUARSH
5Y05xd006sVI7NCkST52abdWRRcxWy8yaj-fiY5mBf1f3

NkiFyp1mE3kN-qZzJ6G3DE9kdSA6BDLXxMpOKmMt2jhOK4EgWNQ3Sh4Np150M9HUG002nglhlEUG
IxJbnqz1lymvkEBKgKI7x7n0fxk909kxIiIK8BRFUi1sXCixvU-mICs3ucN4GU_zVbMvwDaVksVnCXhMT1
-uelU4AjlyT4VCGO3q_Jg3clvmN8oDQw-1ari9997TypCphyiCL

dpkFBA4hfzVg6Yr3ngSaeDWxR2DWFxGjJOfB5KhZXNFStbuiSB507B_htqHPKQeHAdZ7Q1DzBXL
gGe-oRNEVc1wyY-79CRcpOkSmUVG8S3jI0ZNDgutlyCIxs96Z88CUINEYhk25A2SzEXEUZXXID3V
trQhiJvR6j23GjEcswlgrSg5DENFDW23bUe CLNXRYMWJIOW)-jGCU

WFv8oUghJO0dvtO4TXhIKi1EpFOKURF23QaYplw04AIBQb7IKTEFN7BRRXbvSfljenLvUuNedNUKKX
1vnhsBoKdI1dBjpkYDnzMYVTHmMWDhY3bPamLQO8L07-kiezGChDOI-gIHtjdVY76kWBWGOMY 7hz
e2rFD6sXQ_mX|slrfendQRCPUbBD4LWg5-Sc9t49D12VY 1bV2EZ0YBLpI5s5LRPKzggq909Tc99g0F
XUzk5hPIUtWnNi9gMJgxUcsAKpfLZZ9si1lERnksrlgipJFRwoolL 1a77glj2v9iZe71 zVVVPKkUMS1ohAX

p
rhrugWOIACI3HINL9ie3UZyjp3RVH3JdMMgRLXgIKQnIBsjjlpYwy 2IBJEsBb6BCVNdVFr44uzTntu

95TFK3Taf4u-gp5nNfKumZaDXAaQF0yDm2ZcQvS213COXBQa51R1aryOjQY-kmsl-o44MnwM2cid
aOFP5gFge06ItlVulcEUaAfSwZyUnJgLVqi7cwTi7FWO0BjSzmnajuwZOKgYNe3U1lvO_pCMg22dGVn
ECcaN34tPpU-h-1XzRmI-DIMAOy94c1CMM2qgi3NymxUWOpl8643

bgJInkNfV3gxZ4B9esCjxelGQeR4_QvjzNNmM1R7d7K6NQalXo_EfgmnfadFzI5FQz8diAgE2A2avyXjn
-r4sVpVg9Kp2rLFJ11dk8FHKFK89nZWBQSIsjs4BjdKKzI9gMqYltnhaCPtzcRUaKYiTiOLa9NgY6hNy
YXzml16xSRt6_ve-NdCEB7Pk2Co2ffMfgBaSAlgqV3Hka

7aK_7YOSeBQrGzJOPWw-fS3ducx46b90TBZhjSnaqlfual2v0zO8wu4Zji5ds0eVhnwVxRWIGHG10
vCyBrN5U-7V9B_c22tFWRIle3twUYfCKkA3Bb1FX-aAkP4cQu9kYhenSvV10VSx5FvkZx01MxYT2W
Bsvnt-WKaBAQRe3vrnUokZBD8ggxa4ZmkH7h01qSvnWi3SD9ZNdo
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ytCMz93vL5irdGtNur6 SvymSzvBz5s8yJ7-R0g6tgn4INQPFgNXZ5u-0WwE8czJeOXiyzE8OaG-HLKWz1
YsKQFKIWPhPbg-dzc7e6LTQ1AJ1lighGsWF8XfcTPHOJUgud6aDIliZFgvTQRpvTXBCjC8rixxUgf2s5
2B_wWNG62z73LImgH9fc8zY THsIMZwOtnfMabUI7JW6Hd2zg

L8bbhTTFdRACFtZpJODe85Y SUbKwrcJiidkQGYyWXTAdEBf3F8YQqOKIjnx_UNfZO_hZgiEVOIn6-F
WX0BCE9F05x9GUhzkdxRI3HL02GBZM84-sSSEOFq6EAZzj]_ YBRWNwilgBQRS04ixXZ6XtWVHtkJF
_RNhrkz8BDLzS00OCcnNLeS1NyBnwKy_ WIOLtiOr8y_Yy2FghimmTk

wIxzHHMUNx54A3npewXBiKNtvPelD8IVH6dY_DH-iu7mD0Zd6xLwQDn_M{8NPCU9y-Ku3_vqVgzd
VCRdAV5700AIAAKLGbPpzKvJI9wyesc6h30GrHY 3y7pCEJ8Iby3CkTFIFZCvPLPes-3ggbheMYwD_-40
tHb4Mdr2JLPISSAODSKuOVbSp_1Ud7n84TOJhbDAOHU9qfbpRTO

no5kkPU8p2JTIREI_pDOguvBpzc45jtMFuxBu4QK2BoFxPOT6sz9pwVN_7inCWX1eUOHjboA5tlIbW5
znnDKKG5trQMGcGHq6PCLIKCHOsIWCcIf2-1TdPy69q_3JP1y0Zr0j2vnJq6iROGRbEQIi8e10kkfn4n3
cF10ATCtFcA3v-cew7ha8jV8aYzX55VvVgwW50vZ3 rE7AK93n

RNr3BaxWyq8rCvhcVFE40eeppOH7dSI41Jfjz7hNTszhZAiJ8dVOEeljHAWRYy9IRWGpwHw4d1rwWZ
13c2uZ75Cnu4D8DgWCs1LLrFjY_6471tWotZ3wQFTrsXj2dmXLcnHDvaKt0zanLgJ8yZ4zD1xKuwv
WDIiINwwHBFIlelrbLgcGBoy0Oquto34b6djbGfVO5T8B6MEV5UFAch

M7ACZvPzUgR-biuUGUYBYQ0eWQ-Zqg2_BCLgsmwc4bb52-tZ_ AbKMnFP42URLHJhM9hOXIESBs
e0geFdw8gC6Xm8AOCKMYuSghY9khBColD9kOP_YujZHcPpofFEJINQV-5L0TuasrKHoVt6T3nHN1
sYZ4Be4KcP87dQE60COIcKPJj_2iwAfTHUrTVrQLO8w6shi7Su_7WZT

gsnpD-syKJaUzblzVilkTjPOz-1ul84UhXTpy5wbKG4p5SvC4cwFCu6Gg281Ykt5ZgnTpPv7vGes5zn
dGDNn7VR903zcsBSDB6tmUkFvb1xyQm2-lusjpxRPFK-ZvPpTjlpMU-iaRciP7Wn68zcXmjmDjsVy1M
YXvn2Mid4gBjRe9aqD3l1e5uckinBoMh7L_sPBR5QB5ZTgO

kksc9YF7RSAkJvmb4j7CZk_mOGoTF2xLmBIfC0J6VG3yJaBDOI5SUVytsOcBgNbss9ulkVVPoeZN
CRdo-R2_vTYsLEeKQKWEmMv2yMP4Uh-eWKRaKmgveDSc02EJA NwSKBgmY3rMQrmG3QoRX7
7CONIjjZnQhTu5DiRDsgBVf-UqtGyRJIxdIsBMVbrgmtoeBFQDC90Y_eWWyG

TypggHZH-mkFJIw2pvOT_k45KX2geukGoNw7gVWHKVmMSAEAHtnd-EVkeYfuMffqo9tLefSyKfLUcLt
gBACc3TpHXx7BsFMhORpSdI58ztEyZCzihH36-al3zz2FGaTASo-rEZJ1_2C_yHwbfUI2pFGPxNy0Ycm
ubuuf5P5yX8iIW67NNfwiJuPdG_d2mqzyt3Z28 q7P-604dfP

0CaHjdPGHNyPgcjAfiFmNan40ZUz5 tbboTfy-gAEg3AURucptspMy7vEwWKox4ImHIaWF7ZKP0-m9
XMW4liv50hCTa2lZbhrQgPL-2wvwQaUjSIQ3DI5daqFeZrSOF5TFCIGDSHrh67DtNGkpb4ofdXNjCF
FFTi7DNQY59bJv307RVKGk30zRGrOABXF7nGwG7CPXxCRUIK-G

QEz9bvoNnxgruypMVOvCw-8D6n-ZxLFj0P7zhFJejwdBByDRDXoLxXKOkGWs8uwxxgzjhZu3ZM13Xp
URNcGfgzMjbgZ1h7bHkseOpDcYBmMkno7fULXTVEQzpBDtKCxbNvI6cY 2iw-wWSeUWndgNsFxhaO
GrimOt-fBtmU-_nyT8U8L4IgL5PCzkRxnw-Zy7x905x7CGW00G14

u2yODBtswtjen6pARep_gBgSSs3xtpUV8aKZuEeyZ5WqS4VNgyAJSizieW_EKSJHNWOQRGWOJIw
2BczGTdiMNG6E5hDJi4fB79bChQCQNNLN-KEXWOawkxI86conSR5hiv_DE-fefnY7UOaNnX3e6mCG
eAagLiwxWVILIZI9GdL3HOSfc76r7dV_w-alVm8QePIN6CelW_Jd2R

eyx0AJbcLmkxjfgHI2i5QJJIGcg_kRZUmOCTwIWQUBRDD5Z4uU64JueYD4gvhBm3x6G5bQ430Rpf
-vZ3pOVvVY6LKOPINOIYjKY-UxB6BP0oGVIZiZ5YAlJWUKAVEgPWUYVAQK_Gw66hzppg-61T1uV44L
gJjPVNBOgkWHOAJbm-yK_dqqoF53dB_nPSH-HWQIWKEJFgIPkpNZa

u8ztopuqtt2iIMKN2DAh6LwWJIwZo kKotthUNTVPPTSE-30BONA9XFAhGrvvPcnOgfMHaRnUuBgS-d7



KgWPaMt-JteeCGb2kjHrZ9S6GplfDhsAQtgKmOPbh6KTebl6 IHOZHcngEmMBIAIS5JAY _yNiuJkgHO
Gxy6lJRBeKGS-MVsjlIPDJ3RfUalYBjg50D6XIbb6g3g50PW9v

TP6V4tKNXLIM5ePCrC_UCZU-BDBBBNV4cdz_9FqdzamErPKLIBscrcoFthB1ncYJCGX3pU3e493W
Rco8gVYXZdzVpUgDGetu894DAnP5MBcUGXcajVuUq73ntaAyMJIXFRHBC4HG8YNI9XmCyYInhiO
1MvV3ATregCnYf3SMKAUUsrmNWjuAeNmDQ5kt8M170IxH2hUm27pbbWS

HIFFI5VvIDggh6wRVINSZJTH2AYFVIFOmMygimZ3yzGLg6HcxxpP3qEXc6zqtcJfcKVVSx_bkH8gFdx-
XphEKAGBISUE23-yOsGDMCWGHiziyolwz5LdXrtH4P7hNxW-AeyZJ90oyCtzTtKZf8JhntITZ_6dnhgaF
cdIQRp03Q_2j5hrobFdWt3I3QOTEHruoFqYamcw-U4rigF

eFvndBTgkJpRJIFjh68rj-BG2JbUJWD-70nacoSBB3FxQIleJfJENSrFE1ttE8tDKhkoZsaqci4_CQIGu40
1ZD_T2TKU3I1IHSIHbPbATWIOXU3LBpmXCMmsmdmdH_VSu4k7mgu4sHMvbX5YfBURKiJykZT587
tC8aX884naY38ni2FybviukXTIGN3_RIfpWYHAo0Jpx4XgFoEsb

ydmLfEzLm4XdXkord_HNUIOwWIC _gBTuRBfXIYFiiTeS5L42XBkjX1YSFVVwJIBQ5dOPyaMMEXQIS-
1PT4ubH1tn120nDsA2ITk4t8_fBYuum7L-XA685g9BKKCDau-Si9EdzxBcsYjV61NVAPGVI39CemQO0
id7icDk-ZWrmv117K7S2FSys8B2U3c591rss9CSmLidbgpZrbg

QnN_7WaDaVSKH9v4x1jukhAllsah1KNA0oTZ0OOHsKsNuWgPUcsuuR4QFw2zyfFel8BOZSXU09Y
GWaHzXcZwApbvN67U2kiLPnle2ntjiaGBuaZMIL0zjZpfNSNQ72-B1h8uOgdWO02Pz7FrzplEvtVrbkqi
NRzE9LmwoE03s6Wf9R070yz7vx_uxT6Xth9nAbgf4qJV3mSDcS7f

AT77ImdzeHGBCF3Hoz_MgVu6TrWIFHWQQg-CLTz2AMY-aiV_k700xKplVahRABJy1lblrKxWzMnny
hXryxwyNABcYxHAmMrgPgliLcbBzsvydZ3CR8xwU-2S0hKnayxahgOaYK4kJNhgEIHYyCIKsjw2yc5aS
C-oyHMONTNyt1AjRx7_dLOchzzcciQbx7sFgXAsZoOwYeg4-LcC

QHKKDYOVCHR-KyxwvPzEN08Afsf2CQDKNuUSZPJYtz9UniYIIs5Wk9ZJ3KTmF0J6nX8_Tua86800s
DrG-mmcari5BVisTh3Xfn2s40a_EB-TNbepuNOuFa6gK-4upcPGZHuU5mkn88ZufHi8jH_uvESmM6NOh
61QJ3ZKHucyxOvIXTUINnmLI13er3_FvWafUtGGjy3NPj4sMEZ

YwwGhJU9UDIZxm040WOZIVMiYX1PmRt3ZPSNiZ5ldzmjDRG5c46DckJcCubqgrRM5Yj2N7Q4iijN
VLNCBdkJg3Kr-nAqqIivVWR7HcKOxfF8D6R10ORhxdZf7tBHM24x8NaGGTcGbXN-zFvx0Gh6BTfLXIb
UAKA0OhMM-kPKONuUSZMoOFz2mJPKuURiSODKebv68A-M5n3sD9IPJ

zb2D2VcenITYYMcoXxXt67gz_ AacQxW-YopebhQDtQeklvRaww0J5vigRUOMKHLR2hUjbQpNUXtBS
pc53DI49zJoYDViQk2PgurU1lkW8CZ_0Ob82WDASNN4rRMomj-L7KjcIDMINir9udJINCO-0w90QVAY
gZv9YoEUqwVEuUbqOTLglzdkG2aGr_9VHjUsw5gt9FT2bCh3ilBY

FzOI1LCNhJhEg3FoZcMCgbzZ5hDd40QJVwvOJj2YpnoHKoSFQTIOLMUmMGIIBNgpSadBogP94M76K
x4XiGVynbhPhXzYC2rJKst16zTX4RAGCWMrb1VXMbJkU_Eb_dYRqt5d_hAhe96NwQIi6yT595q09
GmcyQgAWWGCY CUts-zWrh1OBF1cjkbWCRuVktyjolLcgP3iLR1UzwO

Dkm2_SNXDz25ZJ7IHMM12rTP2AZay6xpW2pl6UASoXM|_mxLIoQcZ-05P_znliV-plaLHx92vj-mxUi
g20hMdJrjeQDmvVE-zDOWJtgMynZ8 kPaW6CvviMy87xnxsVVeAS5N4SLITIDAAGTHYomnaXtnK01
NeFNTOmM934tLYXNAZEM-Deq-PYiKdCTOWoJlcy tH5GD3FNv1X

sekLv6PTde4neh0B262Nw9tnM1LMRgB8fdnOasutdqiGynAc_-w70HPsKPFwpBO8LtMRGIRDIjc8G
NbYXOpX-1kE9DKauUgACEG6-guGSgLgCFwsL65VTT5_ x0c63H7R4loagboF5x_BCZH3WHDO57P_-I
tXlwdk8mmewwWIsVuwtE_ITvV-MryNQtxEA017RzXvGpmO08cnig

JxPd8utoTDzKuROKKNFearbsUpXo-rXaQOyEGdvN5SHo-UimwrBizkBfyRRe-MNtR2ggP4xBbPPWt
wt709iLsXpKWW34GP2EdVc8muAjcUIJsiZginUUocLSQ8VK2705bOatXp2mPoL_7pYY354ebQmC



TCcL4vBxxMUklagwM9MIyt5P5fkJS8y9dPeWQ4stM_6zCmpUgyop
49j1fc_2YhMwNs8qxJk"}
Thanks in advance.



