Forum:Hack Forums

Thread: Hash identifier

eXplorer.eXe - November 17, 2018, 6:38 am
Hello i am dumping tables via sqli but i am receiving strange hashes
Can you tell me whats type of hashes are this

$H\2y$9HF1TK1GmM$10\1EWN8YSTHgGrO.xxkdLo7e$6EDmMrOIB1AzOmuwsY.2NcqadE.ziLma
$H\2y$9qZjC1zQz$10\6XKccenBIn3hjLXNItPUpe$7EMMP3.k86dwFy2NOxxHetjRMh/nV/6
$H\2y$94004IVFM$10\BHgb7GDeYG09nWxB6cuOQ.$tqvxCotnlsWMezc7VUH.yAFXZPLACZI
$H\2y$9wWI/2HPYyd$10\GAIdIIWekbFPVpmQs57d7u$ix4Vi69IcALIM.erDeSazbqJukOqlVi
$H\2y$9zwDX33Gr$10\foM4ZPmOEC0on8QsLA34yQu$l.YYVPMvVPc/fv4BWOivuVx/rdviwBe
$2y$10$uWRNnNcryEytL2uMJO014ijuaV0otuglQx2b3R4Pm8fq/ZW5sbhWfzGC
$H\2y$9xSDa19Uj$10\WkSQb4JjQoP0/uw2EjqyK.$nNgoElelb6BhYf3Xw4M8dwvtl6.pzUq
SH\2y$OINEXNKAg7$10\ BWLWM9azID1AgnbLxrRNe$OInxAw202/0QaQvQXc5TcfiwbpnDN6S
$H\2y$92cAUJARX$10\YVylgvOmVCCFjbsedrdzae3HRMwILGLSygZMMi59kef4/SeCSVFX76
$H\2y$9wJI/2HPyd$10\vzfrcCiAHg1ILUIAge6fwOSUWQrN7tjVbX0Gb.hHzZWXcQ1aN9yYSG6
$H\2y$9kpLZobLH$10\UygK1GmUD50PkHXRZbPfV.$.17q7BTjus/ziTut33Qg5j1N2csmAqu

IGODI - November 17, 2018, 7:03 am

(Nov 17, 2018 07:38 AM)BGNiKoLal Wrote: [CITE] Hello i am dumping tables via sqli but i am
receiving strange hashes

Can you tell me whats type of hashes are this

$H\2y$OHFITK1IGmM$10\1EWN8YSTHgGrO.xxkdLo7e$6 EDmrOIB1AzOmuwsY.2NcqadE.ziLma
$H\2y$9qZjC1zQz$10\6XKccenBIn3hjLXNItPUpe$7EMMP3.k86dwFy2NOxxHetjRMh/nV/6
$H\2y$94004IVFM$10\BHgb7GDeYG09nWxB6cuOQ.$tqvxCotnlsWMezc7VUH.yAFXZPLACZI
$H\2y$9wJI/2HPYd$10\GAIdIIWekbFPVpmQs57d7u$ix4Vi69IcALOM.erDeSazbgqJukOqlVi
$H\2y$9zwDX33Gr$10\foM4ZPmOECon8QsLA34yQus$l.YYVPMvVPc/fvABWOivuVx/rdviwBe
$2y$103uWRNnNcryEytL2uMJ0I4ijuaV0tUglQx2b3R4Pm8fq/ZW5sbhWfzGC
$H\2y$9xSDal19Uj$10\WkSQb4JjQoP0/uw2EjqyK.$nNgoElelb6BhYf3Xw4M8dwvtl6.pzUq
$H\2y$OINEXNKAg7$10\ BWLWM9azID1AgnbLxrRNe$OInxAw202/0QaQvQXc5TcfiwbpnDN6S
$H\2y$92cAUJARX$10\YVylgvOmVCCFjbsedrdzae3HRMwILGLSygZMMi59kef4/SeCSVFX76
$H\2y$9wJI/2HPyd$10\WzfrcCiAHg1ILUIAge6fwOSUWQIrN7tjVbX0Gb.hHzZWXcQ1aN9yYSG6
$H\2y$9kpLZobLH$10\UygK1GmUD50PkHXRZbPfV.$.17q7BTjus/ziTut33Qg5j1N2csmAqu
$2y$10$uWRNnNcryEytL2uMJ0I4ijuaV0tUglQx2b3R4Pm8fq/ZW5sbhWfzGC:bcrypt

once i can get my self on my lap i will analyze the rest i am not sure what is the type so i must
check

SysAdmin - November 17, 2018, 7:38 am
This belongs in Cryptography, Encryption, and Decryption Section

AbakBarama - November 17, 2018, 11:13 pm

(Nov 17, 2018 07:38 AM)BGNiKoLal Wrote: [CITE] Can you tell me whats type of hashes are this
Probably bcrypt with some trash symbols, like Edmodo. Do you have hashes with known
passwords?

eXplorer.eXe - November 18, 2018, 8:34 am


https://hackforums.net
https://hackforums.net/showthread.php?tid=5908714
https://hackforums.net/showthread.php?pid=57889034#pid57889034
https://hackforums.net/forumdisplay.php?fid=126
https://hackforums.net/showthread.php?pid=57889034#pid57889034

(Nov 18, 2018 12:13 AM)AbakBarama Wrote: [CITE] Probably bcrypt with some trash symbols, like
Edmodo. Do you have hashes with known passwords?
No i dont have it

realsunjester - November 18, 2018, 8:42 am

since bcrypt is a one-way hash you will have to use a collision technique, like how to check md5's.
You will have to encrypt input into becrypt (using whatever method they used in the first berypt hash),
then check and see if they match. If they match, then you will know what the hash is. It's very time
consuming.


https://hackforums.net/showthread.php?pid=57892464#pid57892464

