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 TheBrokenWasp - November 17, 2018, 9:51 am 
Hello Everybody!
 So I haven't really contributed much here, I'm a 13-year-old skid who only knows python and made
very few useful "hacking tools," mostly responding to people who don't understand things or asking
things myself
 Today I am going to explain how you can spoof your files and get an EXE that looks like this:
 
 
 The process is simple but a bit annoying.
 
 
 Step 1
 Change your file icon to the file type you are spoofing to. If you are spoofing to a txt file, change to
the default txt icon. If you are spoofing to jpg, change to the default jpg icon etc.
 
 Step 2
 Rename your file from .exe to .scr:
 
 A .scr is a Screensaver file which is basically an exe. This part of the process will allow you to make
sure no part of your spoofed file says "exe"
 
 Step 3
 Get the file type you want to change it to, and reverse the name. For example, "png" becomes
"gnp," "doc" becomes "cod," and "txt" becomes "txt" (it's the same because txt backward is txt lol)
 after that, add that reversed file name before ".scr"
 if your file name was "tutorial.scr" before this, it should now be something like "tutorial cod.scr"
("cod" is the reverse name for "doc")
 
 Step 4
 The final step is using the "right to left override" Unicode to flip the last part of the file name.
 go to here and press copy. Now, right click on your file and press rename. Now you want to right
click after "tutorial " (or whatever your file name is, and yes, that space after "tutorial" is intentional)
and before "cod.scr" (or whatever filetype you chose) and click paste, then press enter.
 
 Step 5
 Enjoy your spoofed file! Your file name should now be something like "tutorial rcs.doc" Remember
these things: 1. Your spoof will most likely get ruined if uploading somewhere and or adding it to a
rar archive, this is mostly good for giving somebody an infected USB and 2. This is for educational
purposes only, I am not responsible for any damage caused by this method.
 

GhostHunterLad - November 17, 2018, 10:19 am 
Nice unicode work, this seems interesting

TheBrokenWasp - November 17, 2018, 12:03 pm 
 (Nov 17, 2018 11:19 AM)GhostHunterLad Wrote: [CITE] Nice unicode work, this seems interesting

https://hackforums.net
https://hackforums.net/showthread.php?tid=5908770
https://unicode.flopp.net/c/202E
https://hackforums.net/showthread.php?pid=57889918#pid57889918


 thanks

neuro - November 19, 2018, 2:31 am 
Pretty impressive, you should do more of these little mini tutorials

TheBrokenWasp - November 25, 2018, 1:46 pm 
I can't seem to rename the thread, so any mod who thinks the can rename it to "File Extension
Spoofing Tutorial"? Thank you.

fdggupisadrfgjuh - November 28, 2018, 6:32 pm 
I can't find any online file sharing system that this will work finely with. It either changes the reverse
Unicode char with a _ or wont download.

Skidsuper - November 28, 2018, 7:07 pm 
Doesn't this method get detected by antivirus?
 
 https://press.avast.com/hackers-flip-filenames-to-create-safe-file-extensions

TheBrokenWasp - November 28, 2018, 7:16 pm 
 (Nov 28, 2018 08:07 PM)Skidsuper Wrote: [CITE] Doesn't this method get detected by antivirus?
 
 https://press.avast.com/hackers-flip-filenames-to-create-safe-file-extensions
 this will neither crypt your file or make it harder for antiviruses to scan it, it's mostly good for social
engineering purposes.

Jean-Jacques Rousseau - November 29, 2018, 10:36 am 
 (Nov 28, 2018 08:16 PM)TheBrokenWasp Wrote: [CITE] this will neither crypt your file or make it
harder for antiviruses to scan it, it's mostly good for social engineering purposes.
 This will raise detections though. I have seen it. Several antivirus products will flag.

bytezrus - November 29, 2018, 2:28 pm 
Good content thanks for sharing.

Cat-Boy - December 2, 2018, 11:17 am 
Thanks for the tutorial will make a builder for this super coo!! ?

elkinson888 - December 2, 2018, 11:22 am 
Cute! I like it. Definitely gonna play with this. :)

itlovers - December 3, 2018, 5:52 am 
nice spoofing post bro thanks for guideline.

Cgina - August 16, 2019, 11:23 am 
This is just the most fucking unbelievably useful shit in my fucking life, I never thought I'd fucking
find some fucking thing so fucking useful on fucking line, this sum bolshit, abso motherfucking lutely
well mother raping made, unbe shitting leivable, good day

TheBrokenWasp - August 17, 2019, 12:18 pm 
 (Aug 16, 2019 11:23 AM)Cgina Wrote: [CITE] This is just the most fugging unbelievably useful Clay
Davis in my fugging life, I never thought I'd fugging find some fugging thing so fugging useful on
fugging line, this sum bolshit, abso motherfucking lutely well mother raping made, unbe shitting
leivable, good day
 wtf... OK, then I guess you're welcome?

https://press.avast.com/hackers-flip-filenames-to-create-safe-file-extensions
https://hackforums.net/showthread.php?pid=57942066#pid57942066
https://press.avast.com/hackers-flip-filenames-to-create-safe-file-extensions
https://hackforums.net/showthread.php?pid=57942112#pid57942112
https://hackforums.net/showthread.php?pid=58862102#pid58862102


LordDragon - August 18, 2019, 3:48 am 
Great tutorials, thanks for sharing.

xScarface - June 5, 2020, 6:02 pm 
commenting to come back to this thanks (=

multicognition - June 7, 2020, 3:43 pm 
Thanks for this still working?

TheBrokenWasp - June 7, 2020, 4:46 pm 
 (Jun 7, 2020 03:43 PM)multicognition Wrote: [CITE] Thanks for this still working?
 Yep

osbriggs - June 9, 2020, 12:21 am 
This method still working and  if yes, i 'd like to chat with u privately on icq..u can add me up
688162409 ..lordbriggs
 
 Thanx

wailingduck - July 11, 2020, 4:03 am 
Cool tutorial dude! it helped me a lot

Va1rag1 - July 11, 2020, 4:13 am 
I don't like spoon-feeding. You should share the process and technicalities working behind it, Not
just the step do this and that and you will get this.
 Also I don't think there is any use of these tutorials, any basic antivirus can detect this also if
spreading via infected usb, there are better ways.
 I have nothing against you but I don't think this tutorial means a lot otherwise if you want to increase
your post count then i am wrong.

sebastian474 - July 11, 2020, 12:00 pm 
this is good bro, keep it up boy ur valid

TheBrokenWasp - July 12, 2020, 4:38 am 
 (Jul 11, 2020 04:13 AM)Va1rag1 Wrote: [CITE] I don't like spoon-feeding. You should share the
process and technicalities working behind it, Not just the step do this and that and you will get this.
 Also I don't think there is any use of these tutorials, any basic antivirus can detect this also if
spreading via infected usb, there are better ways.
 I have nothing against you but I don't think this tutorial means a lot otherwise if you want to increase
your post count then i am wrong.
 I posted this here because I thought people would like to know how to do this, and the technical
details are pretty simple: Some languages read from right to left rather than left to right, and if you
want to mix languages with different directions of reading, you use this Unicode to tell the computer
that "hey, these characters need to go from right to left from here on out," and the computer accepts
it even in the case of executable files.

scienciums - August 19, 2020, 11:44 am 
Thank you for this great tricks!

HeyBro101 - September 4, 2020, 4:40 am 
Hey, u know a way to spoof extension and be able to share it without a usb? like.. using a file
sharing site? xD

https://hackforums.net/showthread.php?pid=59874228#pid59874228
https://hackforums.net/showthread.php?pid=59983239#pid59983239


Instamixes - September 4, 2020, 10:02 pm 
Hello,
 What a lovely tutorial about spoofing.

 


