Forum:Hack Forums

Thread: Town of Salem Breached - 7+ Million Users Exposed

Hydra - January 2, 2019, 7:59 pm
Source: https://gamerant.com/town-of-salem-hack-data-breach/

BlackMediaGames (devs) stated your passwords are hashed. However, it's being discussed that
they're not hashed securely. They use an old version of phpbb which uses salted MD5 and not the
latest method, bcrypt.
https://www.reddit.com/r/TownofSalemgame/comments/abgnf9/blankmediagames_critical_data_bre
ach/ed2cn7h/

If you do have an account on there with a recycled password, go change your passwords
elsewhere. Always use a unique password, never reuse the same password.

Included in the breach:Usernames
Emails

Passwords

IP Addresses

Game and Forum Activity

@Pulse - January 2, 2019, 8:11 pm
Genuinely thank you so much for sharing this, | have two acc's with them and just changed
passwords

Spaark - January 2, 2019, 8:25 pm
Ouch. Recycled passwords should always be changed regardless. I'm sure it will be a wakeup to
many.

SelfConfrontation - January 4, 2019, 8:10 am
How many times does this have to happen before people learn not to use MD5 hashing anymore....

Adesab66 - January 4, 2019, 2:28 pm
Anyone find where the DB is leaked at? Or being sold?

Or do you think the culprit(s) are going to sit on it for a while?

Rat0Zone - January 4, 2019, 2:30 pm

(Jan 4, 2019 12:46 PM)Pronouncer Wrote: [CITE] The intresting thing about this, is 2 days after the
elleged breach, we had found a exploit in the site. So when we got the email we where like thats
mad someone hacked it 2 days before we found an exploit

"e"

ok mister haxor

MysteryRider - January 4, 2019, 2:50 pm
Litteraly every majour leak has been sold or just shared online.
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There is no way those guys aren't gonna release it. The price will only lower the longer it takes.
| have some interest as well.

Pronouncer - January 4, 2019, 3:03 pm
(Jan 4, 2019 03:28 PM)Adesa666 Wrote: [CITE] Anyone find where the DB is leaked at? Or being
sold?

Or do you think the culprit(s) are going to sit on it for a while?
Its not leaked, and its currently not on sale. ?

(Jan 4, 2019 03:50 PM)MysteryRider Wrote: [CITE] Litteraly every majour leak has been sold or just
shared online.

There is no way those guys aren't gonna release it. The price will only lower the longer it takes.

| have some interest as well.
They will not leak it.

Adesab66 - January 4, 2019, 3:10 pm
(Jan 4, 2019 04:03 PM)Pronouncer Wrote: [CITE] Its not leaked, and its currently not on sale. ?

They will not leak it.
So you're saying they will sell it, just not yet?

Either way, I'm going to keep an eye out for it on some marketplaces. ? ?

SIM-3475829 - January 4, 2019, 3:18 pm
(Jan 4, 2019 04:10 PM)Adesa666 Wrote: [CITE] So you're saying they will sell it, just not yet?

Either way, I'm going to keep an eye out for it on some marketplaces. ? ?
can u pm me what marketplaces pleaseeee

SnowfOx - January 4, 2019, 3:20 pm
Are there any dumps shared from the database? Curious.

Pronouncer - January 4, 2019, 3:59 pm
(Jan 4, 2019 04:10 PM)Adesa666 Wrote: [CITE] So you're saying they will sell it, just not yet?

Either way, I'm going to keep an eye out for it on some marketplaces. ? ?
No it wont be on marketplaces.

Shady. - January 4, 2019, 4:03 pm
Damn, pretty sure my younger brother plays this game, pretty unfortunate but good to know

Adesab66 - January 4, 2019, 5:33 pm
(Jan 4, 2019 04:59 PM)Pronouncer Wrote: [CITE] No it wont be on marketplaces.
How are you so sure?

Rat0Zone - January 4, 2019, 5:34 pm
(Jan 4, 2019 06:33 PM)Adesa666 Wrote: [CITE] How are you so sure?
cause he a "hax0r"

Yin Yang - January 4, 2019, 5:35 pm
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Oh damn that's crazy 7+ mil ppl

?torm - January 4, 2019, 7:41 pm
That's crazy, used to always play this with my friends and family.

SIM-82498 - January 4, 2019, 7:42 pm
It has been reported leaked/shared on various RU forums, however passwords are still hashed.

Pronouncer - January 4, 2019, 7:47 pm
(Jan 4, 2019 06:33 PM)Adesa666 Wrote: [CITE] How are you so sure?
i know the guy that dumped it thats why LOL

shelled - January 4, 2019, 7:49 pm
This is pretty laughable.

test - January 4, 2019, 8:02 pm

(Jan 2, 2019 08:59 PM)iHydra Wrote: [CITE] Payment Information

Quote:The data accessed may have included personal information such as your email, encrypted
password, Town of Salem username, IP address, game activity information (games played, etc),
and forum activity. The data accessed did not include any payment information. BlankMediaGames
does not handle payments and does not have access to your credit card information, paypal
information, Steam payment information, or mobile payment information at any point.

Sourced from the email they sent out earlier.

Hydra - January 7, 2019, 12:05 am

(Jan 4, 2019 09:02 PM)testaccountplsignore Wrote: [CITE] Sourced from the email they sent out
earlier.

Updated OP, article got it wrong then. Thanks

MysteryRider - January 7, 2019, 4:14 am
As if i want payment information. | need account names xD

Too bad they won't release anything and just use it for personal use.

Sophoclito - January 7, 2019, 5:09 am
Fucking MD5 what is wrong with these people MD5 IS NO SECURITY AT FUCKING ALL

PerfectStorm - January 8, 2019, 6:21 pm

(Jan 7, 2019 06:09 AM)Sophoclito Wrote: [CITE] Fucking MD5 what is wrong with these people MD5
IS NO SECURITY AT FUCKING ALL

Its time for them to upgrade the security!

ZeroToHero - January 8, 2019, 8:25 pm
Is there any dump yet? Hit me up with a PM if you have a source.

Lakai - January 9, 2019, 2:17 pm
How the fuck do you have 7 mil users and let a data breach of this big happen.

Bluffer - January 9, 2019, 2:38 pm
| find this a bit amusing. They should've had somebody on staff who kept the forum software
updated.

Hydra - January 9, 2019, 4:49 pm
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(Jan 9, 2019 03:17 PM)Taylor Bennett Wrote: [CITE] How the fuck do you have 7 mil users and let a
data breach of this big happen.

I'm just mindfucked on the password shit. They got breached, fine. But now the passwords are
exposed too. They are/were on a super old version of phpBB. If they had just upgraded from 3.0.12
to 3.1.0, they would've been much better off after a breach as the passwords would've been hashed
using bcrypt. MD5 is weak as fuck with today's tech.

This is the version they are on: https://www.phpbb.com/community/viewtopic.php?t=2200921
(9/28/2013)

This is the version the hashing method was improved:
https://download.phpbb.com/pub/release/3.1/3.1.0/ (10/28/2014)

So they've had 4 fucking years to upgrade

Loses - January 9, 2019, 6:57 pm

(Jan 9, 2019 05:49 PM)iHydra Wrote: [CITE] I'm just mindfucked on the password shit. They got
breached, fine. But now the passwords are exposed too. They are/were on a super old version of
phpBB. If they had just upgraded from 3.0.12 to 3.1.0, they would've been much better off after a
breach as the passwords would've been hashed using bcrypt. MD5 is weak as fuck with today's
tech.

This is the version they are on: https://www.phpbb.com/community/viewtopic.php?t=2200921
(9/28/2013)

This is the version the hashing method was improved:
https://download.phpbb.com/pub/release/3.1/3.1.0/ (10/28/2014)

So they've had 4 fucking years to upgrade
BCrypt is good? I'm not a hacker just a small developer that uses BCrypt for all of my passwords

cvetkov - January 9, 2019, 9:49 pm
DD DV DIVV????777 ’)’)’)’)’) Po7?7?7777 ’)’)’)’)’)’)’)’) DIV D777 2?77 ’)’)’)’)’)’)’)’) D77 P 7777


https://hackforums.net/showthread.php?pid=58112850#pid58112850
https://www.phpbb.com/community/viewtopic.php?t=2200921
https://download.phpbb.com/pub/release/3.1/3.1.0/
https://hackforums.net/showthread.php?pid=58113374#pid58113374
https://www.phpbb.com/community/viewtopic.php?t=2200921
https://download.phpbb.com/pub/release/3.1/3.1.0/

