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Thread: get root access with aspx shell

Uploader.sx - January 8, 2019, 3:14 pm
Hello guys,

I have an aspx shell on a windows website, but | do not have root access.
Can anyone teach me how to get root access?

paphero - January 9, 2019, 12:15 am

You have an unprivileged access so you should start enumerating the host and post some result in
order to be helped

Uploader.sx - January 9, 2019, 12:41 am

(Jan 9, 2019 01:15 AM)paphero Wrote: [CITE] You have an unprivileged access so you should start
enumerating the host and post some result in order to be helped

How should | do that?

Thank you for helping

paphero - January 9, 2019, 4:04 am
(Jan 9, 2019 01:41 AM)Uploader.sx Wrote: [CITE] How should | do that?

Thank you for helping

You should use a both tools like Mimikatz, windows-privesc-check (from pentestmonkey) and
manual checks. At the end of the process you shoul have a listo of:

- interesting readable/writable files

- user list

- sam backup file if readable

- programmed tasks/events

Please checks also tutorials from pentestmonkey blog about windows priviledge escalation and
update this thread :)

RambOx - January 9, 2019, 4:17 am
Run some RAT on the box. First check for antivirus then run the RAT or hvnc.
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