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Thread: [SECURITY] How to Spot a Scammer and Avoid getting Scammed in LocalBTC/Paxful!

?ytes - January 18, 2019, 12:55 pm

Please Note: This is an old topic on another forum, may be year old, but still has very much
relevance today. Recently, one of my friend was a victim of Coinlocking on Paxful, so | thought
posting this Guide will help many members here. (Also | don't see any similar threads like this)

Hello Traders,

This is a topic that i think would be very useful to many of us, because it reveals how to protect
yourself on Paxful.

I've been dealing coins on their platform for a few days, and to be honest, it's very hard to get
scammed, unless you want to be.

MODERATORS POSTS ON PAXFUL ARE ALWAYS IN LIGHT BLUE HIGHLIGHTS! THIS IS
STATED AT THE BEGINNING OF EACH TRADE! KEEP YOUR EYES OPEN!

Typical Scams

Case 1 - The Password Change Attempt

1. You click on a SELL offer (for an online payment provider such as PayPal);

2. An escrow is opened, and you provide the PayPal email to the scammer;

3. Then they ask you to send them a verification code, that they would "send to your phone" (if
they're unable to do so - to your email);

4. They send you a password change email or phone message;

5. If you provide the code, and have no 2FA, they cancel the deal, access your account and steal
your coins.

Case 2 - The Moderator Advising you to Release Coins
1. A scammer buys (places in escrow your coins);
2. Then they ask you for personal data, such as your email or phone number;

subcase a)

i. There they send you an email from help@paxful.com (ANYONE CAN DO THAT - EXAMPLE
LINK);

ii. In the email in very bad English they try to convince you that they've blocked the user, and to
release the bitcoins, which they would add to your balance manually within 15 minutes;

iii. You seeing that it's sent from the proper mail address do as advised and release the coins, not
realizing that it was all a scam.

subcase b)

I. They send you message in the Escrow chat claiming to be a Moderator (MODERATORS POSTS
ON PAXFUL ARE ALWAYS IN LIGHT BLUE HIGHLIGHTSY!), or a security team member, claiming
that you're a victim of a coin-locker, and you have to release the bitcoins which they would add to
your wallet later by hand;

ii. You seeing the message has a title Moderator do as advised and release the coins, not realizing
that it was all a scam.
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Case 3 - Marking Payment as Made, before the buyer paid

1. A guy responds to a BUY offer that you posted;

2. He asks you for an email address and claims that he's made payment;

3. They mark it as Payment Complete and ask you to release the bitcoins;

4. You stumbled from the enormous profit, don't think to check it first, and release - forgetting about
seeing your cash again.

Case 4 - Asking for a loan

1. A guy responds to your offer and buys (holds in escrow) a small portion of your coins;

2. Then he politely asks you if you could loan him 20$ (for instance) and they would pay you back
125% in a few hours;

3. The profile that made the request has a few green + ratings (easy to fake) and you do as advised
- losing the coins to a scammer.

NB: Those cases might be intertwined. It's not said that a scammer would use just one, but they
might incorporate parts of any of them into their scam attempts.

HOW TO PROTECT YOURSELF ON PAXFUL AND PREVENT SCAMS:

I. IN GENERAL:

1. Before you even fund your account - enable 2FA (SMS or Google Authenticator) for ALL
available options through the security tab in your profile (link);

2. Never release bitcoins from escrow, if you have not received the payment! EVER!

3. Do not be fooled by 100% green reputation. Always do your due diligence and check the users
that left the reps. If they are reputable with more than 100 deals and more than 10BTCs traded -
then you have a legit trader.

4. If you receive a suspicious looking email from help@paxful.com - bad English, bad grammar, etc
- try to reply to it! If you get a mail-delivery-subsystem message (link) then the message was not
sent from the original mailbox, it just used an mx record to look like it was.

5. Never click on links received in the emails from point 4;

6. When posting a Trade, always require the user to at least has verified phone number/email
address, 10+ BTC trades, and to be trusted (there is an option for that)!

II. SPECIFIC:

1. Case 1:

a) Never use the same email address for your payment method and Paxful. Also - never provide
your Paxful email;

b) Never provide a phone number linked to your Paxful account or your payment method;

c) Try reasoning with the guy - just tell them that you did not request a security code (as it's
supposed to be for your security) and it's better to cancel and not lose your time.

2. Case 2:

a) MODERATORS POSTS ON PAXFUL ARE ALWAYS IN LIGHT BLUE HIGHLIGHTS!

b) NEVER RELEASE BITCOINS, IF PAYMENT IS MARKED AS PAID BUT YOU DIDN'T RECEIVE
IT!

c) save all data - make screenshots of the conversation + forward the scam email to
help@paxful.com from your paxful email and also send it to the chat support with the attachmens
(even if they're offline);



d) report the user through the report button.

3. Case 3:

a) Look at Case 2a)

b) Look at Case 2b)

c) DISPUTE THE PAYMENT AS SOON AS POSSIBLE AND REPORT THE SCAMMER!
d) Look at Case 2c)

d) Look at Case 2d)

4. Case 4 - Just use your head. Don't send money to people you don't know with the expectation
that you would ever see it back.

Final thoughts:

It struck me that i read a forum full of people thinking that Paxful have a Team Member named
Marcos, with bad English, who advised them to release coins. That's why | wrote this guide.

| actually corresponded with Arthur (the owner/founder) of Paxful and his English is perfect. Even if
there is a Marco(s) in Paxful it is definitely not the guy that sends you those scam emails.

Just think people. This is how PayPal accounts and credit cards get stolen!

*Note - | am not in any way affiliated with Paxful, nor am | their employee!

Meow - January 18, 2019, 12:59 pm
Extremely helpful thread, | think it's going to be useful for a lot of members who want to buy/sell BTC
on Paxful & LocalBitcoins.

Winds - January 19, 2019, 12:57 am
Thank you for this useful information. Getting scammed on Paxful/LBC is extremely easy so this
might be useful for me.

isu - January 19, 2019, 1:29 am
Useful thread, thanks for the input.

RAT - January 19, 2019, 3:02 am
Thank you for your input. A very nicely organized and in-depth thread. When | was using Paxful,
gladly I never got scammed - don't like the site very much anymore, but it is useful for those who do.

Thanks again, old-sport!

?ytes - January 19, 2019, 6:37 am
Thank you guys for your appreciation. More and more people should read this!

azix99 - January 19, 2019, 2:26 pm
thanks, it will be very useful for new people

?ytes - January 20, 2019, 2:48 pm
Bringing this to top. Be aware while Trading and don't get fooled by cheaters!

Poster Boy - January 21, 2019, 1:24 am
This is indeed helpful,thanks for the heads up OP!

Zoomers - January 21, 2019, 6:28 pm
Goddamn savages! Everyone tryign to take the easy route man



MaxiPads889 - January 22, 2019, 4:22 am

Case 4 - Asking for a loan

1. A guy responds to your offer and buys (holds in escrow) a small portion of your coins;

2. Then he politely asks you if you could loan him 20$ (for instance) and they would pay you back
125% in a few hours;

3. The profile that made the request has a few green + ratings (easy to fake) and you do as advised
- losing the coins to a scammer.

wow, surprised people do this Imao.

Deal - January 22, 2019, 4:23 am
Nice share. Scammers are like rats, but are evolving even faster.
Great to be updated on some of the methods.

?ytes - January 25, 2019, 3:35 am
Thanks for your positive response guys. Lets bring this to top once again!

?ytes - January 30, 2019, 2:16 pm
This needs to be read by members at least once in a week.

james19 - February 7, 2019, 2:20 pm
tanks for sharing good information

?ytes - February 19, 2019, 5:11 am

Thanks all for your response. There's lot of fraudulent Amazon Gift Card traders floating around
Paxful and LBC. I'll soon release a guide how to safely buy Amazon Gift Cards and others without
getting in to trouble.

olmanriver - June 7, 2020, 6:54 am
Thanks for the post Bytes, very useful information and exactly the kind of advise | was looking for.

Linux X - July 7, 2020, 11:23 pm
Lol, this is very important and useful information. Thank you for sharing this info!

?ytes - July 7, 2020, 11:24 pm

(Jul 7, 2020 11:23 PM)? GRAPHIC PLEASURE ? Wrote: [CITE] Lol, this is very important and useful
information. Thank you for sharing this info!

Hopefully people get benefited from this.

pfabdr - July 8, 2020, 4:43 am
well sorted complete info !! other than pax and LBC , has any one tried reddit like "cash4cash"
seems to be very secure !!

Almonds - July 8, 2020, 8:39 am
You provided an ample amount of scenarios, and points.
Nice thread!

G?df?t?? - July 8, 2020, 1:58 pm
Loving all the love going around

HackOnTheGo - July 8, 2020, 2:41 pm

Very well written and a good thing to keep in mind while on LB. Crazy what people will come up with
haha.


https://hackforums.net/showthread.php?pid=59970434#pid59970434

?ytes - September 24, 2020, 10:44 pm
This thread need to be viewed by as many members as possible and make newbies aware who deal
on platforms like Paxful and Localbitcoins.



