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 serwking - January 28, 2019, 1:36 pm 
I'm trying to spoof my TLS ClientHello message in python requests so it's the same as chrome's. I
managed to create a SSLContext and add the necessary ciphers, but I can't get rid of the
TLS_EMPTY_RENEGOTIATION_INFO_SCSV cipher suite. It's not being overwritten by the
set_ciphers method.
 
 Can anyone show me how I can get that part removed from the cipher suites?

Ghxst - February 7, 2019, 12:05 am 
TLS_EMPTY_RENEGOTIATION_INFO_SCSV is not a real cipher suite, maybe it's not
implemented where you think it is?
 I'll do some digging but it might be implemented at a lower level.
 
 Can you share your code so I can test?
 
 Also, are you / chrome sending renegotiation_info ?
 According to RFC 5746#section-3.4 :
 
 The client MUST include either an empty "renegotiation_info"
 extension, or the TLS_EMPTY_RENEGOTIATION_INFO_SCSV signaling
 cipher suite value in the ClientHello.  Including both is NOT
 RECOMMENDED.
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