Forum:Hack Forums

Thread: Decrypt an encrypted HEX password

Wendigo - May 27, 2019, 4:54 am
Hello Mates,

I'm interested, how its possible to decrypt an application password. So password is stored in
registry, hex format.

Unknown pass in hex:

Spoiler (Click to View)42 00 41 00 32 00 41 00 35 00 33 00 39 00 30 00 44 00 43 00 35 00 33 00
36 00 44 00 41 00 32 00 34 00 43 00 33 00 33 00 46 00 38 00 32 00 37 00 37 00 44 00 42 00 34 00
320043 0033004300340042003400380032004100450039004200310030004500
3300 46 00 32 00 39 00 390043003800 310036003100310037003900390035004300
3100310031003100340041003300420030004400310036003200380037004300
310041004400 310035003200 3000410045003300370033003200320039003700
36 00 36 00 35 00 32 00 38 00 32 00 33 00 35 00 46 00 330041 00 37 0043003700 37003000
34 00 32 00 44 00 34 00 32 00 42 00 30 00 41 00 44 00 46 00 44 00 45 00 44 00 43 00 32004300
43 00 34 00 34 00 31 00

00 = . (dot)

Know pass in hex: (same app) password=12345

Spoiler (Click to View)44 00 43 00 31 00 39 00 39 00 43 00 32 00 30 00 45 00 38 00 34 00 31 00
44 00 46 00 39 00 33 00 31 00 41 00 32 00 38 00 33 00 36 00 33 00 34 00 45 00 36 00 44 00 38 00
46 00 41 00 31 00 39 00 45 00 46 00 37 00 45 00 46 00 34 00 39 00 38 00 38 00 41 00 43 00 44 00
3500350042 00 37 0043004200 300042 0039003300380042003800450033003300
34 0043 0038 0042 003000 370033004200 36004500320041003500390037004400
34 00 39 00 33 00 30 00 46 00 37 00 35 00 42 00 30 00 32 00 38 00 39 00 36 00 30 00 36 00 35 00
3500 44 00 46 00 35 00 38 00 35 00 32 00 42 00 36 00 42 00 31 00 36 00 30 00 31 00 46 00 35 00
36 00 42 00 46 00 45 00 35 00 45 00 42 00 33 00 31 00 42 00 45 00 43 00 43 00 46 00 30 00 36 00
37 00 38 00 38 00 44 00

AbakBarama - May 27, 2019, 5:26 pm

(May 27, 2019 04:54 AM)Wendigo Wrote: [CITE] I'm interested, how its possible to decrypt an
application password. So password is stored in registry, hex format.

It's SHA512 from unicode password.

Spoiler (Click to View)Password: punisherll

Wendigo - May 28, 2019, 11:27 am

(May 27, 2019 05:26 PM)AbakBarama Wrote: [CITE] It's SHA512 from unicode password.
Spoiler (Click to View)Password: punisherll

WOW incredible, many thanks. | tried before with sha512 the "12345" but i got different hash
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