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Thread: #Help with Ettercap Dns Spoof

omar18881 - June 1, 2019, 7:38 am

| did arp spoofing using Ettercap , and i changed the etter.dns to redirect client to my Kali machine
& then i did Dns Spoofing and it Worked Great and redirected the client succssfully , the only
problem that the client disconnects from the internet , Is it anyway to Dns spoof the target without
make him lose his Internet connection ?

Hinshi - June 15, 2019, 8:28 pm

This is most likely an easy fix. Kali Linux doesn't have IP fowarding enabled by default, which can
cause connectivity issues when performing MiTMs. If IP forwarding isn't enabled on the host
machine, traffic routed through your node is liable to disconnect the victim node from the default
gateway by never routing its packets to the actual intended address (in this case, the actual
gateway).

Run the following in Terminal and attempt the DNS spoof again: echo 1 >
/proc/sys/net/ipv4/ip_forward

If you're running Kali live through bootable media or a VM, you'll need to run this command every
time once you're at the desktop environment. To check if IP forwarding is already enabled, run the
following command in Terminal; if a "0" is returned, it indicates that IP forwarding is currently
disabled, whereas a "1" indicates that it's enabled: cat /proc/sys/net/ipv4/ip_forward

If you have Kali installed on a VM/host machine/etc., you can permanently enable IP forwarding by
running the following commands in Terminal:

Code /etc/sysctl.conf:
net.ipv4.ip_forward = 1
followed by

Code sysctl -p /etc/sysctl.conf

omar18881 - June 18, 2019, 10:38 am

(Jun 15, 2019 08:28 PM)Hinshi Wrote: [CITE] This is most likely an easy fix. Kali Linux doesn't have

IP fowarding enabled by default, which can cause connectivity issues when performing MiTMs. If IP
forwarding isn't enabled on the host machine, traffic routed through your node is liable to disconnect
the victim node from the default gateway by never routing its packets to the actual intended address
(in this case, the actual gateway).

Run the following in Terminal and attempt the DNS spoof again: echo 1 >
/proc/sys/net/ipv4/ip_forward

If you're running Kali live through bootable media or a VM, you'll need to run this command every
time once you're at the desktop environment. To check if IP forwarding is already enabled, run the
following command in Terminal; if a "0" is returned, it indicates that IP forwarding is currently
disabled, whereas a "1" indicates that it's enabled: cat /proc/sys/net/ipv4/ip_forward
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If you have Kali installed on a VM/host machine/etc., you can permanently enable IP forwarding by
running the following commands in Terminal:

Code /etc/sysctl.conf:
net.ipv4.ip_forward = 1
followed by

Code sysctl -p /etc/sysctl.conf
Thanks ? ?

omar18881 - July 18, 2019, 4:01 pm
Can you help in Sniffing https connection & bybass HSTS ? , Hope you could help me in that one

14stl00k - March 3, 2020, 4:06 pm
(Jun 18, 2019 10:38 AM)omar18881 Wrote: [CITE] Thanks ? ?
thanks for this man..
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