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Thread: Zenmap Report Interpretation

woodentriangle - January 26, 2020, 7:17 am

Hi everyone! | have scanned my own website in order to find its security! Here a report from Zenmap
(a tool suggested by a pentester). | have used on kali linux "ping URL" and then | have put the IP
found on Zenmap.

Is it safe or attackable? Which kind of attacks are possible (if possible)? And how can | make it
safer (if necessary)?

22 tcp open  ssh OpenSSH 5.3 (protocol 2.0
25 tcp open  smtp
26 tcp closed rsftp

42 tcp closed nameserver

80 tcp open  http Apache httpd
110 tcp open  pop3 Dovecot pop3d
143 tcp open imap Dovecot imapd
443 tcp open  http Apache httpd
465 tcp open  smtp Exim smtpd 4.92
587 tcp open  smtp Exim smtpd 4.92

990 tcp closed ftps

993 tcp open imaps

995 tcp open  pop3s

1248 +tcp open  hermes

3306 tcp open  mysql MySQL 5.6.46-cll-lve
50000 tcp closed ibm-db2

Tanky
Can some of you all idiots give me an answer?

veiled - January 27, 2020, 6:11 pm
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