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Thread: Windows10 FUD Backdoors

psickophant - January 27, 2020, 6:49 pm

Yes,

| am fairly green and am looking for information on FUD Windows 10 backdoors that bypass
windows defender. | have utilized a bunch of Backdoor Generator, and several custom scritps to get
a backdoor (shell or meterpreter). Everything is being taged by windows defender. | am having
trouble finding good information on customizinging backdoors to bypass. | really want to educate
myself on this topic but dont find much help so far. Maybe im not looking in the right place. Its
frustration. Will some one give me a hand. Thank you so much.

CyberStrike - January 27, 2020, 7:04 pm

Have you tried to create your own custom reverse shell? Have you also considered taking the
Metasploit templates editing those and then edit and change up the assembly a bit? Look Metasploit
and most common tools are very well researched, so truthfully custom is the ticket. Also when
talking about the FUDness or DUDness we gotta talk about signing, expensive for some but well
worth it.

| suggest you really sit back and learn about Defender/SmartScreen/AMSI learn the security
products it is massively important.

psickophant - January 29, 2020, 8:57 am

(Jan 27, 2020 08:04 PM)CyberStrike Wrote: [CITE] Have you tried to create your own custom
reverse shell? Have you also considered taking the Metasploit templates editing those and then edit
and change up the assembly a bit? Look Metasploit and most common tools are very well
researched, so truthfully custom is the ticket. Also when talking about the FUDness or DUDness we
gotta talk about signing, expensive for some but well worth it.

| suggest you really sit back and learn about Defender/SmartScreen/AMSI learn the security
products it is massively important.

Thanks for the reply. | am excited to learn about the topics. | guess | have just been fairly frustrated
and needed to take a breath. | will certianly be delving into windows defender and antivirus evasion.
If you may know some specific sources for this information it would help greatly. The more | learn
about pentesting the more | find that | dont know.
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