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Thread: Opening a Process Access Token in python & Unknown DNS call using the Windows API

Tilcayo - March 15, 2020, 5:41 pm

Hey, | posted this thread in pentesters section, but im also posting it here because its relevant. |
decided to make a GitHub the other day and started adding some cool stuff to it, to give back to the
infosec community, that's my main goal here, all about giving back.

I'm in the process of making a full token impersonation tool using the windows api which | will
upload asap, for now, here's a tool for getting a handle to a process and opening its access token!

https://github.com/sizetOx80/Process-Access-Token

I've also made a tool that uses an unknown / undocumented windows API call which I'm sure you
will find interesting.

https://github.com/sizetOx80/UnknownDNScall

| hope some of the stuff | upload will be helpful to you guys :)

Killing a process using the Windows API

https://github.com/sizetOx80/Kill-Process

Spawning a process using the Windows API

https://github.com/sizetOx80/Spawning-Process

SIM-1866423 - March 16, 2020, 2:57 am
Can you fix first link ? its buggy.

Tilcayo - March 16, 2020, 4:20 am
(Mar 16, 2020 02:57 AM)SIM-1866423 Wrote: [CITE] Can you fix first link ? its buggy.
Oh, thanks for letting me know ?fixed
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