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Thread: Website Vulnerability Scanner

thisisKiller - April 3, 2020, 12:25 am
Can you suggest me best website vulnerability scanner. | want to know vulnerabilities in a website.
Thank you

SIM-4616746 - April 3, 2020, 2:50 am
Hello my friend

If you are a beginner | would recommend acunetix web vulnerability scanner because it has a good
user interface and also explanations about the vulnerability and how to fix it !!

You can find a list of all the free and commercial scanners with a description at the link below

Quote:https://owasp.org/www-community/Vulnerability Scanning_Tools

thisisKiller - April 3, 2020, 3:26 am
(Apr 3, 2020 02:50 AM)SIM-4616746 Wrote: [CITE] Hello my friend

If you are a beginner | would recommend acunetix web vulnerability scanner because it has a good
user interface and also explanations about the vulnerability and how to fix it !!

You can find a list of all the free and commercial scanners with a description at the link below
I have used acunetix but didn't find any vulnerability

SIM-4616746 - April 3, 2020, 3:59 am

Usually the scanner is not able to detect all the site vulnerabilities, some sites have to be manually
checked, you should consider things like content management system type, server type, etc, for
example if the WordPress site system You need to identify plugins, themes, etc. to find exploits or
vulnerabilities and more ...

However, | recommend using Nessus and OpenVAS as well

If no specific results are obtained, you should perform a manual penetration test ?

thisisKiller - April 3, 2020, 4:54 am

(Apr 3, 2020 03:59 AM)SIM-4616746 Wrote: [CITE] Usually the scanner is not able to detect all the
site vulnerabilities, some sites have to be manually checked, you should consider things like content
management system type, server type, etc, for example if the WordPress site system You need to
identify plugins, themes, etc. to find exploits or vulnerabilities and more ...

However, | recommend using Nessus and OpenVAS as well

If no specific results are obtained, you should perform a manual penetration test ?
Thank you brother

SIM-2263652 - April 11, 2020, 12:14 am


https://hackforums.net
https://hackforums.net/showthread.php?tid=6062840
https://owasp.org/www-community/Vulnerability_Scanning_Tools
https://hackforums.net/showthread.php?pid=59588774#pid59588774
https://hackforums.net/showthread.php?pid=59588941#pid59588941

WpScan for wordpress websites, Nikto for generic sites. Those are the easiest to use. Remember to
get the API key for wpscan.



