Forum:Hack Forums

Thread: Web Application Pentesting

2xTheTap115 - May 5, 2020, 1:01 am

| warmly welcome?

As in the subject, I'm starting to learn the basics of web application pentests. And here is my
guestion, do you have any books / materials that you should read at the beginning of learning this
issue? | will be grateful for every answer?

frank3nstien - May 5, 2020, 1:58 am

(May 5, 2020 01:01 AM)2xTheTapl115 Wrote: [CITE] | warmly welcome?

As in the subject, I'm starting to learn the basics of web application pentests. And here is my
guestion, do you have any books / materials that you should read at the beginning of learning this
issue? | will be grateful for every answer?

Below is the link, This is my favorite guide on web application penetration testing which i always
refer, hope this will help you too.

Web App Guide ?

2xTheTap115 - May 5, 2020, 2:05 am
(May 5, 2020 01:58 AM)frank3nstien Wrote: [CITE] Below is the link, This is my favorite guide on web
application penetration testing which i always refer, hope this will help you too.

Web App Guide ?
Very roomy, there will be something to read? | was thinking about something like this, thank you
very much?

tuxl - May 5, 2020, 2:30 am

There is a book called "the web application hacker's handbook” which is very good.

I would really recommend that you start learning some basic html, javascript, sql and php because
this will give you a much deeper understanding of how the web applications actually work.

2xTheTap115 - May 5, 2020, 4:48 am

(May 5, 2020 02:30 AM)tux1 Wrote: [CITE] There is a book called "the web application hacker's
handbook™ which is very good.

| would really recommend that you start learning some basic html, javascript, sql and php because
this will give you a much deeper understanding of how the web applications actually work.

Thanks for the tips. And the book is very interesting and everything is well described there???

Ampere - May 10, 2020, 4:44 am
Also take a look at some practical Certifications! The EWAPT is good and there are some good
available PDF Dumps out there.

Head over to bugcrowd or hackerone as well and take a look at Bug Bounties!

2xTheTapll5 - May 10, 2020, 4:49 am
(May 10, 2020 04:44 AM)Ampere Wrote: [CITE] Also take a look at some practical Certifications! The
EWAPT is good and there are some good available PDF Dumps out there.


https://hackforums.net
https://hackforums.net/showthread.php?tid=6074818
https://hackforums.net/showthread.php?pid=59739852#pid59739852
https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Testing_Guide_v4.pdf
https://hackforums.net/showthread.php?pid=59740035#pid59740035
https://owasp.org/www-project-web-security-testing-guide/assets/archive/OWASP_Testing_Guide_v4.pdf
https://hackforums.net/showthread.php?pid=59740146#pid59740146
https://hackforums.net/showthread.php?pid=59766164#pid59766164

Head over to bugcrowd or hackerone as well and take a look at Bug Bounties!

I'd love to take a look at this? And as for the certification, | will tell you that | do not intend to do it
because my professional path is completely different and | treat all hacking related things as a
passion. | like to develop in this field and | learn it for myself. Despite everything, thank you for
valuable tips??

Ampere - May 10, 2020, 4:54 am

(May 10, 2020 04:49 AM)2xTheTapl115 Wrote: [CITE] I'd love to take a look at this? And as for the
certification, | will tell you that | do not intend to do it because my professional path is completely
different and | treat all hacking related things as a passion. | like to develop in this field and | learn it
for myself. Despite everything, thank you for valuable tips??

Yea that is understandable! Still definetly take a look at the PDFs though. They are explained very
well and will help you build your knowledge!

2xTheTap115 - May 10, 2020, 5:25 am

(May 10, 2020 04:54 AM)Ampere Wrote: [CITE] Yea that is understandable! Still definetly take a look
at the PDFs though. They are explained very well and will help you build your knowledge!

Cool, he'll look at them for sure??

pizza500 - May 11, 2020, 4:42 am
in my opinion to you can be a good pentester first you need learn coding, like php, mysq|l,

2xTheTapl15 - May 11, 2020, 4:46 am

(May 11, 2020 04:42 AM)pizza500 Wrote: [CITE] in my opinion to you can be a good pentester first
you need learn coding, like php, mysq|l,

You are partly right, but I must admit that there are exceptions to every rule. | know a little hacking
myself and although I learned to program in Python and Ruby, this is not my strong point?


https://hackforums.net/showthread.php?pid=59766175#pid59766175
https://hackforums.net/showthread.php?pid=59766191#pid59766191
https://hackforums.net/showthread.php?pid=59770884#pid59770884

