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 Thread: Anyone know of any good Rubber Ducky USB payloads to steal passwords?
 

 nikooo11 - May 29, 2020, 9:44 pm 
So I am looking to be able to steal passwords with payloads on rubber ducky, I'm completely new to
this and was wondering if anyone was good with writing or understanding payloads and had any
advice on how to do this.  
 Thanks

4Txe4y33C9zvNhMj - May 30, 2020, 7:31 am 
Depends on the target OS, why don't you check the appropriate GitHub?
 
 Chrome
 Grab & Mail
 OS X all users (needs su permissions)
 OS X SSH keys
 Minecraft password (upload to FTP)
 Linux & OS X sudo password grabber

MahonStoN_ - June 6, 2020, 4:08 am 
whats your target os? (i guess its kali)

nikooo11 - June 6, 2020, 9:51 pm 
 (May 30, 2020 07:31 AM)4Txe4y33C9zvNhMj Wrote: [CITE] Depends on the target OS, why don't
you check the appropriate GitHub?
 
 Chrome
 Grab & Mail
 OS X all users (needs su permissions)
 OS X SSH keys
 Minecraft password (upload to FTP)
 Linux & OS X sudo password grabber
 I was looking to get it off chrome on a Windows pc.
 
  (Jun 6, 2020 04:08 AM)MahonStoN_ Wrote: [CITE] whats your target os? (i guess its kali)
 I was looking to get it off chrome on a Windows pc.

4Txe4y33C9zvNhMj - June 6, 2020, 10:53 pm 
 (Jun 6, 2020 09:51 PM)nikooo11 Wrote: [CITE] I was looking to get it off chrome on a Windows pc.
 
 
 I was looking to get it off chrome on a Windows pc.
 I literally linked you something for that, no?

nikooo11 - June 8, 2020, 3:28 pm 
 (Jun 6, 2020 10:53 PM)4Txe4y33C9zvNhMj Wrote: [CITE] I literally linked you something for that,
no?
 Thank you for sending me the link to the Guthub.  The payload didn't work, I tried editing it to see if
anything would but ultimately it didn't.  Going to the chrome password link
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(chrome://settings/passwords) doesn't work because all of the passwords are typically protected
under a pin.  I'm not entirely sure, but I think the best way is to download software from online and
dump passwords via email using Browser Password Dump(BPD).
 
  (Jun 8, 2020 03:28 PM)nikooo11 Wrote: [CITE] Thank you for sending me the link to the Guthub.
 The payload didn't work, I tried editing it to see if anything would but ultimately it didn't.  Going to
the chrome password link (chrome://settings/passwords) doesn't work because all of the passwords
are typically protected under a pin.  I'm not entirely sure, but I think the best way is to download
software from online and dump passwords via email using Browser Password Dump(BPD).
 
https://github.com/hak5darren/USB-Rubber-Ducky/wiki/Export-Browser-Passwords-and-email-results
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