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13uNkNoWn - July 15, 2020, 10:28 am

| take no credit, just found the resources online and wanted to share for people who don't know
about these.

Hope these help!

https://awesomeopensource.com/projects/rat

Spoiler (Click to View)

Pupy 75,663

Pupy is an opensource, cross-platform (Windows, Linux, OSX, Android) remote administration and
post-exploitation tool mainly written in python

Thefatrat 74,364

Thefatrat a massive exploiting tool: Easy tool to generate backdoor and easy tool to post
exploitation attack like browser attack and etc. This tool compiles a malware with popular payload
and then the compiled malware can be execute on windows, android, mac. The malware that
created with this tool also have an ability to bypass most AV software protection.

Quasar 73,403
Remote Administration Tool for Windows

Stitch 71,586
Python Remote Administration Tool (RAT)

Evilosx 71,485
An evil RAT (Remote Administration Tool) for macOS / OS X.

Rat ?1,129
Compose shell commands to build interactive terminal applications

Ghost 7600

Ghost Framework is an Android post-exploitation framework that exploits the Android Debug Bridge
to remotely access an Android device. Ghost Framework gives you the power and convenience of
remote Android device administration.

Lime Rat ?573
LimeRAT | Simple, yet powerful remote administration tool for Windows (RAT)

Powershell Rat ?550

Python based backdoor that uses Gmail to exfiltrate data through attachment. This RAT will help
during red team engagements to backdoor any Windows machines. It tracks the user activity using
screen capture and sends it to an attacker as an e-mail attachment.

Asyncrat C Sharp ?534
Open-Source Remote Administration Tool For Windows C# (RAT)
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Lilith ?424
Lilith, The Open Source C++ Remote Administration Tool (RAT)

Kage 7403
Kage is Graphical User Interface for Metasploit Meterpreter and Session Handler

Rat Via Telegram 7382
Windows Remote Administration Tool via Telegram

Python Rootkit ?313
Python Remote Administration Tool (RAT) to gain meterpreter session

Blacknet 7271
Free advanced and modern Windows botnet with a nice and secure PHP panel.

Ghost 7237
? RAT (Remote Access Trojan) - Silent Botnet - Full Remote Command-Line Access - Download &
Execute Programs - Spread Virus' & Malware

Caesar 7218
An HTTP based RAT (Remote Administration Tool) that allows you to remotely control devices from
your browser

Androrat 7211
AndroRAT | Remote Administrator Tool for Android OS Hacking

Torat ?193
ToRat is a Remote Administation tool written in Go using Tor as a transport mechanism and RPC
for communication

Poet 7181
Post-exploitation tool

Vanillarat ?160
VanillaRat is an advanced remote administration tool completely coded in C# for Windows.

Proton 7142

Proton Framework is a Windows post-exploitation framework similar to other Windows
post-exploitation frameworks. The major difference is that the Proton Framework does most of its
operations using Windows Script Host, with compatibility in the core to support a default installation
of Windows 2000 with no service packs all the way through Windows 10.

NOObrat ?135
Remote Administration Toolkit (or Trojan) for POSiX (Linux/Unix) system working as a Web Service

Pandasniper ?133

Paradoxia ?122
Advanced Attack toolkit, Native C++ RAT, Instagram Brute Force and Password Spraying over Tor,
Mass Emailer, Malicious file Sentinel and more.

Green Hat Suite ?109



Green-hat-suite is a tool to generate meterpreter/shell which could evade antivirus.

Outis ?106
outis is a custom Remote Administration Tool (RAT) or something like that. It was build to support
various transport methods (like DNS) and platforms (like Powershell).

Technowhorse 793
TechNowHorse is a RAT (Remote Administrator Trojan) Generator for Windows/Linux systems
written in Python 3.

Client 789
Windows, OS X and linux RAT client

Mass Rat 7?88
Basic Multiplatform Remote Administration Tool - Xamarin

Xeexe Topantivirusevasion ?83

Undetectable & Xor encrypting with custom KEY (FUD Metasploit Rat) bypass Top Antivirus like
BitDefender,Malwarebytes,Avast, ESET-NOD32,AVG,... & Automatically Add ICON and MANIFEST
to excitable

Spacecow 781
Windows Rootkit written in Python

Blackworm ?80
Black Worm Offical Repo

Teleshadow3 ?76
Telegram Desktop Session Stealer

Thoron ?69

Thoron Framework is a Linux post-exploitation framework that exploits Linux TCP vulnerability to
provide a shell-like connection. Thoron Framework has the ability to create simple payloads to
provide Linux TCP attack.

C Sharp R.a.t Client ?66
This is a c# client for the c# R.A.T server

Blackrat 7?66
BlackRAT - Java Based Remote Administrator Tool

Rat Hodin V2.9 ?66
Remote Administration Tool for Linux

Serpentine ?65
Windows RAT (Remote Administration Tool) with a multiplatform RESTful C2 server

Slickermaster Rev4 ?62
NSA Hacking Tool Recreation UnitedRake

Tinkerershell ?57
A simple python reverse shell written just for fun.



Droidjack ?33

Este troyano para Android es uno de los mas completos. Con él vamos a poder tener acceso a
remoto a todo el dispositivo infectado, desde la agenda, las llamadas y los SMS hasta el micr6fono
y las camaras del smartphone. Todo.

Njrat 0.7d Stub Csharp ?22
NjRAT C# Stub - Fixed For PowerShell

Orwell Rat And Botnet ?20
Orwell is a RAT and Botnet designed as a trio of programs by Landon Powell.

Skyrat 716
SkyRAT - Powershell Remote Administration Tool

https://github.com/alphaSeclab/awesome-rat/blob/master/Readme_en.md
Spoiler (Click to View)Directory
Popular Tools

pupy -> (1)Tools (6)Post
Covenant -> (3)Tools (18)Post
Slackor -> (1)Tools (3)Post
QuasarRAT -> (1)Tools (9)Post
EvilOSX -> (1)Tools (9)Post
Merlin -> (1)Tools (3)Post
Commercial Tools

Team Viewer -> (7)Tools (34)Post
RAT Malware

GhOst -> (5)Tools (23)Post
NanoCore -> (1)Tools (32)Post
NjRat -> (4)Tools (20)Post
Revenge RAT -> (1)Tools (9)Post
PlugX -> (1)Tools (40)Post

(25) RemcosRAT

(3) LOrdixRAT

(1) LodaRAT

(9) GUlfRAT

(14) NetWireRAT

(1) JhoneRAT

(2) Dacls

(1) BlackRemote

(17) Orcus

(1) NukeSped

(21) DarkComet

(1) WarZone RAT

(16) BlackShades

(1) DenesRAT

(4) WSH RAT

(2) Qrypter RAT

(20) Adwind

(1) CannibalRAT

(3) jRAT

(5) jsSRAT

(4) CrossRat
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(1) ArmaRat

(6) ROKRAT

(1) CatKARAT

(5) TheFatRat

(2) OmniRAT

(6) LuminosityLink

(477) Other

Pubic Service For C&C
Telegram -> (3)Tools (2)Post
Twitter -> (2)Tools (6)Post
GMail -> (3)Tools (8)Post
Github -> (1)Tools (5)Post
DropBox -> (1)Tools (3)Post
Blockchain -> (2)Tools (1)Post
Other -> (15)Tools (5)Post
Communication Protocol

DNS

(9) Tools

(18) Post

Domain Generation Algorithm(DGA) -> (14)Tools (42)Post
ICMP -> (5)Post

WebSocket -> (2)Tools (5)Post
C&C

Cobalt Strike -> (14)Tools (8)Post
Tools

(64) Recent Add

Post

(258) Recent Add

RAT

Tools

(9) Android

(5) Linux

(17) Windows

(4) Apple

(90) Recent Add

Semmenial - July 15, 2020, 5:13 pm
If you have some programming experience, this is definitely a solid method in order to expand your
knowledge as well as ensure your tool is specific to your needs.

Also would be good if you're not trying to worry about raid operations against a RAT seller.

AlGriv - July 16, 2020, 8:50 am
thank you, seems like i have some studying of code to do haha, open source is a great way to learn
from others if know what i mean

13uNkNoWn - July 16, 2020, 9:05 am

| agree 100%!

Programming (especially related to hacking) is such a vast area...

I've been slowly picking up pieces of various languages, no actual software creation yet, mainly due
to not having enough focus/clear goals.

Eventually I'll be reading sources like these for ideas when | start to focus and create software.



Thanks to all the programmers out there that release open source code for others to learn from!!

Kindness - July 16, 2020, 9:51 am
Very informative thread! thank you

tux1 - July 16, 2020, 10:11 am
Thanks for sharing this, great for study purposes!

VisualSoft - July 16, 2020, 10:25 pm
nice share, | never know there were this many open source rats.



