
Forum:Hack Forums 

 Thread: Malicious E-mail Analyzer Tool
 

 frank3nstien - July 20, 2020, 8:20 pm 
Hi All,
 
 Have you received an some Interesting email? But you are afraid of opening an email from
unknown sender? And you are not sure if email legit or not?
 
 I have OFFLINE tool access [made by MYSELF] to Investigate Suspicious Email, If you want to
analyze any E-mail and you think it is suspicious I will analyze for just 10$ and I just need your
Email-headers which means RAW email and your information will be kept private.
 
 I will also help you to analyze any kind of attachment or URL links are present in the E-mail to
ensure it's safe or not.
 
 I am not talking about here SAFE as most of experts knew that emails contains Attachments and
URL links mostly are malicious or phishing attempts.
 Most of the cases you cannot give 100% guaranty of URL links or Attachments are secure,
Nowadays phishing email designs are deceiving. It becomes a skill to be able to distinguish what is
fake and what is legitimate.
 
 To find it legitimate Email there is only way which is analysis of your RAW email
 According to RFC 2822 from IETF, all email messages must pass through certain characteristics to
be processed by the receiving mailbox. Contained in these headers is a huge amount of information
that can tell us more about the message and its authenticity. Headers can help us determine the
sender’s IP, ISP, server, the tools they used to send the email, and the route the message took to
arrive at its destination. Furthermore, they can even tell us the malware group that sent the
message. When analyzing email headers there a few fields which are the most important to analyze.
 
 I can help you to provide you below information which is good enough to identify E-mail behavior.
Basic Information such as original sender
 
 SPF/IP Address
 
 Email gateway Information
 
 Authentication Results
 
 Message-ID information
 
 Trace Field information
 
 Return-Path detection
 
 Anomalies detection 
 
 SPAM Email detection
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 SPOOF Email detection
 
 Phishing Email detection
 
 Suggestions
 
 
 
 *Note that its depends how much your email header contains and holds the data.
 
 Below are some of outputs from the offline tool :
 Spoiler (Click to View)SPAM / SPOOF Email
 
 
 
 
 Spoiler (Click to View)Phishing Email
 
 
 
 
 [contract=tid]Start Contract[/contract]

TOM - July 20, 2020, 10:12 pm 
Something Unique and a Interesting service , Good Luck with this  op :)

frank3nstien - July 21, 2020, 9:16 pm 
 (Jul 20, 2020 10:12 PM)Tom C Wrote: [CITE] Something Unique and a Interesting service , Good
Luck with this  op :)
 Thank you Tom C for nice words and your support ?
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