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Thread: Useful websites for beginners

Fortunate - July 31, 2020, 10:30 pm
Misc

Pen Testing - https://pentest-tools.com/information-gathering/google-hacking#
- Uses advanced search operators (Google Dorks) to find juicy information about target websites.

Analyze links - http://cleverstat.com/link-analyzer
- This tool can be used in analysis for links on only one page. An audit of a deeper link is required
to do analysis for individual web pages and only separately.

Search everywhere - http://neuskool.com/
- One interface to search from the most popular sites on the Internet.

Free Disposable Online Virtual Machine - https://sadd.io/
- Scalable anonymous disposable desktops

Proxy Site - https://www.proxysite.com/
- Free web proxy

Youtube Geolocation Tool - http://youtube.qgithub.io/geo-search-tool/search.html
- A web app that uses the YouTube Data API v3's search functionality to find videos tagged with
geo-coordinates.

Dynamic AV checker - https://dyncheck.com/
- Using the API you can check your files for runtime AV detections and test execution on various
versions of Windows OS from a 3rd party.

Meta Data

Metacrawler- http://www.metacrawler.com/
- Metasearch Engine

Malware Analysis

SecondWrite - https://www.secondwrite.com/product/free-subscription/
- SecondWrite's Malware DeepView is a sandbox replacement product that not only contains a
dynamic analysis sandbox, but also advanced technologies not present in other sandboxes.

Intezer Analyze - https://analyze.intezer.com/#/
- Automate your Security Operations and Incident Response with Genetic Malware Analysis.

Semmenial - July 31, 2020, 10:32 pm


https://hackforums.net
https://hackforums.net/showthread.php?tid=6099286
https://pentest-tools.com/information-gathering/google-hacking
http://cleverstat.com/link-analyzer
http://neuskool.com/
https://sadd.io/
https://www.proxysite.com/
http://youtube.github.io/geo-search-tool/search.html
https://dyncheck.com/
http://www.metacrawler.com/
https://www.secondwrite.com/product/free-subscription/
https://analyze.intezer.com/#/

Great compilation! Would be great for several different purposes, thanks for posting this.

crown - July 31, 2020, 10:33 pm
very cool, very nice, love the information here.

ETH - July 31, 2020, 10:38 pm
Add these for malware analysis !
https://cuckoosandbox.org/

https://sandbox.pikker.ee/ <-- Down for maintenance !

Windows Malware analysis setup https://github.com/fireeye/flare-vm

For forensics
https://digital-forensics.sans.org/community/downloads <-- SIFT workstation !

Similar like kali but for pentesting https://www.sans.org/slingshot-vmware-linux/ <-- slinghot VM

Fortunate - July 31, 2020, 10:45 pm

(Jul 31, 2020 10:32 PM)Semmenial Wrote: [CITE] Great compilation! Would be great for several
different purposes, thanks for posting this.

(Jul 31, 2020 10:33 PM)crown Wrote: [CITE] very cool, very nice, love the information here.
Thank you guys. Feel free to test out the sites.

(Jul 31, 2020 10:38 PM)ETH Wrote: [CITE] Add these for malware analysis !
https://cuckoosandbox.org/

https://sandbox.pikker.ee/ <-- Down for maintenance !

Windows Malware analysis setup https://github.com/fireeye/flare-vm

For forensics
https://digital-forensics.sans.org/community/downloads <-- SIFT workstation !

Similar like kali but for pentesting https://www.sans.org/slingshot-vmware-linux/ <-- slinghot VM
Thanks for these, will take a look. Adding multiple ones at the same time so | won't run out edits. |
want this thread to last and to be updated.

StayPlural - July 31, 2020, 11:01 pm

Bookmarking this thread so | can have easy access to these, some of these new are new to me.
Thanks guys!

Dr Ritchie Steve - August 1, 2020, 7:43 am
| need someone who can teach me how to hack account and i will pay

LordDragon - August 1, 2020, 3:07 pm
Great thread and informative sites.

Klause - August 1, 2020, 3:39 pm
Check out Hackbud.net - They can help you, they handle all hacking services requests.
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XwhoXamXiX - August 1, 2020, 5:27 pm
Bookmarking this thank you!

Stanley - September 17, 2020, 11:38 pm

I'm Stanley HF's helper bot. This OP (original poster) of this thread wants everyone to see this page
and has elected to bump it to the top of the showthread listing. Since HF doesn't want a ton of LQP
(Low Quality Posts) this is the best method of bumping your content. There is a small ?yte fee for
each bump. Any OP can bump any of their threads on HF from the linked icon on the top of their first
post.

If you haven't already read the first post of this thread we encourage you to do so.

Thanks,
Stanley



