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Thread: Just a security reminder...

Mr. Robot - August 1, 2020, 4:10 am
Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/

Check to see if your IP has leaked while torrenting.
https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/

Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK
http://www.tysto.com/uk-us-spelling-list.html

crown - August 1, 2020, 4:10 am

Thanks Mr. Robot for making sure everyone follows tight security practices making sure we all have
a safe and secure digital footprint.

Free Kurdistan - August 1, 2020, 4:14 am
Thanks for the heads up man, this is important to check once a while.

Grim - August 1, 2020, 4:16 am
All good stuff to do on the regular! Nice

?aked - August 1, 2020, 4:16 am
Thanks for this, it's important to take security serious you never know.

Dopamine - August 1, 2020, 4:17 am
Thanks for the tips bro I'll take a look on it

Euro - August 1, 2020, 4:54 am
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So yea, apparently IKnowWhatYouDownload is pretty useless.
Downloaded countless torrents from home IP (so many that | should have surely had it leaked),
apparently according to that site, nothing lol?

Injun Joe - August 1, 2020, 5:09 am
| don't even know I could check all these things to maintain my security. Thank you for sharing.

Bastille - August 1, 2020, 5:11 am
Didn't know some of these, thanks for sharing this buddy

Spearmint - August 1, 2020, 5:12 am
Didn't know about half of these. Thanks for sharing.

eXceptional - August 1, 2020, 5:14 am
Very useful information. One of my gmail is getting an email saying someone tried to access but |
had 2 factor turned on. Also, | changed the password.

Manks - August 1, 2020, 5:21 am
Thanks for this Mr.Robot
good to know none of my work accounts after 2 years are still uncompromised :D

Mr. Robot - August 1, 2020, 5:55 am

(Aug 1, 2020 04:54 AM)Euro Wrote: [CITE] So yea, apparently IKnowWhatYouDownload is pretty
useless.

Downloaded countless torrents from home IP (so many that | should have surely had it leaked),
apparently according to that site, nothing lol?

Not at all, it depends on if your IP has changed and if the torrent contained trackers.

Yin Yang - August 1, 2020, 5:57 am
Thanks for always looking out and providing help

siddy357 - August 1, 2020, 6:17 am
(Aug 1, 2020 04:10 AM)Mr. Robot Wrote: [CITE] Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/

Check to see if your IP has leaked while torrenting.
https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/
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Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK

http://www.tysto.com/uk-us-spelling-list.html

thanks for the update but how to be safe if your data is being pwned?

Mr. Robot - August 1, 2020, 6:19 am

(Aug 1, 2020 06:17 AM)siddy357 Wrote: [CITE] thanks for the update but how to be safe if your data
is being pwned?

Change all your passwords and enable 2fa where available. Make sure to not use the same
password in more than 1 place and don't use permutations of a password.

Also ensure they are lengthy and strong containing Upper, Lower, Symbols and Numbers.

siddy357 - August 1, 2020, 6:22 am

Change all your passwords and enable 2fa where available. Make sure to not use the same
password in more than 1 place and don't use permutations of a password.

Also ensure they are lengthy and strong containing Upper, Lower, Symbols and Numbers.
[/quote]

thanks for the info man.

Lyralei - August 1, 2020, 6:36 am
Darn the people on the VPN I'm using are downloading some really freaky stuff. Looks like most of
my main passwords are safe, mostly just old passwords were leaked.

Mr. Robot - August 1, 2020, 8:19 am
If anyone has suggestions to add feel free

PAXFun - August 1, 2020, 8:46 am
(Aug 1, 2020 04:10 AM)Mr. Robot Wrote: [CITE] Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/

Check to see if your IP has leaked while torrenting.
https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/

Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
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http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK

http://www.tysto.com/uk-us-spelling-list.html

Thanks bro, stay safe.

~~((HACKER))~~ - August 1, 2020, 8:47 am
(Aug 1, 2020 04:10 AM)Mr. Robot Wrote: [CITE] Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/

Check to see if your IP has leaked while torrenting.
https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/

Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK

http://www.tysto.com/uk-us-spelling-list.html

Thanks for the share, Mr. Robot.

Always keep this in mind that "Security is just an lllusion.” ?

Have a great day ahead!

MightyOne - August 1, 2020, 9:01 am
What is the purpose of filldisk ? would love to understand more!

Also thanks again mr robot, for being awesome as you always are.

Rozzy - August 1, 2020, 9:36 am
Great reminder, thanks for taking your time to bring awareness.

Yanix - August 1, 2020, 10:03 am
(Aug 1, 2020 04:10 AM)Mr. Robot Wrote: [CITE] Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/
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Check to see if your IP has leaked while torrenting.
https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/

Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK

http://www.tysto.com/uk-us-spelling-list.html

Thanks for keeping us aware. | will be checking everything later using those sites you have
provided.

MarvinMalware - August 1, 2020, 10:06 am
This is a really nice idea for a thread OP, with some solid information! Thanks for sharing! :)

Euro - August 1, 2020, 3:29 pm

(Aug 1, 2020 05:55 AM)Mr. Robot Wrote: [CITE] Not at all, it depends on if your IP has changed and
if the torrent contained trackers.

Considering it was almost bordering on a hundred thousand downloads and the fact that my IP
hasn't changed in 5 years, I'm going to go out on a limb and say it's useless

SIM-1232764 - August 1, 2020, 3:36 pm
Quiality post here Mr. Robot. Suprised what | found out about on a few of those sites...

Prepper - August 1, 2020, 3:39 pm
Some nice tips and a good reminder to some. | think for the most part | am fine.

Blockonome - August 1, 2020, 3:41 pm
Thank you for this! Only good to stay safe and secure out there!

ronaldmcdon - August 1, 2020, 4:24 pm
some good security tips thanks bro

The Pact - August 1, 2020, 4:55 pm
(Aug 1, 2020 04:10 AM)Mr. Robot Wrote: [CITE] Just a security reminder -

Check your emails for breaches (that might contain your password)
https://haveibeenpwned.com/

Check to see if your IP has leaked while torrenting.
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https://iknowwhatyoudownload.com/

Test to see if your email provider is secure. Your IP could leak simply by opening an email to read
it.
https://www.emailprivacytester.com/

Check your own password breaches (like haveibeenpwned but you can see the results by verifying
email ownership)
https://spycloud.com/

Check if your harddrive can be filled via a website (be careful on this one)
Code http://filldisk.com

Detect your graphics card through your browser
https://timvanscherpenzeel.github.io/detect-gpu/

Make sure any images you share online don't contain Exif data. Could contain GPS if left in.
http://exif.regex.info/exif.cqi

When trying to not give up your rough location - check common spelling differences between US
and UK

http://www.tysto.com/uk-us-spelling-list.ntml

If I use that email privacy reminder will they send me spam though?

Lor?d - August 1, 2020, 5:51 pm
That filldisk one was instantly blocked for me by my ISP. Said it was malicious.
Guess Comcast can do at least one thing right.

The Dude - August 1, 2020, 6:25 pm
Thank you for sharing these. | really appreciate you for sharing this. This is so handful for me.

A + - August 1, 2020, 6:45 pm
(Aug 1, 2020 09:01 AM)MightyOne Wrote: [CITE] What is the purpose of filldisk ? would love to
understand more!

Also thanks again mr robot, for being awesome as you always are.
Lol
https://feross.org/fill-disk/

Silent hill - August 2, 2020, 12:09 am
thank you mr robot, I've checked them all.

BiggL - August 2, 2020, 1:10 am
Thanks brother this is going to help me a lot!! Much appreciated

bluud - August 2, 2020, 1:30 am
Thank you for these shares! Some were quite interesting to look at.

Mr. Robot - August 4, 2020, 6:54 am
If anyone has others to add, suggest them now.

jecoylecoy - August 4, 2020, 11:05 am
Thank you sir, this is truely useful.
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Marketplace - August 4, 2020, 12:28 pm
Nice man I'll be sure to check them out :)

YoungPriest - August 4, 2020, 12:33 pm
Never knew all that existed, thanks for the heads up!



