
Forum:Hack Forums 

 Thread: Unofficial HF hash cracking group!
 

 Mr. Robot - August 21, 2020, 6:37 am 
This is pretty basic.
 
 We will be looking at https://hashes.com/ for high priced hashes using time-consuming encryption. 
 
 I will split my dictionary into multiple pieces depending on how many people are in the
group/participating. Right now, to run this dictionary it would take 6-7 days (1080ti) on a list of
"Django (PBKDF2-SHA256)" 
 If we have 7 people, that goes down to 1 day.
 If we have 14 people, that goes down to 12 hours.
 If we have 28 people, that goes down to 6 hours. 
 
 An example of what we will be doing.
 There is one currently we will use for demonstration:
 https://hashes.com/en/escrow/item/?id=4623
 
 18 Hashes available to crack. They will pay $120.714 USD each for the first 10.
 
 
 I will supply the dictionary and rules required for other hashes that require them. 
 
 The person who has the computer that finds the hash will be rewarded with 50% of the bounty. The
rest (50%) will be split among the rest as long as they can provide a screenshot of their hashcat
terminal when their list is done or the hash is found. (Which will show how many attempts and hours
they put in)
 
 If you would like to participate - post below. If you have any questions, ask them below as well.
 
 
 Minimum requirements:
 1080ti GPU
 Up to 30gb free storage space - depending on how many people are in the group.
 Basic computer understanding. I can advise/teach the rest of what needs to be done.
 
 
 Current members:
 https://hackforums.net/member.php?action=profile&uid=3493494
 https://hackforums.net/member.php?action=profile&uid=2149655
 https://hackforums.net/member.php?action=profile&uid=2431566

Mr. Robot - August 21, 2020, 6:56 am 
 (Aug 21, 2020 06:43 AM)Mk-2866 Wrote: [CITE] I have a 1080ti and seem to fit the other criteria too
so I guess I would be interested in joining if possible. Sounds like a fun challange
 Once we have a set number of people I can split the list into the right amount of pieces and we can
get started.

https://hackforums.net
https://hackforums.net/showthread.php?tid=6104218
https://hashes.com/
https://hashes.com/en/escrow/item/?id=4623
https://hackforums.net/member.php?action=profile&amp;uid=3493494
https://hackforums.net/member.php?action=profile&amp;uid=2149655
https://hackforums.net/member.php?action=profile&amp;uid=2431566
https://hackforums.net/showthread.php?pid=60125759#pid60125759


Zero - August 21, 2020, 7:42 am 
I have no experience with HASH cracking but I will read some online to understand better. Let me
know if that's a problem or not.
 I have RTX2070, will that do?

Mr. Robot - August 21, 2020, 8:04 am 
 (Aug 21, 2020 07:42 AM)Zero Wrote: [CITE] I have no experience with HASH cracking but I will read
some online to understand better. Let me know if that's a problem or not.
 I have RTX2070, will that do?
 Yup 2070 is fine, it's comparable more or less to a 1080 when it comes to speed. 
 
 Basic idea of what you will be doing.
 
 Opening a command prompt on your computer.
 Running the hashcat.exe tool via command line like the following:
 
 hashcat.exe -m 400 -a 0 -w 3 hashes.txt dictionary.txt
 
 Calling the program from CMD
 
 This tells it what type of hash we are running (List of hashtypes and numbers here: 
https://hashcat.net/wiki/doku.php?id=example_hashes )
 
 This tells it what attack type we will be running - in this case it's "0" which is "Straight" or just
dictionary/wordlist.
 
 "-w 3" tells it the work profile, we can drop that number down to use less resources which will take
more time.
 
 This is the file containing what we are trying to 'decode'
 
 This is our dictionary/wordlist containing all the words/combinations to try. 

Zeus - August 21, 2020, 8:05 am 
Can we have a unofficial king group too bro?
 HF Kings, it's coming soon. Official or not.

Mr. Robot - August 21, 2020, 8:06 am 
 (Aug 21, 2020 08:05 AM)Zeus Wrote: [CITE] Can we have a unofficial king group too bro?
 HF Kings, it's coming soon. Official or not.
 You can have whatever unofficial group you want - I would make it official if we had the funds.
 
 But honestly, if we had the funds to buy a group and then make it for this - with enough people we
could easily make a profit for all members.

Zeus - August 21, 2020, 8:07 am 
 (Aug 21, 2020 08:06 AM)Mr. Robot Wrote: [CITE] You can have whatever unofficial group you want -
I would make it official if we had the funds.
 
 But honestly, if we had the funds to buy a group and then make it for this - with enough people we
could easily make a profit for all members.
 For sure, we will see when i have some time free, would be a good idea!

https://hackforums.net/showthread.php?pid=60125914#pid60125914
https://hashcat.net/wiki/doku.php?id=example_hashes
https://hackforums.net/showthread.php?pid=60125969#pid60125969
https://hackforums.net/showthread.php?pid=60125972#pid60125972


Mr. Robot - August 21, 2020, 8:58 am 
 (Aug 21, 2020 08:07 AM)Zeus Wrote: [CITE] For sure, we will see when i have some time free, would
be a good idea!
 Well let me know :) Need all hands on deck.

B?????araka - August 21, 2020, 9:13 am 
I got a 2070 Super, Would like to help out on this but might need some little guiding.

Mr. Robot - August 21, 2020, 9:29 am 
 (Aug 21, 2020 09:13 AM)B?????araka Wrote: [CITE] I got a 2070 Super, Would like to help out on
this but might need some little guiding.
 Yup that's fine, I will be able to show you what to do.

B?????araka - August 21, 2020, 9:55 am 
 (Aug 21, 2020 09:29 AM)Mr. Robot Wrote: [CITE] Yup that's fine, I will be able to show you what to
do.
 Just call my name and ill be there.

Zero - August 21, 2020, 10:15 am 
 (Aug 21, 2020 08:04 AM)Mr. Robot Wrote: [CITE] Yup 2070 is fine, it's comparable more or less to a
1080 when it comes to speed. 
 
 Basic idea of what you will be doing.
 
 Opening a command prompt on your computer.
 Running the hashcat.exe tool via command line like the following:
 
 hashcat.exe -m 400 -a 0 -w 3 hashes.txt dictionary.txt
 
 Calling the program from CMD
 
 This tells it what type of hash we are running (List of hashtypes and numbers here: 
https://hashcat.net/wiki/doku.php?id=example_hashes )
 
 This tells it what attack type we will be running - in this case it's "0" which is "Straight" or just
dictionary/wordlist.
 
 "-w 3" tells it the work profile, we can drop that number down to use less resources which will take
more time.
 
 This is the file containing what we are trying to 'decode'
 
 This is our dictionary/wordlist containing all the words/combinations to try. 
 Thank you for the explanation. I'm down to take a part in this. Count me in.
 Let me know when you start.

Mr. Robot - August 21, 2020, 10:45 am 
 (Aug 21, 2020 10:15 AM)Zero Wrote: [CITE] Thank you for the explanation. I'm down to take a part in
this. Count me in.
 Let me know when you start.
 No problem, maybe at like 10 people we can start.

BiggL - August 22, 2020, 6:23 am 

https://hackforums.net/showthread.php?pid=60125974#pid60125974
https://hackforums.net/showthread.php?pid=60126109#pid60126109
https://hackforums.net/showthread.php?pid=60126133#pid60126133
https://hackforums.net/showthread.php?pid=60125966#pid60125966
https://hashcat.net/wiki/doku.php?id=example_hashes
https://hackforums.net/showthread.php?pid=60126243#pid60126243


Definitely interested, here when you need me bro!

Xen - August 22, 2020, 7:09 am 
I have a 1080 and upgrading to a 3080 when they release.
 
 With some guidance I'd be 100% down :D

Mr. Robot - August 22, 2020, 11:08 am 
 (Aug 22, 2020 07:09 AM)Xen Wrote: [CITE] I have a 1080 and upgrading to a 3080 when they
release.
 
 With some guidance I'd be 100% down :D
 Awesome! Once we get a few more people we can start.

JaGLY - August 22, 2020, 11:17 am 
Hi Mate!
 
 Count me in, currently have a 1080 not sure if that will do!
 
 Thanks for this OP

randomvodkalover - August 25, 2020, 2:57 am 
I have Nvidia Geforce 1050 and radeon vega mobile in one laptop can i please join

The Amazing Sinner - August 25, 2020, 3:00 am 
Great idea, if I still had my rig I'd help but sadly a laptop is all I got currently. 
 
 Goodluck with this, may the best GPU win.

10000days - August 25, 2020, 5:36 am 
There really isn't a point in doing this IMO.
 
 As someone who regularly uses hashes.com and hashkiller, there are multiple people who have it
botted already. The second a new hash gets posted, there are dozens of people who start cracking
it instantly and then auto submit the finds as soon as they are cracked. The process is all fully
automated.
 
 Just my 2c.

Mr. Robot - August 25, 2020, 10:06 am 
 (Aug 25, 2020 05:36 AM)10000days Wrote: [CITE] There really isn't a point in doing this IMO.
 
 As someone who regularly uses hashes.com and hashkiller, there are multiple people who have it
botted already. The second a new hash gets posted, there are dozens of people who start cracking
it instantly and then auto submit the finds as soon as they are cracked. The process is all fully
automated.
 
 Just my 2c.
 Funny you say that, because that's usually me.

Zero - August 28, 2020, 8:28 am 
 (Aug 25, 2020 10:06 AM)Mr. Robot Wrote: [CITE] Funny you say that, because that's usually me.
 How many are in already?

https://hackforums.net/showthread.php?pid=60128652#pid60128652
https://hackforums.net/showthread.php?pid=60137023#pid60137023
https://hackforums.net/showthread.php?pid=60137723#pid60137723


randomvodkalover - August 28, 2020, 8:52 am 
 (Aug 25, 2020 10:06 AM)Mr. Robot Wrote: [CITE] Funny you say that, because that's usually me.
 Can you please consider getting me into group? You don't even have to pay me all i want is
experience and knowledge

Im High - August 28, 2020, 9:04 am 
If you're still looking for people, I'd be interested in taking a look.
 
 I have a 2080 Ti KingPin and the rest of my build matches it pretty well.

Guardians - September 19, 2020, 8:17 pm 
This sounds more profitable than mining itself and little down sides. Why has this not become a
thing?

Mr. Corleone - September 19, 2020, 8:57 pm 
I'd like to participate.
 I've got 2 r9 x290's, and and r9 380.
 I've also got nand SSD, and 3 normal ones.
 
 Let me know whenever you need help.

 

https://hackforums.net/showthread.php?pid=60137723#pid60137723

