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 Thread: Websites for hacking, analysis, security & more.
 

 Fortunate - October 5, 2020, 2:35 am 
Here's another collection of useful websites for hacking, analysis and security.. 
 
 If you'd like to contribute, let me know and I'll add the most useful websites.
 
  
 Miscellanious
 
 Link Analyzer - http://cleverstat.com/link-analyzer
 - For each link that it finds, the Link Analyzer tool provides URLs, source code, and information. At
the same time, this tool divides incoming and outgoing links into any URL.
 
 Pen Testing - https://pentest-tools.com/information-gathering/google-hacking#
 - Uses advanced search operators (Google Dorks) to find juicy information about target websites.
 
 Slingshot VM - https://www.sans.org/slingshot-vmware-linux/ 
 - Similar to Kali but for pentesting 
 
 Clean your code - https://dirtymarkup.com
 - Cleans up your dirty code.
 
 Free Disposable Online Virtual Machine - https://sadd.io/
 - Scalable anonymous disposable desktops
 
 Youtube Geolocation Tool - http://youtube.github.io/geo-search-tool/search.html
 - A web app that uses the YouTube Data API v3’s search functionality to find videos tagged with
geo-coordinates.
 
 Passwords - https://haveibeenpwned.com
 - Check if you have an account that has been compromised in a data breach
 
 Wifi and Radio Map - https://www.radiocells.org/
 - Radiocells.org is a community project to collect informations on cell tower and wifi base stations
and bring them on a map.
 
 Dynamic AV checker - https://dyncheck.com/
 - Using the API you can check your files for runtime AV detections and test execution on various
versions of Windows OS from a 3rd party.
 
  
 Meta Data
 
 View EXIF data - https://exifdata.com/
 - Pictures storing EXIF data can reveal information on the image such as shutter speed, exposure
compensation, F number, what metering system was used, if a flash was used, ISO number, date
and time the image was taken, whitebalance, auxiliary lenses that were used and resolution. Some
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images may even store GPS information so you can easily see where the images were taken.
 
 Extract meta data- https://www.extractmetadata.com/
 - With this free online tool you can extract metadata from files of arbitrary type.
 
 Metacrawler- http://www.metacrawler.com/
 - Metasearch Engine
 
 Metashield- https://metashieldclean-up.elevenpaths.com/
 - Protect yourself by analyzing files with Metashield Clean-up.
 
  
 Malware Analysis
 
 SecondWrite - https://www.secondwrite.com/product/free-subscription/
 - SecondWrite’s Malware DeepView is a sandbox replacement product that not only contains a
dynamic analysis sandbox, but also advanced technologies not present in other sandboxes. 
 
 Malware research - https://any.run/
 - The free version of our malware analysis service is ideal for public use by independent
professionals, individual studies and personal projects. 
 
 Intezer Analyze - https://analyze.intezer.com/#/
 - Automate your Security Operations and Incident Response with Genetic Malware Analysis.
 
 Cuckoo Sandbox - https://cuckoosandbox.org/
 - Cuckoo Sandbox is the leading open source automated malware analysis system. 
 
 Windows Malware Analysis Setup - https://github.com/fireeye/flare-vm
 
 Forensics - https://digital-forensics.sans.org/community/downloads
 - SIFT Workstation
 
 Special thanks to ETH for contributing. ^^
 
  
 Proxies
 
 Proxy sites (Click to View)
 https://www.proxysite.com/
 http://www.sslproxies24.top/
 http://www.freshnewproxies24.top/
 http://www.socks24.org/
 http://www.proxyserverlist24.top/
 http://bestproxysites24.blogspot.com/
 http://www.live-socks.net/
 - Free web proxies, please use with caution.
 
  
 AI
 
 Lyrebird - https://www.descript.com/lyrebird-ai?source=lyrebird
 - Mimic sound
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 Gigapixel - https://topazlabs.com/gigapixel-ai/
 - Enlarge images and details with great results

h0tsh0t - October 5, 2020, 3:07 am 
Honestly speaking, this is the kind of threads i'll love to see on HF, i need more and more of this
sir!!!
 Wonderful job you did.. time taking but you did it. Thank you!!!

Tro yeh - October 5, 2020, 3:18 am 
Bookmarked this for future reference.
 Thanks for the HQ post OP.
 
 Free Disposable Online Virtual Machine - https://sadd.io/
 - Scalable anonymous disposable desktops
 
  Sadly this website is not for free.

Fortunate - October 5, 2020, 6:14 am 
 (Oct 5, 2020 03:18 AM)Tro yeh Wrote: [CITE] Bookmarked this for future reference.
 Thanks for the HQ post OP.
 
 Free Disposable Online Virtual Machine - https://sadd.io/
 - Scalable anonymous disposable desktops
 
  Sadly this website is not for free.
 I'm sure they had a free trial of like 2 hours or something, let me check. 
 
 Just checked, they have demo access for 15-60 minutes. I think it needs to be manually requested
through mail though.
 
 
  (Oct 5, 2020 03:07 AM)h0tsh0t Wrote: [CITE] Honestly speaking, this is the kind of threads i'll love to
see on HF, i need more and more of this sir!!!
 Wonderful job you did.. time taking but you did it. Thank you!!!
 Thanks for the feedback, really appreciate it!

$!uo2H%gE# - October 6, 2020, 8:53 am 
With sadd.io you saved me a minimum of 100$ a month. ?
 
 Thanks.
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