Forum:Hack Forums

Thread: get private key from public key

69_Master_69 - October 12, 2020, 2:17 pm

Hey Guys,

so recently my Wallet got compromised somehow (probably through a private key leak) and now
somehow has installed a script or something that automatically send the funds to
[Oxb7377609c00Ef9b7eb428E3F338d9604e2A84850] can someone help me get the private key so |
can recover my funds? Or at least help me disable that script?

Best Regards.
Thanks in Advance!

XMR - October 12, 2020, 2:26 pm

You can't feasibly get the private key given only the public key. That's how it works by design. Sorry
to say, but if someone stole your money, chances are it's lost forever. The only thing you can do at
this point is fix whatever vulnerability you have and make a new wallet.

69_Master_69 - October 12, 2020, 2:32 pm

(Oct 12, 2020 02:26 PM)XMR Wrote: [CITE] You can't feasibly get the private key given only the
public key. That's how it works by design. Sorry to say, but if someone stole your money, chances
are it's lost forever. The only thing you can do at this point is fix whatever vulnerability you have and
make a new wallet.

Ok thanks. | got around 8000 Bucks on that Wallet so that is a bit sad but if you say there is no
option ok.

account_ - October 12, 2020, 2:34 pm
Did you use are random key generator by any chance?

SIM-4831178 - October 12, 2020, 2:39 pm
which wallet do you use? Download a new wallet like trustwallet (as you use eth and altcoins) and
you'll be fine | guess.

account_ - October 12, 2020, 2:40 pm
Only 0.585790379545004 ETH moved to that address , not $8000 worth.

69_Master_69 - October 12, 2020, 2:43 pm
(Oct 12, 2020 02:40 PM)account_ Wrote: [CITE] Only 0.585790379545004 ETH moved to that
address , not $8000 worth.
I mean my private compromised address

(Oct 12, 2020 02:39 PM)Decentralized Wrote: [CITE] which wallet do you use? Download a new
wallet like trustwallet (as you use eth and altcoins) and you'll be fine | guess.
trust wallet

(Oct 12, 2020 02:34 PM)account_ Wrote: [CITE] Did you use are random key generator by any
chance?
nope.

account_ - October 12, 2020, 2:48 pm
(Oct 12, 2020 02:43 PM)69_Master_69 Wrote: [CITE] | mean my private compromised address
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trust wallet

nope.

yes your private key of your wallet is compromised, | was just saying only that amount was sent to
that eth address you put in your OP. Sorry for your lose.

TOBi - October 13, 2020, 9:56 am
I'm not sure | understand your problem.

Your private key got compromised and your funds got stolen. Everything? Or is there something left
to recover?

Where is a script installed? On your PC? What is the script doing?

Omniscient - October 13, 2020, 5:26 pm
Unfortunately it looks like your funds are stolen and that's the end of that.

To disable the script you can probably get some help here:
Malware, Rat, and Virus Removal

shreder - October 13, 2020, 7:18 pm
Started deep scanning my pc after seeing this thread Imao.

Neal Caffrey - October 13, 2020, 8:11 pm
just hack the address and get the private key man

69_Master_69 - October 14, 2020, 2:27 pm
(Oct 13, 2020 09:56 AM)TOBI Wrote: [CITE] I'm not sure | understand your problem.

Your private key got compromised and your funds got stolen. Everything? Or is there something left
to recover?

Where is a script installed? On your PC? What is the script doing?

Not everything but | can’t transfer the rest of my funds cuz all ethereum that gets send to my
address will automatically get send to the other address. | don’t have a virus on my pc so the script
must somehow be on the address or so.

TOBi - October 14, 2020, 3:07 pm

(Oct 14, 2020 02:27 PM)69_Master_69 Wrote: [CITE] Not everything but | can’t transfer the rest of
my funds cuz all ethereum that gets send to my address will automatically get send to the other
address. | don’t have a virus on my pc so the script must somehow be on the address or so.

where is the rest of your funds? Obviously someone has your private key, but you seem to have
funds somewhere else as well.. WHERE?

Why can't you create a new wallet and send your remaining funds there?

And wipe your PC, it's infected.

account_ - October 14, 2020, 3:17 pm
just a thought could be an address clipper, grabber, stealer.
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krisj - October 14, 2020, 4:46 pm

(Oct 14, 2020 03:07 PM)TOBI Wrote: [CITE] where is the rest of your funds? Why can't you create a
new wallet and send your remaining funds there?This is the big question. Most exchanges allow you
to change withdrawal addresses, maybe a DEX LP or farmer? the script could be unsophisticated to
only swipe ETH and not LP tokens etc. Regardless, this is the thing that needs to be answered to
help.

Also, | know there was a hack done at ETHDenver earlier this year that detected malicious
transactions from scripts like this, and resubmitted with higher tx fees to front-run the tx. I think it
was with Blocknative, might be worthwhile checking to see if they have a hack for you -
https://twitter.com/blocknative
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