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Thread: How to check for open Ports

SUDUSANDESH - October 15, 2020, 1:00 am
Here i am going to show you an easy way to check for open ports on your system. This can simple
be checked by typing "netstat -a" in command prompt. | will tell why how you can check your result.

Step 1:

Open up command prompt. Press "START" and "RUN" type "cmd" and use the command "netstat
_all

Now you will get up a list so showing you people so are connected to your computer. This list will
look like this.

Proto: TCP

Local Address: thiscomputer3123:1031
Foreign Address: thiscomputerhaha342:ftp
State: ESTABLISHED

"Porto" shows what Protocol it is in this case it is (Transmission Control Protocol) TCP.

"Local Address" This is your computer also you see a number behind your computer name. 1031
this is the port so is used by your computer.

"Foreign Address" This is the Remote computer and the port is ftp. (File Transfer Protocol) so the
port is 21 since the Default port to FTP is 21.

"State" This shows you if the computer is connected to you or not. ESTABLISHED means that it is
connected to you.

So now you know how to read the result. Lets go to Step 2.
Step 2:
Ports:?

0 - 1023 = This ports are used by "Services"

1024 - 49151 = This ports are used by "Network" ect Your Internet Browser and E-Mail clients.
49152 - 65535 = This ports are used by private users they are rarly used so this may indicate that
you are infected with something.

Step 3:

You can easy check out the ports just with do a google search. Open up your "Internet Browser"
type "ww.google.com" in the address bar and type in ect "Port 1031" now it will give you sites about
the "1031 port" or you may search for Trojan Horse port list or something like that to check out if the
port is a Trojan Horse.

Caspian - December 14, 2020, 12:10 am
nice, nice post :D :D :D :D

2020Sucked - January 1, 2021, 7:59 am
When you say


https://hackforums.net
https://hackforums.net/showthread.php?tid=6115768

"49152 - 65535" is usually used by private users, what do you mean by this?
Can you expand on this?
It appears Windows uses a lot of ports in those ranges which include:

49664
49665
49666
49667
49668
49672
54235
53236
57621
63711

HacklInfo - August 13, 2022, 3:35 am
thanks man for this! ???2?7??

wiwlwi - August 31, 2022, 12:34 pm
Thanks man its appreciated a whole lot



