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Thread: Department of Homeland Security HACKED by Russian Government

outlaw - December 14, 2020, 12:01 pm
Probably one of the bigger news articles I've seen in relations to cyber security in recent years.

DHS, U.S. Treasury and Commerce Depts have all been compromised
All thanks to Solarwind

https://www.reuters.com/article/us-global-cyber-usa-dhs-idUSKBN280O2LY

https://www.washingtonpost.com/national-security/dhs-is-third-federal-agency-hacked-in-major-russi
an-cyberespionage-campaign/2020/12/14/41f8fc98-3e3c-11eb-8bc0-ael55beedaff story.html

https://#.com/2020/12/u-s-treasury-commerce-depts-hacked-through-solarwinds-compromise/

Dumpface - December 14, 2020, 6:24 pm
| was running UDT which uses Orion on the version that is supposedly vulnerable... luckily, I block
outbound access for that server and have a very high level of auditing and alerting.

tappedbro - December 18, 2020, 9:10 am

(Dec 14, 2020 01:01 PM)outlaw Wrote: [CITE] Probably one of the bigger news articles I've seen in
relations to cyber security in recent years.

DHS, U.S. Treasury and Commerce Depts have all been compromised

All thanks to SolarWind

https://www.reuters.com/article/us-global-cyber-usa-dhs-idUSKBN28O2LY

https://www.washingtonpost.com/national-security/dhs-is-third-federal-agency-hacked-in-major-russi
an-cyberespionage-campaign/2020/12/14/41f8fc98-3e3c-11eb-8bc0-ael55beedaff story.html

https://#.com/2020/12/u-s-treasury-commerce-depts-hacked-through-solarwinds-compromise/
"Russia” -_- US really wants to start a war with Russia don't they.

sasatefa2009 - December 19, 2020, 8:36 am
IMO the SolarWind hack has to be listed as the biggest breach in history.
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