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Thread: Russian hacking

TM8080 - December 22, 2020, 9:57 am

What is Solarwinds hacking all about? How serious is it from hacking technique and method points
of view?

friedrichbroker - January 3, 2021, 4:54 am
Can you make a more precise question please xD

TMB8080 - January 5, 2021, 10:01 am

(Jan 3, 2021 05:54 AM)friedrichbroker Wrote: [CITE] Can you make a more precise question please
xD

Yeh, | read something that the hackers modified the network monitoring tool and capture all users
credentials. This is not the normal phishing techniques, right? How did they do it?

friedrichbroker - January 5, 2021, 10:24 am

(Jan 5, 2021 11:01 AM)TM8080 Wrote: [CITE] Yeh, | read something that the hackers modified the
network monitoring tool and capture all users credentials. This is not the normal phishing
techniques, right? How did they do it?

There are many ways of doing it, first of all you need to gain access to their servers.

Maybe they phished by E-Mails or USB's. Another way would be social engineering e.g.

Installing a Rat and they started doing their things.
Or somebody is working as a server administrator and has done harm to the company without
anybody knowing it.

TM8080 - January 7, 2021, 11:58 am

(Jan 5, 2021 11:24 AM)friedrichbroker Wrote: [CITE] There are many ways of doing it, first of all you
need to gain access to their servers.

Maybe they phished by E-Mails or USB's. Another way would be social engineering e.g.

Installing a Rat and they started doing their things.

Or somebody is working as a server administrator and has done harm to the company without
anybody knowing it.

Thanks bro! All the basic stuff. Not sure if they make out any $$$ or not? Intelligence gathering or
money extortion?
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