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Thread: Getting a meterpreter on an android device

HardStoN - January 8, 2021, 1:59 pm
Is it possible to get a meterpreter shell on someones android and get access to the camera by an
image or something?

Because apk is kinda suspicious.

guardian - January 9, 2021, 12:52 am
| don't know of any way to do this. You would need some kind of exploit. In the end, it's all about
how creative you are and how you present it.

2xTheTap1l15 - January 9, 2021, 6:47 am
(Jan 8, 2021 02:59 PM)HardStoN Wrote: [CITE] Is it possible to get a meterpreter shell on someones
android and get access to the camera by an image or something?

Because apk is kinda suspicious.

Instead of creating a meterpreter session on android, it is better to run RAT in conjunction with a
phishing or social engineering attack. In some cases, it is worth checking if a given device does not
share its ADB on a remote port (provided that you know its IP). It makes it so much easier, | know
from experience.

HardStoN - January 9, 2021, 7:39 am

(Jan 9, 2021 07:47 AM)2xTheTapl115 Wrote: [CITE] Instead of creating a meterpreter session on
android, it is better to run RAT in conjunction with a phishing or social engineering attack. In some
cases, it is worth checking if a given device does not share its ADB on a remote port (provided that
you know its IP). It makes it so much easier, | know from experience.

Yeah i used to play around with adb ports from shodan, but my question is that i know camera
cannot be opened by a thirdparty app that runs in the background.

So i guess my question is if something like that is possible? Maybe kernel driver?

2xTheTap1l15 - January 9, 2021, 8:19 am

(Jan 9, 2021 08:39 AM)HardStoN Wrote: [CITE] Yeah i used to play around with adb ports from
shodan, but my question is that i know camera cannot be opened by a thirdparty app that runs in the
background.

So i guess my question is if something like that is possible? Maybe kernel driver?
Wait, are you saying that you can't intercept cameras with the rat application? | guess you should
read this

nullbyte
This is just a simple example
HardStoN - January 9, 2021, 8:20 am

(Jan 9, 2021 09:19 AM)2xTheTap115 Wrote: [CITE] Wait, are you saying that you can't intercept
cameras with the rat application? | guess you should read this
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nullbyte
I know that android made something that block camera usage of background APK's

(Jan 9, 2021 09:20 AM)HardStoN Wrote: [CITE] | know that android made something that block
camera usage of background APK's
And out of curiosity is it possible to install a R.A.T on and IOS device and use its camera too?

Because as far as i know apple has some strict stuff about the phone's privacy
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