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 Thread: [FREE] pen-testing tools
 

 Z4ACK - January 14, 2021, 7:33 am 
Heyo, decided to post two pen-testing tools, or rather show ya'll some tools that are very useful:)
 
 cobalt strike extension kit:
 https://anonfiles[WARNING POSSIBLY
INFECTED].com/v6Odpa99p8/cobalt_strike_extension_kit-master_zip
 
 keepnote with a lot of information:
 https://anonfiles[WARNING POSSIBLY INFECTED].com/n7kdv994p5/keepnote-master_zip
 
 (all credit goes to https://github.com/josephkingstone)
 
 
 -Z4ACK

MythicalPro - January 30, 2021, 5:18 pm 
anonfiles[WARNING POSSIBLY INFECTED] is one of the worst websites it tries to install malicious
extensions etc. Don't try to download these.

Z4ACK - February 26, 2021, 7:46 am 
 (Jan 30, 2021 06:18 PM)MythicalPro Wrote: [CITE] anonfiles[WARNING POSSIBLY INFECTED] is
one of the worst websites it tries to install malicious extensions etc. Don't try to download these.
 It's a file sharing website lmao.

EugeneD - April 15, 2021, 4:23 pm 
 (Feb 26, 2021 08:46 AM)Z4ACK Wrote: [CITE] It's a file sharing website lmao.
 ?

DI?E - April 15, 2021, 5:49 pm 
 (Jan 14, 2021 08:33 AM)Z4ACK Wrote: [CITE] Heyo, decided to post two pen-testing tools, or rather
show ya'll some tools that are very useful:)
 
 cobalt strike extension kit:
 https://anonfiles[WARNING POSSIBLY
INFECTED].com/v6Odpa99p8/cobalt_strike_extension_kit-master_zip
 
 keepnote with a lot of information:
 https://anonfiles[WARNING POSSIBLY INFECTED].com/n7kdv994p5/keepnote-master_zip
 
 (all credit goes to https://github.com/josephkingstone)
 
 
 -Z4ACK
 Why would you need the anonfiles[WARNING POSSIBLY INFECTED] links when it's right on his
GitHub page? ?

https://hackforums.net
https://hackforums.net/showthread.php?tid=6133725
https://github.com/josephkingstone
https://hackforums.net/showthread.php?pid=60541704#pid60541704
https://hackforums.net/showthread.php?pid=60603090#pid60603090
https://hackforums.net/showthread.php?pid=60498918#pid60498918
https://github.com/josephkingstone


Dolla$ - April 17, 2021, 5:30 pm 
Malware in the Zip, be aware.
 
 
 
 @Admin

Ampere - April 18, 2021, 8:45 am 
 (Apr 17, 2021 05:30 PM)Machiavelli Wrote: [CITE] Malware in the Zip, be aware.
 
 
 
 @Admin
 To be honest that wouldnt be a deal breaker for me. I would be surprised if an unencrypted version
of Cobalt Strike existed, that didnt flag AV's.
 
 Having said that, the Signatures that this ZIP is labelled as, are different to those that Cobalt Strike
would mention.
 
 AKA; This is not Cobalt Strike.

Betty Blue - April 18, 2021, 9:13 am 
 (Apr 18, 2021 08:45 AM)Ampere Wrote: [CITE] To be honest that wouldnt be a deal breaker for me. I
would be surprised if an unencrypted version of Cobalt Strike existed, that didnt flag AV's.
 
 Having said that, the Signatures that this ZIP is labelled as, are different to those that Cobalt Strike
would mention.
 
 AKA; This is not Cobalt Strike.To add on that, a lot of legit tools are going to be flagged. Metasploit
for example is one.

Dolla$ - April 18, 2021, 9:27 am 
 (Apr 18, 2021 08:45 AM)Ampere Wrote: [CITE] To be honest that wouldnt be a deal breaker for me. I
would be surprised if an unencrypted version of Cobalt Strike existed, that didnt flag AV's.
 
 Having said that, the Signatures that this ZIP is labelled as, are different to those that Cobalt Strike
would mention.
 
 AKA; This is not Cobalt Strike.
 That's called false postive, but it's not the case here. Why would the user upload a free to use open
source tools over anonfiles[WARNING POSSIBLY INFECTED] :))

idfix5689 - May 3, 2021, 5:32 am 
even I don't do a scan to see it's infected I will never dl things like that...
 like it was said before, why someone upload these files on anonfiles[WARNING POSSIBLY
INFECTED] even we can have it on github or directly on their sites.... and with a big FREE in the title
for sure...?
 ok there is many false positive when we do a scan but this time I really don't think it's the case....^^
??

Dotexe - May 3, 2021, 12:13 pm 
This is not 2006 anymore, if it's something open-source publish it on github and not any other
platform. I wouldn't even bother checking it up on a VM but still use it at your own risk!

https://hackforums.net/showthread.php?pid=60704636#pid60704636
https://hackforums.net/showthread.php?pid=60705806#pid60705806
https://hackforums.net/showthread.php?pid=60705806#pid60705806


Z4ACK - June 2, 2021, 12:56 pm 
Btw, I sent the tools that were already on the github for easier access. I'm sure the checksums are
identical as the one that were on the github. If they weren't, I would know why. The files were
downloaded directly from the github.
 
 -Z4ACK

 


