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Thread: Do not use protonmail for your security - Read Here

Iconical - August 28, 2021, 7:46 pm
Just got my protonmail that | barely even use suspended for "Violation of terms & services"

| literally have never sent 1 email and its linked to numerous accounts.

I can not tell if this was targetted or valid but after contacting support they gave me their generic
response

ailo - August 28, 2021, 10:40 pm
That is really strange and unusual never seen something like this before, anyway thanks for the
heads up op

Gliese 667Cc - August 29, 2021, 12:26 am
Proton is just a big honeypot set up by the alphabet boys.

Eagle 95 - August 29, 2021, 12:27 am

I've never heard anything happen like that yet. Still, you being suspended doesn't make them less
secure, just scumbags to certain (random?) accounts.

Lyralei - August 29, 2021, 12:33 am
This never happened to me and | have like 3 accounts, that said, this does scare me since I've also
read similar posts about this.

flavoral - August 29, 2021, 5:04 am
| read the thread 10 times and i still can't figure out how the fuck does them banning your account
have anything to do with their security.

I had a lot of protonmail accounts banned, but that was justified as i was pushing to see their abuse
limit trigger, and when they banned my account, they didn't ban that account only, they banned
multiple other accounts of mine which were registered under the same ip.

However I'm still using protonmail to this day and i will still keep recommending it.

The Pact - August 29, 2021, 6:59 am

(Aug 29, 2021 05:04 AM)flavoral Wrote: [CITE] | read the thread 10 times and i still can't figure out
how the fugg does them banning your account have anything to do with their security.

Perhaps he just meant that people usually use it for security but it's in general not a good email.

| remember | tried to use it and it was just super annoying. Maybe the other poster is right that it is a
honey pot because it didn't seem set up by people that were good at what they do.

flavoral - August 29, 2021, 7:00 am

(Aug 29, 2021 06:59 AM)The Pact Wrote: [CITE] Perhaps he just meant that people usually use it for
security but it's in general not a good email.

| remember | tried to use it and it was just super annoying. Maybe the other poster is right that it is a
honey pot because it didn't seem set up by people that were good at what they do.

Did you use it before or after their recent Ul revamp? you should give it a try again.
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EDIT: also OP is saying he had his account banned therefore it's bad for security which literally
doesn't make sense.

The Pact - August 29, 2021, 7:03 am
(Aug 29, 2021 07:00 AM)flavoral Wrote: [CITE] Did you use it before or after their recent Ul revamp?
you should give it a try again.

EDIT: also OP is saying he had his account banned therefore it's bad for security which literally
doesn't make sense.

I think | tried to use it in like 2017 or something. | remember finding it extremely annoying but |
forget why.

flavoral - August 29, 2021, 7:04 am

(Aug 29, 2021 07:03 AM)The Pact Wrote: [CITE] | think | tried to use it in like 2017 or something. |
remember finding it extremely annoying but | forget why.

Oh then you should give it another try. Their new Ul is good.

The Pact - August 29, 2021, 7:06 am

(Aug 29, 2021 12:26 AM)Gliese 667Cc Wrote: [CITE] Proton is just a big honeypot set up by the
alphabet boys.

What makes you say that?

Vibe - August 29, 2021, 7:19 am
(Aug 29, 2021 07:06 AM)The Pact Wrote: [CITE] What makes you say that?
Various about this as well

eviking - August 29, 2021, 7:22 am
are there any alternatives to protonmail thats free and has decent storage?

Gliese 667Cc - August 29, 2021, 9:58 am

(Aug 29, 2021 07:22 AM)eviking Wrote: [CITE] are there any alternatives to protonmail thats free and
has decent storage?

tutanota.

(Aug 29, 2021 07:06 AM)The Pact Wrote: [CITE] What makes you say that?
There is no hard evidence(yet) for this claim, but there are some pretty obvious patterns showing
that we've already seen with known honeypots.

"We use end-to-end encryption and zero access encryption to secure emails. " This statement is
only true regarding communications between 2 protonmail accounts. Try sending encrypted email
using protonmail to any other domain. You can't. IMAP/SMTP protocols were not made do be
anonymous. You may ask "but you just said protonmail can encrypt communications between 2
protonmail accounts”, which is true, but they are using another technology, called PGP, to encrypt
your emails' body. PGP can't be cracked by using modern hardware, however it can't encrypt
email's meta-data, which include stuff like source and destination email and ip address and subject
of the email. Also note that those same emails are stored on their servers.
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"No personal information is required to create your secure email account. " Try making an account.
If you select free plan, they will force you to provide your email or phone number to verify that you
are a real person. If you decide to buy an account, you'll have no way of paying it privately.

"By default, we do not keep any IP logs which can be linked to your anonymous email account. "
Internet doesn't work this way, you need to know someone's IP in order to communicate with them.
In other words, you need to take their words and trust them(blindly).

Now open tor and connect to proton's onion address. You'll be welcomed by login screen screen.
However if you try to login/sign up you'll be redirected to protonmail.com, their clearnet site.

Email was not made to be private. If you are doing something shady or want to hide something,
don't use email.

ForBobo - August 29, 2021, 1:10 pm
Any chance that the email was hacked and then used to send out spam? Could be a possibility
since you said you barely use it and inactive accounts are prime for that.

The - August 29, 2021, 1:13 pm
Twitter does the same thing.

Ask to speak to a real person, it could be a mistake.

Lilith - August 30, 2021, 6:00 am

Damn this reminds me of back in the day when people on this forum would complain about their
Paypal accounts getting limited "for no reason” as if they weren't underage, had multiple accounts,
used it for suspicious activity, etc. Proton is a serious player and contender in the privacy realm.
They aren't going to just suspend the account out of no where. Something clearly happened for it to
get flagged—maybe using a VPN or proxy used by known violators, maybe someone was trying to
access the account—the list of possibilities could go on.

Anecdotally, I've been using ProtonMail as my primary service since 2016. | have about half a
dozen accounts | currently use with another dozen or so that I've used along the way. None of them
were suspended or closed for violating ToS.
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