Forum:Hack Forums

Thread: Share you Anti-Virus / Protection setup.

Laughing Man - April 18, 2022, 9:33 pm
Browser: Brave

Add-ons: Ublock Origin, WeVPN, RTC disabler, Twitch AdBlock, Reddit Enhancement Suite.
VPN: WeVPN

Anti-Virus: ESET SS.

Firewall: Glasswire Elite

Password Manager: BitWarden

Operating System: Windows 10

DNS: Quad 9 or WeDNS

Share your setup normally I'd post this in another forum however this is the lounge I'd love to get
the average users experience.

Not to mention the site is HackForums so | feel this will fit in kinda anywhere on this site.

crown - April 18, 2022, 9:56 pm
Browser: Chroome

Add-ons: Ublock Origin, Coinbase Wallet, EditThisCookie
VPN: not-disclosed

Anti-Virus: Malwarebytes Premium

Firewall: Ubiquiti Security Gateway (physical)

Password Manager: BitWarden

Operating System: OS X 12.1 (we don't do windows)
DNS: Cloudflare

Laughing Man - April 19, 2022, 12:37 am
Thanks for sharing man. Looks good.

Net Hustler - April 19, 2022, 12:41 am
| use Linux | don't need an antivirus nuff said on that one really.

DashPHP - April 19, 2022, 1:18 am
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| have a Mac,
No AV, Use google chrome and i don’t download torrent shiz.
Should be safe? Haha

A10247 - April 19, 2022, 4:28 am
Pretty state of the art, check it out:
Spoiler (Click to View)

Precisio? - April 19, 2022, 5:51 am
I'm on Windows 10 and google chrome.
I don't use any AV, VPN, etc.

Mac Miller - April 19, 2022, 6:03 am
If | need an AV, Malwarebytes.

Mullvad VPN | heard was really good, currently have a [censored] subscription that needs to run
out.

Endorphins - April 19, 2022, 8:08 am

Everything is on default software in my Windows 11. Currently rocking the default browser and
default antivirus/firewall.

| configured the Windows Defender to become more strict tho.

2xTheTapl115 - April 19, 2022, 8:17 am
(Apr 18, 2022 09:33 PM)Laughing Man Wrote: [CITE] Browser: Brave

Add-ons: Ublock Origin, WeVPN, RTC disabler, Twitch AdBlock, Reddit Enhancement Suite.
VPN: WeVPN

Anti-Virus: ESET SS.

Firewall: Glasswire Elite

Password Manager: BitWarden

Operating System: Windows 10

DNS: Quad 9 or WeDNS

Share your setup normally I'd post this in another forum however this is the lounge I'd love to get
the average users experience.

Not to mention the site is HackForums so | feel this will fit in kinda anywhere on this site.

My best antivirus is common sense and not succumbing to emotions?

Seriously, I am using a regular sandbox running on Debian and it works fine for me. In addition, |
approach files from the Internet with a great deal of distance

Zero - April 19, 2022, 8:42 am
Browser: Brave
Add-ons: Tampermonkey, HF X, Tron Link, Metamask


javascript:void(0);
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Anti-Virus: Malwarebytes premium (Mostly just brain)
Password Manager: BitWarden
Operating System: Windows 11

Lilith - April 19, 2022, 9:24 am
Changes as time goes on and it depends on which computer we're talking. For my Mac
environment:

Browser: Brave with uBlock and ClearURLs
VPN: PIA

Router/Firewall: pfSense

DNS: Quad9 or MullvadDNS

Password Manager: KeePassXC and Bitwarden

Won't go into much detail on my Linux environment but | use Arch, Qubes, and Tails.

Laughing Man - April 19, 2022, 10:31 am

(Apr 19, 2022 12:41 AM)Net Hustler Wrote: [CITE] | use Linux | don't need an antivirus nuff said on
that one really.

That's an unwise statement, Linux malware does exist :)

(Apr 19, 2022 01:18 AM)DashPHP Wrote: [CITE] | have a Mac,
No AV, Use google chrome and i don’t download torrent shiz.

Should be safe? Haha
MAC's get viruses in fact quite a few popping up now.

Net Hustler - April 19, 2022, 10:35 am
(Apr 19, 2022 10:31 AM)Laughing Man Wrote: [CITE] That's an unwise statement, Linux malware
does exist :)

MAC's get viruses in fact quite a few popping up now.

It is highly unlikely that your machine gets infected with malware due to all software coming from
the official package repo's of the distro there isn't even a functioning antivirus on the market for
Linux due to the fact that it isn't necessary.

EDIT:There is one that | am aware called Clamav which | have installed but | have not found the
need to use

Laughing Man - April 19, 2022, 10:39 am

(Apr 19, 2022 08:08 AM)Endorphins Wrote: [CITE] Everything is on default software in my Windows
11. Currently rocking the default browser and default antivirus/firewall.

| configured the Windows Defender to become more strict tho.

Windows 11, E.G. Spyware.

Windows 11 has been proven to be spyware that takes advantage of chips in your pc to give full
control to third-parties.

Precisio? - April 19, 2022, 10:47 am
(Apr 19, 2022 10:39 AM)Laughing Man Wrote: [CITE] Windows 11, E.G. Spyware.
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Windows 11 has been proven to be spyware that takes advantage of chips in your pc to give full
control to third-parties.

Can you provide any source so we can read more about this please?

anoncrab - April 19, 2022, 11:05 am
Browser: Chrome

Add-ons: Ublock Origin, HF Xtension, Metamask, Tampermonkey, vidlQ Vision for Youtube,
BetterTTV, TubeBuddy

VPN: ProtonVPN
Anti-Virus: Windows Defender
Operating System: Windows 11

DNS: NextDNS

Not the optimal setup, but NextDNS does a good job of blocking out a lot of URL's that are hosting
malware / phishing / whatever. So | just am kind of careful of what | download Imao.

1nf4mOub - July 30, 2022, 5:27 am
Browser: LibreWolf

Add-ons: Ublock-Origin. Decentraleyes, ClearURLS, Cookie AutoDelete, Dark Reader
VPN: OVPN + Perfect-Privacy

Anti-Virus: [Searching, but atm Sophos Home]

Firewall: Windows Firewall

Password Manager: BitWarden

Operating System: Windows 11 [With Antispy-Option's and tools]

DNS: OVPN Adblocker DNS

KnownSyntax - July 31, 2022, 4:14 pm
Browser: Brave or Safari

VPN: Lockdown

Anti-Virus: Trend Micro

Firewall: Trend Micro

Password Manager: 1Password

Operating System: Mac OS X (w/ Parallels Windows 11)

DNS: CloudFlare + Lockdown (blocks connections to specific websites/domain names)



nd684d - August 2, 2022, 8:07 am

(Apr 19, 2022 10:47 AM)Precisio? Wrote: [CITE] Can you provide any source so we can read more
about this please?

Also interested in the source, this is news to me...

Laughing Man - August 2, 2022, 10:16 am

(Aug 2, 2022 08:07 AM)nd684d Wrote: [CITE] Also interested in the source, this is news to me...
Imagine that someone comes into your home and sets up a blackbox where they can push and pull
data to/from it that you, the owner of the premises, cannot inspect. Is that something to worry about?
Because that's basically what TPM is. Part of your computer that is off limits to you, the owner.

The big companies will use this for all sorts of nasty, consumer-hostile features, everything from
tying software to a particular piece of hardware so that it can never be moved to another computer,
to assigning you a unique identity string that can never be changed without buying a new computer,
to stopping you from saving content that is displayed on your screen for the sake of preservation or
because you believe in fair use, etc etc.

I'm sure you can think of more ways such a feature can be abused by big business, and they plan
to implement ‘em all. Hint: if they actually cared about security or privacy, then they would not
design their products with the intrusive data collection settings cranked up to the max!

This is the TPM chip required to be enabled to run Windows 11

nd684d - August 4, 2022, 5:23 am

(Aug 2, 2022 10:16 AM)Laughing Man Wrote: [CITE] Imagine that someone comes into your home
and sets up a blackbox where they can push and pull data to/from it that you, the owner of the
premises, cannot inspect. Is that something to worry about? Because that's basically what TPM is.
Part of your computer that is off limits to you, the owner.

The big companies will use this for all sorts of nasty, consumer-hostile features, everything from
tying software to a particular piece of hardware so that it can never be moved to another computer,
to assigning you a unique identity string that can never be changed without buying a new computer,
to stopping you from saving content that is displayed on your screen for the sake of preservation or
because you believe in fair use, etc etc.

I'm sure you can think of more ways such a feature can be abused by big business, and they plan
to implement ‘em all. Hint: if they actually cared about security or privacy, then they would not
design their products with the intrusive data collection settings cranked up to the max!

This is the TPM chip required to be enabled to run Windows 11
Thanks for the insight. Never really thought about this in depth before but it makes sense. | guess
the illusion of security is still standing tall for people like me.

happywolfdog - August 11, 2022, 10:07 am
Browser: Microsoft Edge

VPN: ProtonVPN (Free)
Anti-Malware: Malwarebytes

bozboz - July 22, 2023, 5:44 pm
i use my own
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paveluX - August 24, 2023, 2:31 am

Browser Firefox

Vpn Express vpn

OS Arch linux, but i have the dual boot with w10
Password manager N-o-r-d pass]

smtp proton

Hifonics - December 12, 2023, 12:36 pm
Browser: Brave or Chrome
Add-ons: none

Anti-Virus: Malwarebytes
Password Manager: Nordpass
Operating System: Windows 10

Just came back to HF after a couple of years. Is there any free VPN, which is actually good?
Thanks.

Laughing Man - December 12, 2023, 5:30 pm

(Dec 12, 2023 01:36 PM)Hifonics Wrote: [CITE] Browser: Brave or Chrome
Add-ons: none

Anti-Virus: Malwarebytes

Password Manager: Nordpass

Operating System: Windows 10

Just came back to HF after a couple of years. Is there any free VPN, which is actually good?

Thanks.
| use waterfox now.
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