Forum:Hack Forums

Thread: Let users run scripts

killaxia - July 3, 2022, 10:12 am
| run hosting on my server for users discord.py bots i make for them.. they have ftp access to only
their folder, scripts.

How can i let them run and stop files, their own files only?
python3 something.py

3phase - July 10, 2022, 3:52 am

Its not possible to let them run anything (traditional) with FTP protocol,
and | guess you dont want to give them SSH access.

SO your option is pretty much to code something that will do that for them.

If you already make discord bots, you can for example make another discord bot, that act as the
"Manager" of and for your users,

im not sure how your run your bots internally but the implementation of that is based on how you
run it ( docker, services etc.. )

Lynx - July 10, 2022, 7:57 am

Don't give their users execution rights and don't allow them access to any other files.

It's generally a bad idea to give them access to your server and not a more restricted area like a
webpanel.

killaxia - July 13, 2022, 5:25 am
This was solved with subprocess. | have a pre-set script that user ID can run, and typing the -start
command runs their bots. They can't edit files, so no harm!

Riddled - July 13, 2022, 2:35 pm

(Jul 13, 2022 05:25 AM)killaxia Wrote: [CITE] This was solved with subprocess. | have a pre-set
script that user ID can run, and typing the -start command runs their bots. They can't edit files, so no
harm!

| would like to see your subprocess implementation, my guess is that is vulnerable, the more
proper/secure way to do it would be to create separate functions for each action and then to call
these actions when the user enters a command or something. Though if it really is just between
some really good friends, it's not to bad.. just know that it could be vulnerable.

killaxia - July 14, 2022, 3:01 pm

(Jul 13, 2022 02:35 PM)Riddled Wrote: [CITE] | would like to see your subprocess implementation,
my guess is that is vulnerable, the more proper/secure way to do it would be to create separate
functions for each action and then to call these actions when the user enters a command or
something. Though if it really is just between some really good friends, it's not to bad.. just know that
it could be vulnerable.

I manually set the users file, so say its /var/bot/username/script.py

when someone says -start it just loads that filename and starts it, same for stop. there is no
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command line they can use and they cant edit anything. they cant stop/start other peoples work
either

something like

if ctx.author.id = 134235325525:
file = something.py



