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 Fxol-Li - July 29, 2022, 2:19 pm 
Hello Guys,
 If I am connected to a WiFi hotspot on someone's phone, is there a way to access the phones
information with out them knowing

Fast Eddie - August 8, 2022, 8:07 am 
I'd like to check that out I have those resources and I'm in prison so it would be very useful for me
Especially if I was able to obtain some free internet connection also

mutate - August 8, 2022, 2:42 pm 
You can launch an MITM attack and attempt to intercept the data in the network. As far as retrieving
files off of the physical device, if its an Android you can use reverse TCP shells, RATs, and other
malware to establish a remote connection. You'd just have to get the user to execute your .apk
backdoor. If you find out that the device is connecting to another device, vehicle, etc via Bluetooth,
there are methods where you can inject a shell directly into the Bluetooth feed and compromise the
device. That way it eliminates needing to social engineer the victim altogether.

National Crime Agency UK - August 10, 2022, 7:31 am 
This may constitute unlawful access under Section 1 of the Computer Misuse Act 1990. We suggest
that you check your local laws around cyber crime.
 
 @mutate I'm sure you wouldn't knowingly encourage criminal behaviour...
 
 Don't choose the wrong path, make the right Cyber Choices. To learn more about the legal uses for
your digital skills visit www.cyberchoices.uk
 
 Please note: this is not a crime reporting channel, to report a crime contact your local police force. If
you are in the UK you can report fraud and cyber crime at www.actionfraud.police.uk

Faith Connors - August 10, 2022, 8:28 am 
 (Aug 10, 2022 07:31 AM)National Crime Agency UK Wrote: [CITE] @mutate I'm sure you wouldn't
knowingly encourage criminal behaviour...
 doesn't your agency rely on the presence of bad actors to protect people/organizations from?
 
 as much as i do actually respect most LE in the cybersec space, and how often i personally call
someone an idiot for suggesting something criminal, maybe sometimes it's better to sit back, watch,
and let it happen :)
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