Forum:Hack Forums

Thread: Queue-it Bypass

Daggerz - August 23, 2022, 10:44 am
Right,

First of all I'm not sure if | have posted this in the right place - apologies if | haven't.
I am trying to find a method around being able to bypass a Queue and virtual waiting rooms.

| have been using a work around which involves spoofing the website into thinking you are
someone else but this now no longer works?.

Basically the system (queue-it) has a virtual waiting room around 30 minutes before the tickets go
on sale. How it works is that a 302 redirect is applied to the page(s) you are trying to access which
directs you to queue.
gueue-it com / bypass-online-queue / ... - this is how the system works.
it also appears that different websites are implementing how this queue system works.

it would be great if someone has any ideas on how this may be exploitable.

Daggerz x
Further more to my above post here is a little update;

I managed to disable some areas of JS on the website what appeared to remove the que, however
| was still able to see the background so the site is still holding me in the queue somehow? I'm not
sure if their is a way around this client side, would be great if anyone could chip in who has

experience in this. | have tried to block all 302's from the website but no page on the domain will
load whatsoever doing this.

this is the holding room before you are connected to the que

This is how a normal queue works and looks like on the site

| have been able to mess around with the JS and get the queue to not run however | am still held
within the same area of the site - perhaps a 302 would need to be blocked here but that breaks the
site completely

hope someone with more experience could help on matters,

Daggerz x

Goku - August 25, 2022, 7:49 am
Just a heads up. The image linking is broken.


https://hackforums.net
https://hackforums.net/showthread.php?tid=6218393

Instead of using
https://ibb.co/pPhQXyb

Use
https://i.ibb.co/59KkcFG/Untitled1.png

Also, ibb provides BBCode, you can use this on HF.

Daggerz - August 25, 2022, 12:01 pm
(Aug 25, 2022 07:49 AM)Goku Wrote: [CITE] Just a heads up. The image linking is broken.

Instead of using
https://ibb.co/pPhQXyb

Use
https://i.ibb.co/59KkcFG/Untitledl.png

Also, ibb provides BBCode, you can use this on HF.
thanks for that | would like to update the OP but I'm unable to find an edit button? where can this be
found haha

Goku - August 25, 2022, 12:02 pm

(Aug 25, 2022 12:01 PM)Daggerz Wrote: [CITE] thanks for that | would like to update the OP but I'm
unable to find an edit button? where can this be found haha

On the left below your post, the refresh icon

Daggerz - August 25, 2022, 12:08 pm
(Aug 25, 2022 12:02 PM)Goku Wrote: [CITE] On the left below your post, the refresh icon

| Don't seem to have it on my OP but its showing on the 3rd post, and also able to edit this post

Goku - August 25, 2022, 12:39 pm
(Aug 25, 2022 12:08 PM)Daggerz Wrote: [CITE] | Don't seem to have it on my OP but its showing on
the 3rd post, and also able to edit this post

Ah then it seems that you need to upgrade your account for this feature.
https://hackforums.net/upgrade.php

Daggerz - August 26, 2022, 8:20 am
thanks, i do plan to do that

SteeleyScott - September 6, 2022, 7:25 am
Hi Daggerz, | think you have seen my post - let me know if you still need help with this.

Martinlaird - September 7, 2022, 4:26 am
Steeley could you message me and help me with this to please?

(Sep 6, 2022 07:25 AM)SteeleyScott Wrote: [CITE] Hi Daggerz, | think you have seen my post - let
me know if you still need help with this.


https://ibb.co/pPhQXyb
https://i.ibb.co/59KkcFG/Untitled1.png
https://hackforums.net/showthread.php?pid=61614709#pid61614709
https://ibb.co/pPhQXyb
https://i.ibb.co/59KkcFG/Untitled1.png
https://hackforums.net/showthread.php?pid=61614969#pid61614969
https://hackforums.net/showthread.php?pid=61614972#pid61614972
https://hackforums.net/showthread.php?pid=61614980#pid61614980
https://hackforums.net/upgrade.php
https://hackforums.net/showthread.php?pid=61630873#pid61630873

Steeley could you message me and help me with this to please?

cn1990 - September 7, 2022, 7:11 am
(Sep 7, 2022 07:08 AM)DanC Wrote: [CITE] Hi buddy, would appreciate some help with this too.
Ditto.... | think we're all in the same boat here

Sirius111 - September 7, 2022, 7:28 am
Looking into another way of bypassing queue, more importantly using csrf, let me know how you get
on with yours and i'll let you know how | get on, will attempt to help if you are having issues.

Fritzy2022 - September 7, 2022, 12:51 pm
Hi Scott,

New to this forum cos only discovered yesterday the Googlebot trick doesn't work any more (cos it
did me the world of good for the bulk sale earlier).

Not had any joy finding any new solutions yet, and got one day to sort it - can't DM you cos this is
my first post so would be grateful if you could throw any hints my way.

Thanks

Daggerz - September 8, 2022, 2:01 am

(Sep 7, 2022 07:28 AM)Sirius111 Wrote: [CITE] Looking into another way of bypassing queue, more
importantly using csrf, let me know how you get on with yours and i'll let you know how | get on, will
attempt to help if you are having issues.

Don't waste your time mate, CSRF wont work unless you have access to everyone in the the queue
?

Sirius111 - September 8, 2022, 6:53 am

(Sep 8, 2022 02:01 AM)Daggerz Wrote: [CITE] Don't waste your time mate, CSRF wont work unless
you have access to everyone in the the queue?

no if you find a vulnerability on the queue you will be able to cookie hijack, there a few people who
already do this and have been doing so since last season.

Daggerz - September 9, 2022, 8:52 am

(Sep 8, 2022 06:53 AM)Sirius111 Wrote: [CITE] no if you find a vulnerability on the queue you will be
able to cookie hijack, there a few people who already do this and have been doing so since last
season.

| recognise that name....is it VOO7?

SIM-5261566 - September 29, 2022, 12:40 pm

Anyone has any joy here. | think we're all trying to hit the same thing. Previous bypasses no longer
work, | can see there are some suggestions there maybe routes around, but does anyone have any
pointers to anything that may work... Ta

SIM-5262050 - September 30, 2022, 2:46 pm
Also after an update if anyone is any further into finding a new workaround?

djo2102 - October 7, 2022, 1:56 am

(Sep 6, 2022 07:25 AM)SteeleyScott Wrote: [CITE] Hi Daggerz, | think you have seen my post - let
me know if you still need help with this.

Can you please DM me?


https://hackforums.net/showthread.php?pid=61632349#pid61632349
https://hackforums.net/showthread.php?pid=61632380#pid61632380
https://hackforums.net/showthread.php?pid=61633488#pid61633488
https://hackforums.net/showthread.php?pid=61633710#pid61633710
https://hackforums.net/showthread.php?pid=61630873#pid61630873

danc81 - October 7, 2022, 4:47 am
Anyone got any updates on this? All previous methods don't work any more... Any ideas what might
work now?

GoinTheAsda - October 21, 2022, 10:05 am
Daggerz, curious to find out if you managed to figure this out?

NERO - October 28, 2022, 9:27 pm
(Aug 23, 2022 10:44 AM)Daggerz Wrote: [CITE] Right,

First of all I'm not sure if | have posted this in the right place - apologies if | haven't.
I am trying to find a method around being able to bypass a Queue and virtual waiting rooms.

| have been using a work around which involves spoofing the website into thinking you are
someone else but this now no longer works?.

Basically the system (queue-it) has a virtual waiting room around 30 minutes before the tickets go
on sale. How it works is that a 302 redirect is applied to the page(s) you are trying to access which
directs you to queue.
gueue-it com / bypass-online-queue / ... - this is how the system works.
it also appears that different websites are implementing how this queue system works.

it would be great if someone has any ideas on how this may be exploitable.

Daggerz x
Further more to my above post here is a little update;

I managed to disable some areas of JS on the website what appeared to remove the que, however
| was still able to see the background so the site is still holding me in the queue somehow? I'm not
sure if their is a way around this client side, would be great if anyone could chip in who has
experience in this. | have tried to block all 302's from the website but no page on the domain will
load whatsoever doing this.

this is the holding room before you are connected to the que

This is how a normal queue works and looks like on the site

| have been able to mess around with the JS and get the queue to not run however | am still held
within the same area of the site - perhaps a 302 would need to be blocked here but that breaks the
site completely

hope someone with more experience could help on matters,
Daggerz x

The application itself is server sided now. What your proposing is useless at this point. You would
need the ability to sign using queue-its key.


https://hackforums.net/showthread.php?pid=61612228#pid61612228

(Sep 8, 2022 06:53 AM)Sirius111 Wrote: [CITE] no if you find a vulnerability on the queue you will be
able to cookie hijack, there a few people who already do this and have been doing so since last
season.

Incorrect that's not how its done.

Graham1982 - January 15, 2023, 1:33 pm
If anyone can help, please message me. Will pay good money for a solution or even just for links

stany70 - February 3, 2023, 9:22 am
Does anyone have a solution for this yet?

mochator - March 6, 2023, 4:58 am
Hi, anybody knows how can bypass when is controller by server side? not by javascript?

Best regards

Biksoon1l - March 7, 2023, 2:50 am
cookie hijack on possibly vulnerability is a good idea tho

fante - April 3, 2023, 5:19 pm
Can anyone share the bypass to client-side implementations? Is it as simple as blocking requests to
gueue-it.net URLs?

TheBeatles - April 27, 2023, 2:49 am
need this if anyone has.

Heronll - May 9, 2023, 9:28 am
I’'m in the same boat to let me know if you find a way

NyQuil - May 17, 2023, 12:23 am

(Aug 25, 2022 12:01 PM)Daggerz Wrote: [CITE] thanks for that | would like to update the OP but I'm
unable to find an edit button? where can this be found haha

its now the little refresh button looking button @edit

SmyloMylo32 - June 24, 2023, 10:45 pm
Man... only finding out about these in 2023 but ticketmaster using queue-it prolly implemented things
on server side

Zorgath - July 22, 2023, 12:56 am

I've also been meddling with queue-it but just blocking scripts doesn't seem to work. Probably need
to cookie-hack it somehow if it's still possible. But, if it's all server-processed now, there probably
isn't any chance for it.

hirst90 - September 11, 2023, 10:00 am
(Aug 23, 2022 10:44 AM)Daggerz Wrote: [CITE] Right,

First of all I'm not sure if | have posted this in the right place - apologies if | haven't.
I am trying to find a method around being able to bypass a Queue and virtual waiting rooms.

| have been using a work around which involves spoofing the website into thinking you are
someone else but this now no longer works?.


https://hackforums.net/showthread.php?pid=61633710#pid61633710
https://hackforums.net/showthread.php?pid=61614969#pid61614969
https://hackforums.net/showthread.php?pid=61612228#pid61612228

Basically the system (queue-it) has a virtual waiting room around 30 minutes before the tickets go
on sale. How it works is that a 302 redirect is applied to the page(s) you are trying to access which
directs you to queue.
gueue-it com / bypass-online-queue/ ... - this is how the system works.
it also appears that different websites are implementing how this queue system works.

it would be great if someone has any ideas on how this may be exploitable.

Daggerz x
Further more to my above post here is a little update;

I managed to disable some areas of JS on the website what appeared to remove the que, however
| was still able to see the background so the site is still holding me in the queue somehow? I'm not
sure if their is a way around this client side, would be great if anyone could chip in who has
experience in this. | have tried to block all 302's from the website but no page on the domain will
load whatsoever doing this.

this is the holding room before you are connected to the que

This is how a normal queue works and looks like on the site

| have been able to mess around with the JS and get the queue to not run however | am still held
within the same area of the site - perhaps a 302 would need to be blocked here but that breaks the
site completely

hope someone with more experience could help on matters,

Daggerz x
I’'m also looking to bypass a waiting room that’s using Akamai? Can a body help?



