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 Minerva_Origin - February 18, 2023, 3:01 am 
Hi dear managers,
 
 Here there are many experts of security.
 
 In many Anti Virus softwares force us to keep windows 10 update.
 
 I am connecting to a wi-fi network and blocked all ip addresses in this network with regular windows
10 firewall and the only available ip address is :
 
 192.168.1.1 = gateway + 192.168.1.102 = my own ip address
 
 Some people from wi-fi security team told me we are working on hacking people with windows
update here.
 
 So some hours when i check windows update it hangs and some other hours later it is working.
 
 It seems they are tampering something in the other side as Man In The Middle attack.
 
 In another day i faced ARP poisoning from them.
 
 Just clarify here can they hack people with windows update such that easy or not?
 
 How can i prevent "Man In The Middle" attack and ARP poisoning?
 
 Just tell can anybody tamper windows update in same wi-fi network or from isp side?

skull - February 18, 2023, 10:44 pm 
With a Man in the Middle attack, you can set your own update firmware, however Windows verifies
the firmware signature, and sadly you won’t be able to sign it with a trusted source.

Minerva_Origin - February 19, 2023, 12:04 am 
Quote:With a Man in the Middle attack, you can set your own update firmware
 Firmware of what?
 Are you talking about mobile phones?
 My mobile phone is samsung & android.
 Can any body spoof it's new update and manipulate it?
 For windows i checked many web sites.
 Are you 100% sure that no body can simulate it's signature?
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