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Yani - April 22, 2023, 4:37 am
Looks fake.

- "Source code" makes no sense. It's the source code of a .NET obfuscator?
- Video in readme links to a Youtube video with obviously botted comments
- Links in the description of the video link to a heavily detected binary:

https://www.virustotal.com/qui/file/b541a4ac2908216c0eedf696973e7f10657eb535e4148c3ed5b3el
13c4b43143/detection

Definitely links to malware:
https://www.virustotal.com/qui/file/3f3ea7ec8be85813bble4666aacdbdab7e2fc92ab94b4d4d081bdc
e4fb434321/behavior

Drops 4 files and runs some powershell script. Adds stuff to startup.

More analysis:
https://www.hybrid-analysis.com/sample/b541a4ac2908216c0eedf696973e7f10657eb535e4148c3e
d5b3e113c4b43143/6443c5fc9725ab66e206644c

- Tries to steal crypto wallets
- Tries to steal browser data
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