Forum:Hack Forums

Thread: FREE Cybersecurity Resources (No BS)

M?tt - January 19, 2024, 10:35 am

| have been compiling some free resources over the last 4-5 that have helped me in my
Cybersecurity journey. Feel free to use these to help with coding, DFIR, Red Teaming, Blue
Teaming, and so much more! No fancy thread, just meat and potatoes. This is obviously not every
resource available, but I'll gladly add some if you share with the thread.

Online Education:ClassCentral - https://www.classcentral.com/
Cybrary - https://www.cybrary.it/

SANS Institute - https://www.sans.org/cyberaces/

EdX - https://www.edx.org/

Coursera - https://www.coursera.org/

Codecamp - https://www.freecodecamp.org/

Cyber Games / Activities:Pwn.College - https://pwn.college/
OverTheWire - https://overthewire.org/wargames/
UnderTheWire - https://underthewire.tech/

TryHackMe - https://tryhackme.com/

HackTheBox - https://www.hackthebox.com/

Coding Game - https://www.codingame.com/

Code Wars - https://www.codewars.com/

Crypto Pals - https://cryptopals.com/

PicoCTF - https://picoctf.org/

RootMe - https://www.root-me.org/?lang=en

Malware Unicorn - https://malwareunicorn.org/
Codecademy - https://www.codecademy.com/

DFIR Tools, Resources, Links - https://start.me/p/q6mw4Q/forensics

Tools:CyberChef - https://gchg.qgithub.io/CyberChef/

GTFOBIns - https://gtfobins.github.io/

Reverse Shell Cheatsheet -
https://github.com/swisskyrepo/PayloadsAllITheThings/blob/master/Methodology%20and%20Resour
ces/Reverse%20Shell%20Cheatsheet.md

HF Threads:[RESOURCE] Best websites to start hacking (by FreddieXXx) -
https://hackforums.net/showthread.php?tid=6261493

I'll answer a few questions regarding these, but at least do your own work and research before
asking. Show initiative because that's the only way you will become remotely successful in this field.

KyO - February 1, 2024, 6:15 pm
HQ post op , true legend

catbird88 - February 2, 2024, 4:13 am
thankssssss! it is interesting !

M?tt - February 2, 2024, 12:27 pm
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(Feb 1, 2024 07:15 PM)KyO Wrote: [CITE] HQ post op , true legend
(Feb 2, 2024 05:13 AM)cathird88 Wrote: [CITE] thankssssss! it is interesting !
Glad this was helpful! | hope to add more resources to this later this weekend.

mindhackdiva - February 2, 2024, 2:59 pm

(Jan 19, 2024 11:35 AM)M?tt Wrote: [CITE] | have been compiling some free resources over the last
4-5 that have helped me in my Cybersecurity journey. Feel free to use these to help with coding,
DFIR, Red Teaming, Blue Teaming, and so much more! No fancy thread, just meat and potatoes.
This is obviously not every resource available, but I'll gladly add some if you share with the thread.

Online Education:ClassCentral - https://www.classcentral.com/
Cybrary - https://www.cybrary.it/

SANS Institute - https://www.sans.org/cyberaces/

EdX - https://www.edx.org/

Coursera - https://www.coursera.org/

Codecamp - https://www.freecodecamp.org/

Cyber Games / Activities:OverTheWire - https://overthewire.org/wargames/
UnderTheWire - https://underthewire.tech/

TryHackMe - https://tryhackme.com/

HackTheBox - https://www.hackthebox.com/

Coding Game - https://www.codingame.com/

Code Wars - https://www.codewars.com/

Crypto Pals - https://cryptopals.com/

PicoCTF - https://picoctf.org/

RootMe - https://www.root-me.org/?lang=en

Malware Unicorn - https://malwareunicorn.org/

Codecademy - https://www.codecademy.com/

DFIR Tools, Resources, Links - https://start.me/p/q6mw4Q/forensics

Tools:CyberChef - https://gchg.github.io/CyberChef/

GTFOBIns - https://gtfobins.github.io/

Reverse Shell Cheatsheet -
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resour
ces/Reverse%20Shell%20Cheatsheet.md

HF Threads:[RESOURCE] Best websites to start hacking (by FreddieXx) -
https://hackforums.net/showthread.php?tid=6261493

I'll answer a few questions regarding these, but at least do your own work and research before
asking. Show initiative because that's the only way you will become remotely successful in this field.
Amen to that! There is no hand holding in this field. You either sink or swim.

Walt Disney™ - February 12, 2024, 7:58 pm
Thank you for this list. Some of these didn't exist when | was first learning.

TryHackMe 1 just started messing with. The site is slow as shit but actually gives good in-depth
details and makes you use real tools to learn. The nmap guide is by far the best I've ever seen.

M?tt - February 12, 2024, 8:14 pm
(Feb 12, 2024 08:58 PM)Walt Disney™ Worote: [CITE] Thank you for this list. Some of these didn't
exist when | was first learning.
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TryHackMe 1 just started messing with. The site is slow as shit but actually gives good in-depth
details and makes you use real tools to learn. The nmap guide is by far the best I've ever seen.
It could just be currently, but | haven't had any issues with speed with THM.

But yea, the rooms offer great beginner-level explanations and appealing to the eye. HackTheBox
is great if you already have some experience and don't mind everything kinda blending in together. |
plan on giving HTB a try again later this year.

Popular - February 12, 2024, 8:33 pm
Awesome list Matt,
Thanks for sharing with us.

Zayy - February 13, 2024, 5:31 am
fs saving this for later as well. Thanks for the post!

Euaggelistes - February 13, 2024, 7:17 am
What a list! Thanks for sharing.

This one is golden: https://gtfobins.qgithub.io
Didn't know about it before.

Spaced - February 13, 2024, 8:16 am
Nice one op. Great share.

There's a massive index of helpful resources which can also be found here:
https://www.reddit.com/r/hacking/wiki/index/

M?tt - February 14, 2024, 5:43 pm
(Feb 13, 2024 09:16 AM)Spaced Wrote: [CITE] Nice one op. Great share.

There's a massive index of helpful resources which can also be found here:
https://www.reddit.com/r/hacking/wiki/index/
I'll add that to the list, thank you!

(Feb 13, 2024 06:31 AM)Zayy Wrote: [CITE] fs saving this for later as well. Thanks for the post!
No problem!

(Feb 13, 2024 08:17 AM)Euaggelistes Wrote: [CITE] What a list! Thanks for sharing.

This one is golden: https://gtfobins.qgithub.io

Didn't know about it before.

GTFOBIns is amazing! | can't for the life of me remember where | found this, but | want to say it
was probably one of the TryHackMe rooms. [I've used this more times than | can remember.
Excellent for CTFs!

M?tt - May 20, 2024, 10:41 pm
| just added Pwn.College (https://pwn.college/) to the list. This is definitely one of my favorites now
and has helped me get more comfortable with the Terminal.

National Crime Agency UK - May 24, 2024, 5:05 am
Hi. Hopefully these may help as well:
Resources


https://gtfobins.github.io
https://www.reddit.com/r/hacking/wiki/index/
https://hackforums.net/showthread.php?pid=62277149#pid62277149
https://www.reddit.com/r/hacking/wiki/index/
https://hackforums.net/showthread.php?pid=62277027#pid62277027
https://hackforums.net/showthread.php?pid=62277103#pid62277103
https://gtfobins.github.io
https://pwn.college/
https://nationalcrimeagency.gov.uk/who-we-are/publications/524-cyber-choices-hacking-it-legal-resources/file

SilentSociety - May 24, 2024, 11:26 am
Thanks for the detailed info, im new here and this is helpful

ubas - June 13, 2024, 11:41 pm

(May 24, 2024 05:05 AM)National Crime Agency UK Wrote: [CITE] Hi. Hopefully these may help as
well:

Resources

respect for this one

MAD_hm - July 17, 2024, 2:09 am

(Jan 19, 2024 11:35 AM)M?tt Wrote: [CITE] | have been compiling some free resources over the last
4-5 that have helped me in my Cybersecurity journey. Feel free to use these to help with coding,
DFIR, Red Teaming, Blue Teaming, and so much more! No fancy thread, just meat and potatoes.
This is obviously not every resource available, but I'll gladly add some if you share with the thread.

Online Education:ClassCentral - https://www.classcentral.com/
Cybrary - https://www.cybrary.it/

SANS Institute - https://www.sans.org/cyberaces/

EdX - https://www.edx.org/

Coursera - https://www.coursera.org/

Codecamp - https://www.freecodecamp.org/

Cyber Games / Activities:Pwn.College - https://pwn.college/
OverTheWire - https://overthewire.org/wargames/
UnderTheWire - https://underthewire.tech/

TryHackMe - https://tryhackme.com/

HackTheBox - https://www.hackthebox.com/

Coding Game - https://www.codingame.com/

Code Wars - https://www.codewars.com/

Crypto Pals - https://cryptopals.com/

PicoCTF - https://picoctf.org/

RootMe - https://www.root-me.org/?lang=en

Malware Unicorn - https://malwareunicorn.org/
Codecademy - https://www.codecademy.com/

DFIR Tools, Resources, Links - https://start.me/p/g6mw4Q/forensics

Tools:CyberChef - https://gchg.github.io/CyberChef/

GTFOBIns - https://gtfobins.github.io/

Reverse Shell Cheatsheet -
https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resour
ces/Reverse%20Shell%20Cheatsheet.md

HF Threads:[RESOURCE] Best websites to start hacking (by FreddieXx) -
https://hackforums.net/showthread.php?tid=6261493

I'll answer a few questions regarding these, but at least do your own work and research before
asking. Show initiative because that's the only way you will become remotely successful in this field.
nice

Phiphyloso - August 18, 2024, 12:14 am
But it's so great,
The forum is really great, | didn't even know it existed.
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xsd4 - August 18, 2024, 4:02 pm
Love this kind of posts, very helpfull

M?tt - September 1, 2024, 9:58 pm
Since | can't edit my original post, I'm cross-referencing another thread:

https://hackforums.net/showthread.php?tid=6278977

Astorinyo - September 2, 2024, 10:45 am
Thanks you for your content

0705fakes - September 22, 2024, 3:57 am
thanks for the resources

SIM-5320087 - October 9, 2024, 12:29 pm
Thanks for sharing, much appreciated!


https://hackforums.net/showthread.php?tid=6278977

