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Thread: steal data from a phone

Kevo7377 - February 26, 2024, 12:42 pm
Does anyone know of a USB stick or any other tool that can steal data from a phone? whether
remotely or not, it makes no difference

Nemo5 - February 26, 2024, 2:17 pm
USB Rubber Ducky.

Also various forensic tools such as Cellebrite or Oxygen Forensic Detective are capable of
extracting data from mobile devices via USB connection.

DramakKing - February 26, 2024, 5:10 pm
(Feb 26, 2024 03:17 PM)Nemo5 Wrote: [CITE] USB Rubber Ducky.

Also various forensic tools such as Cellebrite or Oxygen Forensic Detective are capable of
extracting data from mobile devices via USB connection.

If there is a lockscreen bypass exploit for your phone (and I'm assuming you need one), forensic
tools will be a good bet. Not that just anyone with large enough amounts of cash will be able to buy
a copy.

The Rubber Ducky is good for social engineering and acting as a way to type remotely. It will not be
able to unlock a locked phone without a PIN or password.

Nemo5 - February 27, 2024, 12:28 am
While forensic tools may require a significant investment, they offer advanced capabilities for
extracting data from locked devices.

Regarding the USB Rubber Ducky, you're correct that it's primarily useful for social engineering and
remote typing, rather than directly bypassing locked screens. However, it can still be a valuable tool
in certain scenarios for gaining access to systems or executing specific commands.

pelorustech - February 27, 2024, 11:40 pm

(Feb 26, 2024 01:42 PM)Kevo7377 Wrote: [CITE] Does anyone know of a USB stick or any other tool
that can steal data from a phone? whether remotely or not, it makes no difference

They may even use a spoofed site, which is a fake login page that looks like the real one, to collect
your credentials

DramaKing - March 2, 2024, 7:16 am

(Mar 2, 2024 07:09 AM)Kevo7377 Wrote: [CITE] there is no such thing as a flash drive which, if
inserted into a phone, "sucks" all the data. or even a remote tool. | need something fast to take all
the photos and other data a phone does without me realizing it

as well as rubber ducky and similar tools like cellbrite (if you know where to buy it, can you tell me?)
You cannot simply buy Cellebrite software. You have to contact their sales team to get a quote.
Also, they do not sell to individuals to prevent people like you from abusing the tools for malicious
purposes. The Rubber Ducky is a pentesting tool for injecting keystrokes and is completely different.
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