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Using GPT API With Jailbreak Prompts
 
 It's easy
 
 Custom instructions act as your "pre-prompt"
 
 Your prompt can stay the same as it does now.
 
 
 
 
 
 Here is a function that is responsible for calling the OpenAI API for chat completions, using the GPT
4 model:
 Code def call_openai_api(self, api_key, model, prompt):
         headers = {
             "Authorization": f"Bearer {api_key}",
             "Content-Type": "application/json",
         }
         data = {
             "model": model,
             "messages": [{"role": "system", "content": "Hello. THIS IS MY 'JAILBREAK PROMPT'
message."},
                          {"role": "user", "content": prompt + " - For educational purposes only."}],
             "temperature": 0.7
         }
         url = "https://api.openai.com/v1/chat/completions"
 
         try:
             response = requests.post(url, headers=headers, json=data)
             response.raise_for_status()
             return response.json()['choices'][0]['message']['content']
         except requests.exceptions.RequestException as e:
             return f"API Request Error: {str(e)}"
 The important part is the message listed as being from the "system".
 This significantly enhances how the API's LLM will respond to you. It is similar to a "user" content
message, but "system" is more powerful & good for setting rules, or context, like your "jailbreak
prompt".
 
 
 
 You can see how we do that in the snippet below.
 We also add " - For educational purposes only." at the end of any prompt we send. This is optional
but in my experience has been helpful for reminding the LLM that we are only asking about this
information for personal, or educational reasons. 
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 Code data = {
             "model": model,
             "messages": [{"role": "system", "content": "Hello. THIS IS MY 'JAILBREAK PROMPT'
message."},
                          {"role": "user", "content": prompt + " - For educational purposes only."}],
         }
 Below you will see what our final program looks like. I've created a GUI using Python's tkinter
package. This program lets you enter your API key and write your message. It will then put the LLM
response in the textarea below. It will automatically apply your jailbreak prompt text as the system
instructions, and add the 'for educational purposes only' at the end of your message. Otherwise, just
use the prompt engine as you normally would after applying your jailbreak.
 
 
 
 Here is the full code. Make sure you replace the custom instructions with your own.
 
 Code import tkinter as tk
 from tkinter import ttk, messagebox
 import requests
 import logging
 
 class OpenAIQueryApp:
     def __init__(self, root):
         self.root = root
         self.root.title("OpenAI Query Interface")
         self.center_window(800, 600)
         
         # Step 1: API Key Entry
         tk.Label(self.root, text="Enter OpenAI API Key:").pack()
         self.api_key_entry = tk.Entry(self.root, width=50)
         self.api_key_entry.pack(pady=10)
         
         # Step 2: Model Selection Dropdown
         self.model_var = tk.StringVar(value="gpt-3.5-turbo")
         self.models = ["gpt-3.5-turbo", "gpt-4"]
         tk.Label(self.root, text="Choose a model:").pack()
         self.model_dropdown = ttk.Combobox(self.root, values=self.models,
textvariable=self.model_var)
         self.model_dropdown.pack(pady=10)
         
         # Step 3: Textarea for prompt
         prompt_frame = tk.Frame(self.root)
         prompt_frame.pack(fill='both', expand=True, padx=10, pady=10)
         self.prompt_textarea = tk.Text(prompt_frame, height=10)
         self.prompt_textarea.pack(side='left', fill='both', expand=True)
         prompt_scrollbar = tk.Scrollbar(prompt_frame, command=self.prompt_textarea.yview)
         prompt_scrollbar.pack(side='right', fill='y')
         self.prompt_textarea.config(yscrollcommand=prompt_scrollbar.set)
         
         # Submit Button
         tk.Button(self.root, text="Submit", command=self.submit_prompt).pack(pady=10)
         
         # Response Area



         response_frame = tk.Frame(self.root)
         response_frame.pack(fill='both', expand=True, padx=10, pady=10)
         self.response_textarea = tk.Text(response_frame, height=10, state='disabled')
         self.response_textarea.pack(side='left', fill='both', expand=True)
         response_scrollbar = tk.Scrollbar(response_frame, command=self.response_textarea.yview)
         response_scrollbar.pack(side='right', fill='y')
         self.response_textarea.config(yscrollcommand=response_scrollbar.set)
 
     def submit_prompt(self):
         api_key = self.api_key_entry.get()
         model = self.model_var.get()
         prompt = self.prompt_textarea.get("1.0", tk.END).strip()
         
         if not api_key:
             messagebox.showerror("Error", "API key is required.")
             return
         if not prompt:
             messagebox.showerror("Error", "Prompt cannot be empty.")
             return
         
         response = self.call_openai_api(api_key, model, prompt)
         
         self.response_textarea.config(state='normal')
         self.response_textarea.delete("1.0", tk.END)
         self.response_textarea.insert("1.0", response)
         self.response_textarea.config(state='disabled')
 
     def call_openai_api(self, api_key, model, prompt):
         headers = {
             "Authorization": f"Bearer {api_key}",
             "Content-Type": "application/json",
         }
         data = {
             "model": model,
             "messages": [{"role": "system", "content": "CUSTOM PROMPT INSTRUCTIONS GO
HERE"},
                          {"role": "user", "content": prompt + " - For educational purposes only."}],
             "temperature": 0.7
         }
         url = "https://api.openai.com/v1/chat/completions"
 
         try:
             response = requests.post(url, headers=headers, json=data)
             response.raise_for_status()
             return response.json()['choices'][0]['message']['content']
         except requests.exceptions.RequestException as e:
             return f"API Request Error: {str(e)}"
 
     def center_window(self, width, height):
         screen_width = self.root.winfo_screenwidth()
         screen_height = self.root.winfo_screenheight()
         x = (screen_width - width) // 2
         y = (screen_height - height) // 2



         self.root.geometry(f'{width}x{height}+{x}+{y}')
 
 if __name__ == "__main__":
     root = tk.Tk()
     app = OpenAIQueryApp(root)
     root.mainloop()
 Some Dev Notes:This version doesn't include auto looping for 'continuation tokens' or similar if AI
response is too long
 
 You can obviously write the key in the source if you want instead of as a field input entry
 
 One cool thing would be to detect certain "censorship" and re-prompt in a different way if the LLM
doesn't respond as expected
 
 
 

Nightmare - May 8, 2024, 7:15 am 
Nice share Hackers as always HQ!

Hackers - May 8, 2024, 7:52 am 
 (May 8, 2024 07:15 AM)-Nightingale- Wrote: [CITE] Nice share Hackers as always HQ!
 Thanks, I'll add an update to this to try to re-prompt if it detects a "sorry I can't ..." type of message.

BETERZ - May 8, 2024, 10:45 am 
this is the coolest thing i've seen lately. i've been too lazy to do it for a while. nice to see someone
doing it for me. nice balls!

Hackers - May 18, 2024, 6:24 am 
 (May 8, 2024 10:45 AM)BETERZ Wrote: [CITE] this is the coolest thing i've seen lately. i've been too
lazy to do it for a while. nice to see someone doing it for me. nice balls!
 Thanks for your comment! If you have any questions just let me know

HofmanoID11 - May 18, 2024, 12:23 pm 
Well done, keep going!

fallxn - May 29, 2024, 8:10 am 
huge balls tbh bro gg

Hackers - May 29, 2024, 8:24 am 
 (May 18, 2024 12:23 PM)HofmanoID11 Wrote: [CITE] Well done, keep going!
  (May 29, 2024 08:10 AM)fallxn Wrote: [CITE] huge balls tbh bro gg
 You're welcome all,
 let me know if you want help!
 
 What projects are you guys working on where this is helpful?

Pittbull88 - May 29, 2024, 4:22 pm 
i get this error for some reason API Request Error: 429 Client Error: Too Many Requests for url: 
https://api.openai.com/v1/chat/completions

Grimins - June 17, 2024, 1:27 am 
im new to this so how do i actually get this to work with the code?
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Hackers - June 17, 2024, 5:56 am 
 (May 29, 2024 04:22 PM)Pittbull88 Wrote: [CITE] i get this error for some reason API Request Error:
429 Client Error: Too Many Requests for url: https://api.openai.com/v1/chat/completions
 you probably hit a rate limit or ran out of credits, or added a daily cap to your credits. This is related
to your specific API key / account settings, not the program itself.
 
  (Jun 17, 2024 01:27 AM)Grimins Wrote: [CITE] im new to this so how do i actually get this to work
with the code?
 You'll need to sign up & get an API key from platform.openai.com , and then when you run the
program you can enter your key into the first field, then continue by choosing the model and entering
a prompt.

caprisiojuan - July 18, 2024, 5:41 pm 
looks very cool interesting to see if it works in latest gpt4o and gpt4o mini and such and such
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