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Lateral Movement and Data Exfiltration: A Step-by-Step Guide

Welcome. This guide is geared toward those who want to learn how to manually pivot through
network systems and use Linux to gain access to a web server using common expressions you will
find useful later on if you decide to pursue a pathway within CS. ? Exercise 1: Reconnaissance
Using ‘grep’

Objective: Use "grep to locate sensitive information within system files.

Commands and Explanation:
Code grep 'password' /etc/* Searches for occurrences of the word "password" in configuration
files.

Code grep -r 'admin’ /var/www/ Recursively searches for "admin” credentials in the web server
directory.

Code grep -E '192\.168\.1\.[0-9]+' logs.txt Finds local IP addresses within log files using an
extended regular expression.

? Pro Tip: Combine "grep” with "-i" (case-insensitive) and "-n" (line numbers) for detailed output.
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? Exercise 2: Mastering Regular Expressions
Objective: Utilize regular expressions (regex) to refine data searches.

Examples:

Code grep "\$password' config.txt Targets variables prefixed by "$password".

Code grep TAa]dmin[0-9]* users.txt Identifies user entries that begin with "Admin" or "admin"
followed by numerical digits.

Code grep -E 'ssid:.*password:.*" wifi_configs.txt Locates SSID-password pairs within Wi-Fi
configuration files.

? Exercise 3: Non-Interactive Scripting

Objective: Automate data extraction processes using Bash scripts.

Sample Script:

Code #!/bin/bash

grep -E 'password|admin’ /etc/* > extracted_credentials.txt

grep -E '"192\.168\.1\.[0-9]+' logs.txt >> extracted_credentials.txt
echo "Extraction complete: saved to extracted_credentials.txt"

Execution:
Code chmod +x extract_info.sh
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Jextract_info.sh

Key Takeaway: Scripts streamline repetitive tasks, reducing the potential for human error.
? Exercise 4: Interactive Scripting for Router Domination
Objective: Prompt users for precision strikes on target systems.

Sample Script:

Code #!/bin/bash

echo "Enter target router IP: "

read router_ip

echo "Attempting to connect to $router_ip..."
ssh admin@$router_ip

Execution:
Code chmod +x target_router.sh
target_router.sh

Key Takeaway: Interactive scripts allow for dynamic user input, making them adaptable to varying
operational contexts.

? Exercise 5: Automation with Loops and Conditional Logic

Objective: Implement loops and conditions for dynamic task execution.

Loops Example:

Code #!/bin/bash

for port in 22 80 443; do
echo "Scanning $router_ip on port $port..."
nmap -p $port $router_ip

done

Conditional Logic Example:
Code #!/bin/bash

echo "Enter router IP:"

read router_ip

ping -c 1 $router_ip &> /dev/null

if [$? -eq 0 ]; then

echo "Router is reachable. Extracting data..."

scp admin@$router_ip:/var/log/router.log ./router_data.log
else

echo "Router unreachable. Verify IP and try again."
fi

Key Takeaway: Loops enable repetitive task execution across multiple parameters, while
conditional logic adapts scripts to system states.
? Conclusion

This guide provides a comprehensive framework for leveraging Kali Linux in lateral movement
scenarios. This is recommended for intermediate users or those familiar with Kali.

You should now know how to do some of the following after prompting the rest of my post via
google and researching:

- File searches with "grep".

- Regex for precise data extraction.



- Simple Automation through non-interactive scripts.
- Noob Sample of Dynamic scripting with loops and conditions.
- Very basic lateral movement in network environments.

Note: As you can see, it is very basic boolean logic that anyone can begin to pick up.



