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Mastering File Permissions on Linux: A Comprehensive Guide for Beginners and Pros

Understanding file permissions in Linux is crucial for system security and efficient management.
This guide will walk you through the essentials of file permissions on a Debian-based system.

1. Basics of File Permissions

Linux file permissions are divided into three categories:
- Owner

- Group

- Others

Each category can have three types of permissions:
- Read ® - View the contents of the file.

- Write (w) - Modify the file.

- Execute (x) - Run the file as a program.

2. Viewing Permissions
To view file permissions, use the Code Is - command:

Code Is -

Example output:

Code -rw-r--r-- 1 user group 1234 Jan 01 12:00 example.txt- -rw-r--r--: File type and permissions
- user: Owner

- group: Group

- 1234: File size

- Jan 01 12:00: Modification date

- example.txt: File name

3. Changing Permissions
Use the Code chmod command to change file permissions.

Syntax:

Code chmod [permissions] [file]
Example:

Code chmod 755 example.txt
Explanation:

- 7: Owner (rwx)

- 5: Group (r-x)

- 5: Others (r-x)

4. Using Symbolic Permissions
Alternatively, use symbolic representation:

Example:
Code chmod u+x example.txt- u: User
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- X: Execute

5. Changing Ownership
To change file ownership, use the Code chown command.

Syntax:

Code chown [owner]:[group] [file]

Example:

Code chown user:group example.txt

6. Changing Group Ownership

Use Code chgrp to change the group ownership:

Code chgrp group example.txt
7. Setting Default Permissions
Default permissions are controlled by Code umask.

View current Code umask:

Code umask

Set a new Code umask:

Code umask 022

8. Special Permissions

- Setuid (s): Allows a user to run an executable with the permissions of the file owner.
- Setgid (s): Allows a file to be run with the permissions of the group owner.

- Sticky Bit (t): Ensures only the owner can delete or modify the file.

Example:

Code chmod +s example.txt

chmod +t example.txt

9. Managing Permissions with ACLs
ACLs provide more granular permissions.

Set an ACL:

Code setfacl -m u:user:rw example.txt

View ACLs:

Code getfacl example.txt

10. For Yum Users

On Red Hat-based systems, use Code yum to install required tools:

Code sudo yum install acl

11. Conclusion

Mastering file permissions is a vital skill for Linux users. This guide covers the basics and advanced
techniques, ensuring you can manage your system securely and efficiently.

Feel free to copy and paste the provided commands directly into your terminal. Happy learning!

PS: Give a heart



