Forum:Hack Forums

Thread: Cyber Hunter 2.0: Help Build an Autonomous Vulnerability Scanner

Ulyanovsk - April 6, 2025, 7:09 am
Hey tech folks, cyber warriors, and code magicians!

I'm working on a next-gen network scanner project, inspired by the Blob ? — a fully autonomous
entity that moves through networks, identifies known and unknown vulnerabilities, adapts, and
explores stealthily.

? Project Highlights:

Maximum stealth (anti-detection by design)

Intelligent vulnerability detection (Al/ML-powered)

Deep scanning (OS, installed software, misconfigurations)
Automated exploitation of discovered vulnerabilities
Report export (HTML, CSV, email)

Propagation via SSH, SMB, and more

Real-time vulnerability feeds (.csv.gz -> SQLite -> PKL)

? Looking for: Dev or security enthusiasts who are:

Into Python, networking, cybersecurity, Al/ML, or low-level system dev
Curious, creative, and want to push boundaries

Down to build something badass — maybe open source, maybe monetized later

? I've already built scripts to pull and store vulns, laid out the network scanner's base, and started
work on the Al part — but I'm looking for real partners to take this further.

? Want to help build an autonomous, intelligent scanner that gives Nmap a run for its money?
Let's talk.

? DM me or drop a comment if you're interested.
Let’s build the brain of the network.

Robert Rouge - April 6, 2025, 7:12 am
seems like a cool project. jeep us updated

Ulyanovsk - April 6, 2025, 7:33 am
(Apr 6, 2025 07:12 AM)Robert Rouge Wrote: [CITE] seems like a cool project. jeep us updated
The first version almost functionnal


https://hackforums.net
https://hackforums.net/showthread.php?tid=6295744
https://hackforums.net/showthread.php?pid=62718537#pid62718537

Bastille - April 6, 2025, 9:54 am
Sounds to be an interesting project, good luck with it !

Tyr - April 6, 2025, 9:56 am
Quote: Looking for: Dev or security enthusiasts who are:

Into Python, networking, cybersecurity, Al/ML, or low-level system dev
Curious, creative, and want to push boundaries
Hello OP. | am interested in your venture.

Ivanov_1 - April 6, 2025, 10:09 am
Looks very promising and i look forward for updates.

7 - April 6, 2025, 10:20 am
Interesting. Lets see some working demos.
| personally am working on something similar but for recon and OSint.

Which autospiders via API (snusbase, intelx, dehashed, ipinfo, reverse image, facial recognition
match and others..), saves to database

It can reverse images, facial match profile pictures and message the target to try to obtain the
AMSI.

It can be singular input such a username, IP, email or even a photo...

It then outputs to the database and score the likelyness and also outputs to maltego graph.

| am interested to see your product pan out.

TFUEIDO - April 6, 2025, 10:23 am
Seems cool, can’t wait to see it

Ulyanovsk - April 9, 2025, 9:19 am
(Apr 6, 2025 09:56 AM)Tyr Wrote: [CITE] Hello OP. | am interested in your venture.
how can | contact you

(Apr 6, 2025 10:20 AM)7 Wrote: [CITE] Interesting. Lets see some working demos.
| personally am working on something similar but for recon and OSint.

Which autospiders via API (snusbase, intelx, dehashed, ipinfo, reverse image, facial recognition
match and others..), saves to database

It can reverse images, facial match profile pictures and message the target to try to obtain the
AMSI.
It can be singular input such a username, IP, email or even a photo...

It then outputs to the database and score the likelyness and also outputs to maltego graph.

| am interested to see your product pan out.
Damn bro your project look pretty good. How can | contact you

(Apr 6, 2025 10:09 AM)lvanov_1 Wrote: [CITE] Looks very promising and i look forward for updates.


https://hackforums.net/showthread.php?pid=62718634#pid62718634
https://hackforums.net/showthread.php?pid=62718656#pid62718656
https://hackforums.net/showthread.php?pid=62718647#pid62718647

?
Tyr - April 9, 2025, 9:44 am

(Apr 9, 2025 09:19 AM)Ulyanovsk Wrote: [CITE] how can | contact you

Damn bro your project look pretty good. How can | contact you
?
On site through convo or DM please. Thank you.

Al masry - April 12, 2025, 1:06 pm
good man good man good man

tope - April 18, 2025, 3:49 am
(Apr 6, 2025 07:09 AM)Ulyanovsk Wrote: [CITE] Hey tech folks, cyber warriors, and code magicians!

I'm working on a next-gen network scanner project, inspired by the Blob ? — a fully autonomous
entity that moves through networks, identifies known and unknown vulnerabilities, adapts, and
explores stealthily.

? Project Highlights:

Maximum stealth (anti-detection by design)

Intelligent vulnerability detection (Al/ML-powered)

Deep scanning (OS, installed software, misconfigurations)
Automated exploitation of discovered vulnerabilities
Report export (HTML, CSV, email)

Propagation via SSH, SMB, and more

Real-time vulnerability feeds (.csv.gz -> SQLite -> PKL)

? Looking for: Dev or security enthusiasts who are:

Into Python, networking, cybersecurity, AI/ML, or low-level system dev
Curious, creative, and want to push boundaries

Down to build something badass — maybe open source, maybe monetized later

? I've already built scripts to pull and store vulns, laid out the network scanner's base, and started
work on the Al part — but I'm looking for real partners to take this further.

? Want to help build an autonomous, intelligent scanner that gives Nmap a run for its money?
Let's talk.

? DM me or drop a comment if you're interested.


https://hackforums.net/showthread.php?pid=62720790#pid62720790
https://hackforums.net/showthread.php?pid=62718535#pid62718535

Let’s build the brain of the network.
Sounds like a promise.

| am ineterested in joining this venture.
| am also a dev. Please dm me

Hamedmusa - December 23, 2025, 7:01 pm
| Will like to buy you tools please how much is it



