Forum:Hack Forums

Thread: [UNOFFICIAL] HackHF — Jeopardy-Style Hacking Challenges for HackForums

skull - April 22, 2025, 4:56 am

Prizes are temporary paused due to lots of work. More missions will come very shortly.

6 - April 22, 2025, 4:59 am
Let's see who are the top 3 H4CK3R$ on HF.

_VOX - April 22, 2025, 5:18 am
Nice feature! Best of luck to those who play.

6 - April 22, 2025, 5:25 am
(Apr 22, 2025 05:18 AM)_VOX Wrote: [CITE] Nice feature! Best of luck to those who play.
Everyone should play to learn or to showoff their skills and of course for the prizes.

Please note that this is the only way to get into H4CK3R$

Chrome - April 22, 2025, 5:27 am
(Apr 22, 2025 05:25 AM)6 Wrote: [CITE] Everyone should play to learn or to showoff their skills and
of course for the prizes.

Please note that this is the only way to get into H4CK3R$
So this is the new recruitment?

6 - April 22, 2025, 5:28 am
(Apr 22, 2025 05:27 AM)Chrome Wrote: [CITE] So this is the new recruitment?

Yup, HackHF certification will make you eligible.

HackHF score is an official H4ACK3R$ entry requirement

Chrome - April 22, 2025, 5:29 am
(Apr 22, 2025 05:28 AM)6 Wrote: [CITE] Yup
Cool idea, | like it

ttbrO - April 22, 2025, 6:43 am

very cool idea, had a quick run through it. cant get realistic 2 for some reason. excited to see future
updates.
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Sam - April 22, 2025, 6:50 am
It's great to see a group being innovative by allowing members to participate in activities while being
rewarded. You don't often see that nowadays on this forum. Well done!

PercevalFox - April 22, 2025, 6:59 am
Ohhhh !'It'll be fun tonight ?
I'min:D

Money- - April 22, 2025, 7:18 am
Lol , is basic mission Ivl 9 bugged out? | found the pass but the page returns 404 , intentional huh?

Edit : nvm i got it.

Jamika - April 22, 2025, 7:27 am
(Apr 22, 2025 04:56 AM)skull Wrote: [CITE] H4ACK3R$ PRESENTS! ? HackHF — Jeopardy-Style
Hacking Challenges for HackForums ?

Think you've got what it takes to be in the Top 10 Hackers on HackForums?
Join the challenge at hackhf.net — a platform made exclusively for HackForums users.

? Leaderboard

Me, skull, as the creator of these missions, will not be counted on the highscore.

? What is HackHF?
HackHF is a jeopardy-style hacking challenges platform integrated directly with HackForums.

It's a gamified learning ground to test your skills, learn, and compete with the best.

? Rewards!
We in H4CK3R$ are excited to share the rewards for the best players of HackHF.
The rewards are based on highscore placement, every month.

Rewards for highscore placement the 1st of every month:

#1:

50.000 bytes

Receive a invite to H4CK3R$ group here on HF
The award, will be removed when no longer #1
The award, if not already granted

The award, if also the top #1 on the last month

#2
10.000 bytes
Will be considered for the H4CK3R$ group, no promises

#3
5.000 bytes
Will be considered for the H4CK3R$ group, no promises
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These rewards may change at anytime, with no warning

? Platform Features:

? Login with your HackForums account

? Currently 3 challenge categories: Basic, Cookie, and Realistic
? Points-based scoring system

? Real-time leaderboard (Top 10 shown in this thread)

? User progress tracking

? New missions every week

? How to Join:

Visit: hackhf.net

Login with your HackForums account

Start completing missions

Compete for a spot on the Top 10 Leaderboard

? Weekly missions mean you’ve always got a new challenge waiting.

Only the top 10 users will be featured here.

Will your name be on it next? ?

Got questions, feedback, ideas, or bugs to report? PM me or reply below.

We would in H4CK3RS$, suggest this to be added as part of the Games menu.

Didn't know its really a hack game , but nice idea as general

Badge - April 22, 2025, 8:03 am
Such a sick and fun thing to add as a recruitment or just learning, playing right now

Omniscient - April 22, 2025, 8:26 am
This is pretty cool. Let's see how well it goes.

skull - April 22, 2025, 8:29 am
(Apr 22, 2025 08:26 AM)Omniscient Wrote: [CITE] This is pretty cool. Let's see how well it goes.
It's quite similar to the site you had, not sure if it’s still around?

Money- - April 22, 2025, 9:02 am
Tor ttbrO Imao you both funny MFs. | poped you both. Rank 1 now.

Going to sleep. Probably someone takes 1st place later on tmr.

skull - April 22, 2025, 9:03 am
It's good to see people really going through the challenges.

I’'m gonna launch a few more harder missions tomorrow ?
(Apr 22, 2025 07:18 AM)Money- Wrote: [CITE] Lol , is basic mission Ivl 9 bugged out? | found the
pass but the page returns 404 , intentional huh?

Edit : nvm i got it.
Thank you for letting me know. I'll fix the 404.
Hint hint, no one found a secret mission yet ?
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A issue some users had with Basic 6, was that there was a invalid character ? in the encrypted
password, making it very much more difficult to crack it.
This has now been resolved, thanks for reporting the issue @7@

Bastille - April 22, 2025, 9:53 am
Bringing back HF to its roots, hacking, that's what | like to see on a forum named HACK forums ?

Congrats guys, will try my luck when | have more free time (already overwhelmed by THM, certs,
MRT-X and other projects)

Really nice project ?

Omniscient - April 22, 2025, 10:51 am
Gave it a try, seems pretty awesome.

Will work on helping you integrate this.

Cap - April 22, 2025, 11:08 am
Love seeing this man. Excellent job with it.

6 - April 22, 2025, 11:54 am
(Apr 22, 2025 09:02 AM)Money- Wrote: [CITE] Tor ttbrO Imao you both funny MFs. | poped you both.
Rank 1 now.

Going to sleep. Probably someone takes 1st place later on tmr.

There will be more missions added soon, also we are thinking to integrate hackthebox into hackhf
as well where you will be pentesting on actual linux servers.

PercevalFox - April 22, 2025, 12:07 pm
i'm very stuck on basic 9 ! | want a hint, but the price are insanely expensive .. This is absolutely not
fair..

Tyr - April 22, 2025, 12:18 pm
You've done a great job with this and | HIGHLY recommend this to anyone new that is joining who
wants to get into web penetration.

Confound - April 22, 2025, 12:40 pm
I'm absolutely loving this. Havent felt this engaged with an HF activity in a while.

Really appreciate your taking the time to make this happen. Great work guys. WOW! Very
impressed.

FrostMost - April 22, 2025, 12:45 pm
Literally been working on it all day. Done some but others...... are just too hard for my newbie ass?

But in general awesome job skull the best thing | have seen on HF(apart from community ofc?)
2?7

SIM-5063966 - April 22, 2025, 1:01 pm
(Apr 22, 2025 09:02 AM)Money- Wrote: [CITE] Tor ttbrO Imao you both funny MFs. | poped you both.
Rank 1 now.

Going to sleep. Probably someone takes 1st place later on tmr.
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I've been stuck on #3, you did them way too fast

FrostMost - April 22, 2025, 1:28 pm

Just one question!!!

Know that | will probably sound annoying af but will there be explanations out after the first month
for tasks???

Like I genuinely gave hard ones a shot and stood no chance so | just wanted to ask if there will be
any??

2?77?77

skull - April 22, 2025, 1:42 pm

(Apr 22, 2025 01:28 PM)FrostMost Wrote: [CITE] Just one question!!!

Know that | will probably sound annoying af but will there be explanations out after the first month
for tasks???

Like I genuinely gave hard ones a shot and stood no chance so | just wanted to ask if there will be
any??

2?77

| don’t plan on giving away the results directly, as the fun part is learning. But maybe we should
have some discussions here on HF, towards how to solve missions, without directly giving away the
solution.

6 - April 22, 2025, 1:42 pm

(Apr 22, 2025 01:28 PM)FrostMost Wrote: [CITE] Just one question!!!

Know that | will probably sound annoying af but will there be explanations out after the first month
for tasks???

Like I genuinely gave hard ones a shot and stood no chance so | just wanted to ask if there will be
any??

2?7?77

You can buy the hints , if you are stuck

#TROJ4N - April 22, 2025, 1:46 pm
Realistic 3 no hints no way to submit result, what am | missing.
it has been a very very long time since | have done something like this

skull - April 22, 2025, 1:48 pm

(Apr 22, 2025 01:46 PM)#TR0J4N Wrote: [CITE] Realistic 3 no hints no way to submit result, what
am | missing.

it has been a very very long time since | have done something like this

First thing, is somewhat hidden. You first step would be to find what's hidden. So where could
something be hidden on a deface page?

Info for all: Realistic 2 has some database issues, if you have issues with it, then that might be
why. I'll have it resolved in the morning.

Mercury - April 22, 2025, 1:56 pm
Can't wait to get home and fire this up. Awesome work, skull

Tor - April 22, 2025, 1:58 pm

(Apr 22, 2025 01:48 PM)skull Wrote: [CITE] First thing, is somewhat hidden. You first step would be
to find what's hidden. So where could something be hidden on a deface page?

Info for all: Realistic 2 has some database issues, if you have issues with it, then that might be
why. I'll have it resolved in the morning.

Awesome site skull . You rock!

Thank god | read this before trying few more hours realistic 2 ? ?
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(Apr 22, 2025 09:02 AM)Money- Wrote: [CITE] Tor ttbrO Imao you both funny MFs. | poped you
both. Rank 1 now.

Going to sleep. Probably someone takes 1st place later on tmr.
You a master @Money-@ . Ildk how people managed to do basic 9.

#TROJA4N - April 22, 2025, 2:00 pm
(Apr 22, 2025 01:48 PM)skull Wrote: [CITE] First thing, is somewhat hidden. You first step would be
to find what's hidden. So where could something be hidden on a deface page?

Info for all: Realistic 2 has some database issues, if you have issues with it, then that might be
why. I'll have it resolved in the morning.

Already found what is hidden even submitted stuff to overwrite the defaced page , | will keep trying.

Anyway it is fun taking me back at least 16 years ago.
Edit: | tried Realistic 2, with classic sqli wasn't going anywhere.

6 - April 22, 2025, 2:04 pm
(Apr 22, 2025 02:00 PM)#TR0J4N Wrote: [CITE] Already found what is hidden even submitted stuff
to overwrite the defaced page , | will keep trying.

Anyway it is fun taking me back at least 16 years ago.

Edit: | tried Realistic 2, with classic sqli wasn't going anywhere.
The missions are supposed to be difficult and challenging.

Tyr - April 22, 2025, 2:09 pm

(Apr 22, 2025 04:56 AM)skull Wrote: [CITE] We would in H4ACK3RS$, suggest this to be added as part
of the Games menu.

[/align]

I am 20000% behind this.

#TROJ4N - April 22, 2025, 2:09 pm
(Apr 22, 2025 02:04 PM)6 Wrote: [CITE] The missions are supposed to be difficult and challenging.
Obviously or it wouldn't be fun, loving it it is good for my lazy brain ?

Foxxy Proxies Ltd - April 22, 2025, 2:24 pm
Nice incentives not only for group entrance membership, but for one to showcase their own skills.

Confound - April 22, 2025, 2:26 pm
Anyone know if Basic 7 is broken?

Prom3th3us - April 22, 2025, 2:28 pm
This is really cool, i like this style of learning.

skull - April 22, 2025, 2:29 pm

(Apr 22, 2025 02:26 PM)Confound Wrote: [CITE] Anyone know if Basic 7 is broken?
Not broken.

However if you think it's broken, convo me what you have done

SoulZeh - April 22, 2025, 2:40 pm
Good shit Skull, sure this will get a lot of people encouraged.
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Tor - April 22, 2025, 2:41 pm
(Apr 22, 2025 09:02 AM)Money- Wrote: [CITE] Tor ttbrO Imao you both funny MFs. | poped you both.
Rank 1 now.

Going to sleep. Probably someone takes 1st place later on tmr.

Probably someone takes 1st place later on tmr. ?

skull - April 22, 2025, 2:41 pm

(Apr 22, 2025 02:40 PM)SoulZeh Wrote: [CITE] Good shit Skull, sure this will get a lot of people
encouraged.

Thank you SoulZeh

Also nice seeing your user title ?
(Apr 22, 2025 02:41 PM)Tor Wrote: [CITE]

Probably someone takes 1st place later on tmr. ?
I'll be updating it, so it’s also about timing, first to the amount of points will stick there until someone
has more points.

Right now the lower user ID gets first if they have the same amount ? Which seems unfair

SoulZeh - April 22, 2025, 2:47 pm
(Apr 22, 2025 02:41 PM)skull Wrote: [CITE] Thank you SoulZeh

Also nice seeing your user title ?
Never changed it :D, for that | deserve that Skull award :D but nah seriously, I'm not a "hacker"
whatever went onto the site, looks fun asf

Tor - April 22, 2025, 2:53 pm
(Apr 22, 2025 02:41 PM)skull Wrote: [CITE] Thank you SoulZeh

Also nice seeing your user title ?

I'll be updating it, so it’s also about timing, first to the amount of points will stick there until someone
has more points.

Right now the lower user ID gets first if they have the same amount ? Which seems unfair
Seems fair for the fastest to keep the position the longest.

Envy - April 22, 2025, 2:54 pm

I'm glad to see the support you've received for this so far, it is very well deserved and | truly hope it
does become a bigger part of HackForums. The work you have done here is truly outstanding and
having Omniscient on board and good responses from the forum is a huge win, | can't wait to try it
out.

Great job skull and the H4CK3R$ team.

skull - April 22, 2025, 3:01 pm

(Apr 22, 2025 06:43 AM)ttbrO Wrote: [CITE] very cool idea, had a quick run through it. cant get
realistic 2 for some reason. excited to see future updates.

FYI, found a issue with it. Will be fixing it tomorrow.
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But great job with the others, fast as the wind ?
(Apr 22, 2025 02:00 PM)#TR0J4N Wrote: [CITE] Already found what is hidden even submitted stuff
to overwrite the defaced page , | will keep trying.

Anyway it is fun taking me back at least 16 years ago.

Edit: | tried Realistic 2, with classic sqli wasn't going anywhere.

Realistic 2 is sadly broken. Will fix it tomorrow.

For the deface page, if you believe you solved it, without getting it granted, message me directly
with the details, then | can confirm

Money- - April 22, 2025, 3:15 pm

(Apr 22, 2025 11:54 AM)6 Wrote: [CITE] There will be more missions added soon, also we are
thinking to integrate hackthebox into hackhf as well where you will be pentesting on actual linux
servers.

HTB is fine , boot2root style is fun too. But avoid those unrealistic boxes though. Sometimes too
much guessing work involved etc.

OSCP Style boxes are the best , realistic and logical.
Something like CVE style boxes or just general owasp top 10 web exploit boxes , than those you
know finding flags inside an image file or some stuff.

| am glad | dint see anything or just guess work on this challenge.
Avoid guessing stuff. Make it logical and make sense and stick to real world even better.

Sadly to say at least like 80% of HTB stuff aren't that realistic. | don't know how they are now. Its
been years since | played them.

Sometimes their easy boxes are also slight harder and then when u found out the solution, its some
random exploit or some weird guessing stuff you never thought off lol.

Or maybe 1 just suck / ain't googling hard enough lol.

skull - April 22, 2025, 3:19 pm
(Apr 22, 2025 03:15 PM)Money- Wrote: [CITE] HTB is fine , boot2root style is fun too. But avoid
those unrealistic boxes though. Sometimes too much guessing work involved etc.

OSCP Style boxes are the best , realistic and logical.
Something like CVE style boxes or just general owasp top 10 web exploit boxes , than those you
know finding flags inside an image file or some stuff.

| am glad | dint see anything or just guess work on this challenge.
Avoid guessing stuff. Make it logical and make sense and stick to real world even better.

Sadly to say at least like 80% of HTB stuff aren't that realistic. | don't know how they are now. Its
been years since | played them.

Sometimes their easy boxes are also slight harder and then when u found out the solution, its some
random exploit or some weird guessing stuff you never thought off lol.

Or maybe 1 just suck / ain't googling hard enough lol.

Of cause, it all has to be relevant somehow. Guesswork is not hacking or penetrating, so such
challenges are not my style.

Our plan with later real boxes, are to stick to known or common CVE. Most likely these will give it
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away with a quick CVE scan, but we will see once we actually get to these boxes, still a lot of
development to do before they are ready for a beta test.

6 - April 22, 2025, 3:30 pm

(Apr 22, 2025 03:19 PM)skull Wrote: [CITE] Of cause, it all has to be relevant somehow. Guesswork
is not hacking or penetrating, so such challenges are not my style.

Our plan with later real boxes, are to stick to known or common CVE. Most likely these will give it
away with a quick CVE scan, but we will see once we actually get to these boxes, still a lot of
development to do before they are ready for a beta test.

| think that a hacker scans and guesses known vulnerabilities, i think that the directions before a
mission are enough.

| think there should be more types of hints for each mission, cheap ones and expensive ones.

skull - April 22, 2025, 3:31 pm
(Apr 22, 2025 03:30 PM)6 Wrote: [CITE] | think that a hacker scans and guesses known
vulnerabilities, i think that the directions before a mission are enough.

| think there should be more types of hints for each mission, cheap ones and expensive ones.
Once | finish the dashboard for us to manage, we can look into the hint prices again. And the hints
themself to see if they make sense or not.

6 - April 22, 2025, 3:37 pm
(Apr 22, 2025 03:31 PM)skull Wrote: [CITE] Once | finish the dashboard for us to manage, we can
look into the hint prices again. And the hints themself to see if they make sense or not.
Yes, there should be easy hints, and also the difficult expensive ones.

(Apr 22, 2025 03:37 PM)6 Wrote: [CITE] Yes, there should be easy hints, and also the difficult
expensive ones.
edit. nvm i see it is already there.

Im High - April 22, 2025, 7:04 pm
Oh this is the kind of stuff | like to see. Thanks for taking the time and sharing it with everyone.

7 - April 22, 2025, 10:19 pm
(Apr 22, 2025 03:01 PM)skull Wrote: [CITE] FYI, found a issue with it. Will be fixing it tomorrow.

But great job with the others, fast as the wind ?

Realistic 2 is sadly broken. Will fix it tomorrow.

For the deface page, if you believe you solved it, without getting it granted, message me directly
with the details, then | can confirm

LOL.

Thats the one | was doing all night lol

I love the idea the first couple were simple and there was an error on one | tried.
So i moved onto realistic 2 spend hours on it lol...
In all very cool idea and yeah amazing stuff for HF very educational.

Personally website hacking is like my lowest skill of all even though people used to think NulldB
meant databases lol.. It was Decibel meaning like silent. and althought realistic 2 was a waste of a
few hours lol its was educational though. very good stuff
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I wish | had more time for this kinda of stuff actually eventually | might start more ctf type stuff.
But anyway great amazing contibution to HF.

SIM-5063966 - April 22, 2025, 11:23 pm

(Apr 22, 2025 03:31 PM)skull Wrote: [CITE] Once | finish the dashboard for us to manage, we can
look into the hint prices again. And the hints themself to see if they make sense or not.

If you want to add hints, | recommend that they deduct points from the respective challenge upon
completion.

Small hints remove 20% of the points the challenge gives, medium hints 30% and so on, otherwise
people with a large number of bytes can simply buy solutions left and right and be on the first place.

| am not a fan of hints in CTFs, but if you decide to add them, please consider this.
Thanks again for providing us with this platform. It's a really cool addition to HF, and you deserve all
the good words everyone is saying.

skull - April 22, 2025, 11:39 pm
(Apr 22, 2025 11:23 PM)WiflsThis Wrote: [CITE] If you want to add hints, | recommend that they
deduct points from the respective challenge upon completion.

Small hints remove 20% of the points the challenge gives, medium hints 30% and so on, otherwise
people with a large number of bytes can simply buy solutions left and right and be on the first place.

| am not a fan of hints in CTFs, but if you decide to add them, please consider this.

Thanks again for providing us with this platform. It's a really cool addition to HF, and you deserve all
the good words everyone is saying.

We will take this into consideration. Thank you for the suggestion. ?

6 - April 22, 2025, 11:51 pm
(Apr 22, 2025 11:23 PM)WiflsThis Wrote: [CITE] If you want to add hints, | recommend that they
deduct points from the respective challenge upon completion.

Small hints remove 20% of the points the challenge gives, medium hints 30% and so on, otherwise
people with a large number of bytes can simply buy solutions left and right and be on the first place.

| am not a fan of hints in CTFs, but if you decide to add them, please consider this.

Thanks again for providing us with this platform. It's a really cool addition to HF, and you deserve all
the good words everyone is saying.

Great idea, we will definitely consider doing this.

ttbrO - April 23, 2025, 12:28 am
finally got some more time to complete the challenges. waiting for realistic 2 fix to finish that off too

StuffSneak - April 23, 2025, 12:36 am
This is sick! I did give it a try but stuck at 7 as | am limited technically a bit being from a Mechanical
background.

But kudos to skull & everyone behind this. Commendable job.

skull - April 23, 2025, 12:36 am
(Apr 23, 2025 12:28 AM)ttbrO Wrote: [CITE] finally got some more time to complete the challenges.
waiting for realistic 2 fix to finish that off too
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Just fixed it, 10 seconds ago.
(Apr 22, 2025 02:00 PM)#TR0J4N Wrote: [CITE] Already found what is hidden even submitted stuff
to overwrite the defaced page , | will keep trying.

Anyway it is fun taking me back at least 16 years ago.

Edit: | tried Realistic 2, with classic sqli wasn't going anywhere.
Realistic 2 has been solved

(Apr 22, 2025 03:15 PM)Money- Wrote: [CITE] HTB is fine , boot2root style is fun too. But avoid
those unrealistic boxes though. Sometimes too much guessing work involved etc.

OSCP Style boxes are the best , realistic and logical.
Something like CVE style boxes or just general owasp top 10 web exploit boxes , than those you
know finding flags inside an image file or some stuff.

| am glad | dint see anything or just guess work on this challenge.
Avoid guessing stuff. Make it logical and make sense and stick to real world even better.

Sadly to say at least like 80% of HTB stuff aren't that realistic. | don't know how they are now. Its
been years since | played them.

Sometimes their easy boxes are also slight harder and then when u found out the solution, its some
random exploit or some weird guessing stuff you never thought off lol.

Or maybe 1 just suck / ain't googling hard enough lol.
FYI, realistic 2 has been solved

(Apr 22, 2025 10:19 PM)7 Wrote: [CITE] LOL.
Thats the one | was doing all night lol

I love the idea the first couple were simple and there was an error on one | tried.
So i moved onto realistic 2 spend hours on it lol...
In all very cool idea and yeah amazing stuff for HF very educational.

Personally website hacking is like my lowest skill of all even though people used to think NulldB
meant databases lol.. It was Decibel meaning like silent. and althought realistic 2 was a waste of a
few hours lol its was educational though. very good stuff

I wish | had more time for this kinda of stuff actually eventually | might start more ctf type stuff.
But anyway great amazing contibution to HF.

Sorry about that, | have now prepared a maintenance mode, where it will show on the entire
mission if something is up.

But first | have to discover the issue ?

Realistic 2 has been fixed.

SIM-5063966 - April 23, 2025, 12:39 am
Got you guys ?

skull - April 23, 2025, 12:39 am
(Apr 22, 2025 01:58 PM)Tor Wrote: [CITE] Awesome site skull . You rock!
Thank god | read this before trying few more hours realistic 2 ? ?
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You a master Money- . Idk how people managed to do basic 9.
FYI: Realistic 2 has been fixed.
(Apr 23, 2025 12:39 AM)WiflsThis Wrote: [CITE] Got you guys ?

Well done. Im working on a few more missions, hopefully later today.
It seems | have to make them even more challenging ?

Money- - April 23, 2025, 12:44 am
(Apr 23, 2025 12:39 AM)WiflsThis Wrote: [CITE] Got you guys ?

Lmao man fuck this. | was semi-afk until | saw this post.

SIM-5063966 - April 23, 2025, 12:46 am

(Apr 23, 2025 12:44 AM)Money- Wrote: [CITE] Lmao man fuck this. | was semi-afk until | saw this
post.

nooo | was jookingg give me 1st place again ??

Good job Money-, good job Tor! Maybe we can help with some challenges as well?

Money- - April 23, 2025, 12:49 am
(Apr 23, 2025 12:46 AM)WtflsThis Wrote: [CITE] nooo | was jookingg give me 1st place again ??

Good job Money-, good job Tor! Maybe we can help with some challenges as well?
Don't be having time to create boxes. But | do have ideas like something like XXE and some SSRF
and more RCE based ones lol.

SIM-5063966 - April 23, 2025, 12:50 am
(Apr 23, 2025 12:49 AM)Money- Wrote: [CITE] Don't be having time to create boxes. But | do have
ideas like something like XXE and some SSRF and more RCE based ones lol.

| would love to add some forensics and pwn challs as well.

Money- - April 23, 2025, 12:58 am

(Apr 23, 2025 12:50 AM)WitfIsThis Wrote: [CITE] | would love to add some forensics and pwn challs
as well.

Up to skull , but b00t2r00t style might be more fun than ur typical jeopedi style.

Since they wana do it boxes style , linux box or maybe a windows one.

Confound - April 23, 2025, 12:58 am
Also completed - unfortunately | was asleep when realistic 2 was fixed. Hopefully those that all
finished around the same time get considered equally :)

Tor - April 23, 2025, 1:02 am
(Apr 23, 2025 12:46 AM)WtfIsThis Wrote: [CITE] nooo | was jookingg give me 1st place again ??

Good job Money-, good job Tor! Maybe we can help with some challenges as well?

Gm. Just woke up.

6 - April 23, 2025, 1:22 am
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After this great response from members, we are very happy as this was all an experiment and how it
has worked out it has made clear that we still have so many hackers on HF

Nevertheless expect an update later today with more difficult missions.

#TROJA4N - April 23, 2025, 4:21 am
Sounds good | will get at it after work ...

K1. - April 23, 2025, 4:33 am
Was pretty late for me when | found this last night but gonna take another look today

Regardless of prizes this is one of the coolest things we've had on HF in a long time

SIM-4773582 - April 23, 2025, 7:29 am
Had some fun with it, looking forward to the next challenges.

Cap - April 23, 2025, 11:37 am
I’'m loving the activity that this is drawing in. Great work skull

K1. - April 23, 2025, 12:26 pm
skull you're gonna make me crashout with this defaced website mission

Well played

PercevalFox - April 23, 2025, 2:07 pm
| WANNNNNNNT MOOOOOOOORE =D

skull - April 23, 2025, 3:05 pm
4 new missions uploaded. Becomes automatically available each 6 hour from now.

So in 6 hours is Basic 11, in 12 hours is Basic 12, in 18 hours is Basic 13, and in 24 hours is
Realistic 5.

I’'m making a countdown, hope to have that countdown among many more scheduled missions
ready tomorrow.

Scheduled missions are meant to keep the engagement, with new content to be automatically
released every 6 hour (4 times a day).

Money- - April 23, 2025, 9:05 pm
SIM-5063966 lol you with that goofy challenge.

skull i thought we gona get more web? Imao. Now we got the goofy ones such as forensics style
etc.. and some other stuff now.

When | got time maybe I'll suggest some hard web ones , gona test the real web shit.

SIM-5063966 - April 23, 2025, 11:19 pm
(Apr 23, 2025 09:05 PM)Money- Wrote: [CITE] SIM-5063966 lol you with that goofy challenge.

skull i thought we gona get more web? Imao. Now we got the goofy ones such as forensics style
etc.. and some other stuff now.
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When | got time maybe I'll suggest some hard web ones , gona test the real web shit.
In my opinion "Basics" should have entry level challs for each category. | made 2 easy reverse as
well for it and one pwn (which requires updates to infra to support docker so idk if it will come up).

| made one a little bit harder for realistic (web+rev), skull is still working to implement it! | also
suggested splitting points on harder challs (2 or more flags) to add more depth to them.

ttbrO - April 24, 2025, 12:30 am
finished basic 11 but im not a fan of contrived "for the sake of having a challenge" and misc category
challenges. didnt seem very practical or related to hacking at all. looking forward to rev and pwn.

skull - April 24, 2025, 1:01 am

(Apr 24, 2025 12:30 AM)ttbrO Wrote: [CITE] finished basic 11 but im not a fan of contrived "for the
sake of having a challenge" and misc category challenges. didnt seem very practical or related to
hacking at all. looking forward to rev and pwn.

| hear you. Might remake it, or remove it.

We now have a official countdown that shows all new missions in the release queue.

The first secret mission is now available.
Good luck finding it, and then good luck solving it.

Tor - April 24, 2025, 9:53 am
Spoiler (Click to View)
[Video: https://www.youtube.com/watch?v=hgKWNcs_20q]

This new missions wore very hard to be done and | had a blast on doing them.
The dopamine hit on completion screen really hits differently.
Good luck to the rest of participants! ?

6 - April 24, 2025, 11:35 am
(Apr 24, 2025 09:53 AM)Tor Wrote: [CITE] Spoiler (Click to View)
[Video: https://www.youtube.com/watch?v=hgKWNcs_20q]

This new missions wore very hard to be done and | had a blast on doing them.
The dopamine hit on completion screen really hits differently.

Good luck to the rest of participants! ?

Did u find the secret mission yet?

Tor - April 24, 2025, 11:39 am
(Apr 24, 2025 11:35 AM)6 Wrote: [CITE] Did u find the secret mission yet?
Yes completed it. I'm nr. 1 for now ?

Confound - April 24, 2025, 2:25 pm

This is the best time I've had on HF in ages...

Are there more things like this out there in the universe?
Crack the box? never tried but saw that name floating around

skull - April 25, 2025, 12:09 am

(Apr 24, 2025 02:25 PM)Confound Wrote: [CITE] This is the best time I've had on HF in ages...
Are there more things like this out there in the universe?

Crack the box? never tried but saw that name floating around
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| know a few, can send you some links
Almost done with realistic 6 ?

Tyr - April 25, 2025, 10:48 am

Was doing a few of them the other day but haven't had the time this week to climb back to #10 or
wherever | was Imao. You guys are killing it. Thanks again for bringing this feature to the forum
guys. We've needed this a long time.

K1. - April 25, 2025, 10:53 am

(Apr 25, 2025 10:48 AM)Tyr Wrote: [CITE] Was doing a few of them the other day but haven't had
the time this week to climb back to #10 or wherever | was Imao. You guys are killing it. Thanks again
for bringing this feature to the forum guys. We've needed this a long time.

For real, you gotta be quick to secure those spots ahah

| need to get back on and finish off what I left

skull - April 25, 2025, 10:54 am
(Apr 25, 2025 10:53 AM)K1. Wrote: [CITE] For real, you gotta be quick to secure those spots ahah

| need to get back on and finish off what I left

Realistic mission 6 has been on for a little over 2 hours.

No one managed to complete it just yet, but yeah, usually it is very quick.
Money- finished Realistic 5 quite fast, | don't even know how that happened.
So speed is at the essence sometimes

K1. - April 25, 2025, 10:58 am

(Apr 25, 2025 10:54 AM)skull Wrote: [CITE] Money- finished Realistic 5 quite fast, | don't even know
how that happened.

So speed is at the essence sometimes

He must be hacking the hacking game...

If so, I'm not sure if we can even call that cheating...

To be honest though some of them just click with you instantly, you can see exactly what needs to
be done just off intuition and then others are more questionable, everyone's a little different

skull - April 25, 2025, 11:54 am
Money- and ttbrO just solved it. With just a few minutes in between (@Money-@ first).

Amazing job guys. | know the Realistic 6 wasn’t nice to you.
ttbrO - April 25, 2025, 7:19 pm

(Apr 25, 2025 11:54 AM)skull Wrote: [CITE] Money- and ttbrO just solved it. With just a few minutes in
between (@Money-@ first).

Amazing job guys. | know the Realistic 6 wasn’t nice to you.
no web is nice to me ?

vyactor - April 25, 2025, 8:10 pm
That's something new I've seen around. Goodluck to everyone participating!

Endorphins - April 26, 2025, 1:44 am
Awesome way to recruit a member! I'll try and hopefully know how to navigate the site.
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Cooligan - April 26, 2025, 1:56 am

(Apr 24, 2025 02:25 PM)Confound Wrote: [CITE] This is the best time I've had on HF in ages...
Are there more things like this out there in the universe?

Crack the box? never tried but saw that name floating around

| think you're looking for HackTheBox:

https://www.hackthebox.com/

Another good one is TryHackMe:
https://tryhackme.com/

skull - April 26, 2025, 1:57 am
(Apr 26, 2025 01:56 AM)Cooligan Wrote: [CITE] | think you're looking for HackTheBox:
https://www.hackthebox.com/

Another good one is TryHackMe:
https://tryhackme.com/

Try hack me is actually a very good starting point.
| recommend

Cooligan - April 26, 2025, 2:05 am

(Apr 26, 2025 01:57 AM)skull Wrote: [CITE] Try hack me is actually a very good starting point.
| recommend

100% agreed

THM is definitely a much better starting off point for beginners when compared to HTB, a not-so
beginner friendly platform.

Infinity. - April 26, 2025, 5:09 am
Hi Vinnie How are you?

skull - April 26, 2025, 5:09 am

(Apr 26, 2025 05:09 AM)Infinity. Wrote: [CITE] Hi Vinnie How are you?

Is this a meme or something?

Infinity. - April 26, 2025, 5:13 am

(Apr 22, 2025 04:56 AM)skull Wrote: [CITE] ? Weekly missions mean you've always got a new

challenge waiting.
Only the top 10 users will be featured here.

Hi, yo — so if I'm at position 7 on the top 10 leaderboard, but next week I'm at 20...

Will | still be selected to be part of your group?

Me drunk, so me confuse, yo.

skull - April 26, 2025, 5:16 am

(Apr 26, 2025 05:13 AM)Infinity. Wrote: [CITE] Hi, yo — so if I'm at position 7 on the top 10

leaderboard, but next week I'm at 20...

Will | still be selected to be part of your group?
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Me drunk, so me confuse, yo.

Enjoy the drinking ;) And we will go through the results and select people, not only the first ones, to
join.

The people with a good score will be invited, not yet sure where the cut will be. But otherwise there
will be a chance again next month.

Infinity. - April 26, 2025, 5:18 am

(Apr 26, 2025 05:16 AM)skull Wrote: [CITE] Enjoy the drinking ;) And we will go through the results
and select people, not only the first ones, to join.

The people with a good score will be invited, not yet sure where the cut will be. But otherwise there
will be a chance again next month.

you're just being cruel to me brother ffs

Confound - April 26, 2025, 6:17 am

(Apr 26, 2025 05:16 AM)skull Wrote: [CITE] Enjoy the drinking ;) And we will go through the results
and select people, not only the first ones, to join.

The people with a good score will be invited, not yet sure where the cut will be. But otherwise there
will be a chance again next month.

When are more missions coming out?

Cooligan - April 26, 2025, 6:30 am
Infinity.

Why did you post this and then delete it?

skull - April 26, 2025, 6:37 am
(Apr 26, 2025 06:17 AM)Confound Wrote: [CITE] When are more missions coming out?
I'm working on more :)
But you guys crack them faster than | can create them ?
(Apr 26, 2025 06:30 AM)Cooligan Wrote: [CITE] Infinity.

Why did you post this and then delete it?

He gotta be drunk or something ?

Cooligan - April 26, 2025, 6:41 am
(Apr 26, 2025 06:37 AM)skull Wrote: [CITE] He gotta be drunk or something ?
Well maybe once he "scans the site" he'll put himself on the leaderboard lol.

PercevalFox - April 26, 2025, 6:44 am
@skull Take care mate, there is a tons of possibilties to make SQLi or LFI on the website, like,
maybe every mission contains some vulnerabilities :kappa: xDDDDD

skull - April 26, 2025, 6:45 am
(Apr 26, 2025 06:41 AM)Cooligan Wrote: [CITE] Well maybe once he "scans the site" he'll put himself
on the leaderboard lol.
There are always paranoid people. And the internet is not for them at all xD
He is on a site called hackforums, but afraid of a challenge site xD

(Apr 26, 2025 06:44 AM)PercevalFox Wrote: [CITE] @skull Take care mate, there is a tons of
possibilties to make SQLi or LFI on the website, like, maybe every mission contains some
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vulnerabilities :kappa: xDDDDD

Haha, yes. These are fake vulnerabilities. But | am sure "someone" would think they are real, and
try take them to the next level ?

@PercevalFox@ might need to support longer usernames in the signature

PercevalFox - April 26, 2025, 6:51 am
Yes ! you discriminate against people with long usernames =D

I knew you weren't a good guy skull xD

Infinity. - April 26, 2025, 7:06 am
(Apr 26, 2025 06:30 AM)Cooligan Wrote: [CITE] Infinity.

Why did you post this and then delete it?

I'm just as much surprised as you are bro, where did it go?

Money- - April 26, 2025, 7:11 am

(Apr 26, 2025 07:06 AM)Infinity. Wrote: [CITE] I'm just as much surprised as you are bro, where did it
go?

It went to infinity and beyond bro! Are you that guy that got scammed $1.5k by some nigerian in
secrety society TG lol?

How you all did? You both still talking or what.

PercevalFox - April 26, 2025, 7:14 am
Infinity.

Wow, you clearly missed your calling as a thorn in the side, but props for the persistence.
Seriously, you've got zero arguments and 100% bad faith. What a shame.

6 - April 27, 2025, 3:50 am
skull time for the new thread design and new missions.

SilentTrace - April 27, 2025, 4:46 am

Hi ma boy's, just wanna share my points in this awsome competiton. You have really worked hard to
do this nicely project. Congrats Skull

(I cant link my score because off restriction of 50 post but see my profile if u wanna see )?

PercevalFox - April 27, 2025, 5:20 am

(Apr 27, 2025 04:46 AM)SilentTrace Wrote: [CITE] Hi ma boy's, just wanna share my points in this
awsome competiton. You have really worked hard to do this nicely project. Congrats Skull

(I cant link my score because off restriction of 50 post but see my profile if u wanna see )?

| put your link here :

skull - April 27, 2025, 5:41 am
(Apr 27, 2025 03:50 AM)6 Wrote: [CITE] skull time for the new thread design and new missions.
Working hard (with a few other members), to provide a bunch more missions ?

Regarding thread design, | don’t think the design was complete. Let me check in with designer.
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(Apr 27, 2025 04:46 AM)SilentTrace Wrote: [CITE] Hi ma boy's, just wanna share my points in this
awsome competiton. You have really worked hard to do this nicely project. Congrats Skull
(I cant link my score because off restriction of 50 post but see my profile if u wanna see )?
Thank you. Appreciate the kind words.
And good job so far! Keep it up, but most importantly, have fun ?

SilentTrace - April 27, 2025, 11:02 am
(Apr 27, 2025 04:46 AM)SilentTrace Wrote: [CITE] Hi ma boy's, just wanna share my points in this
awsome competiton. You have really worked hard to do this nicely project. Congrats Skull
(I cant link my score because off restriction of 50 post but see my profile if u wanna see )?
Thank You PercevalFox!?

(Apr 27, 2025 05:41 AM)skull Wrote: [CITE] Working hard (with a few other members), to provide a
bunch more missions ?

Regarding thread design, | don’t think the design was complete. Let me check in with designer.

Thank you. Appreciate the kind words.
And good job so far! Keep it up, but most importantly, have fun ?

Yeah skull working hard to go up in Highscores. Just really fun! | will stay aware of more events and
projects to have fun, help and promote.

6 - April 29, 2025, 4:48 am
This thread can also be used for mission ideas, and mission talk.

Just no hints please

Ob3y - April 29, 2025, 9:39 am
Nice post, it's a good project i'll try some misions.

skull - April 29, 2025, 9:40 am

(Apr 29, 2025 09:39 AM)0b3y Wrote: [CITE] Nice post, it's a good project i'll try some misions.
Good luck with them :)

Some of them are more difficult than others, remember to not beat yourself down if you cannot
solve them, its okay.

We are planning to introduce study papers soon as well, to make the platform into a learning
platform as well.

New Realistic Mission 7 coming available within the next 2 hours!

6 - April 30, 2025, 1:09 pm
Prize day tomorrow, the winners will be receiving there prizes tomorrow.

TemporalAnomaly73946 - April 30, 2025, 1:32 pm
best of luck to all of you !

PercevalFox - April 30, 2025, 1:56 pm
GL HF =D

In any case | would be in first position equal with my fellas =D
| can't wait to have my name in green =D

Thx again skull for this =) Can't wait for another one =D
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6 - April 30, 2025, 7:01 pm
(Apr 30, 2025 01:56 PM)PercevalFox Wrote: [CITE] GL HF =D

In any case | would be in first position equal with my fellas =D

| can't wait to have my name in green =D

Thx again skull for this =) Can't wait for another one =D

You will also have to follow H4CK3R$ rules, [mention=8080] will send an invite with the rulebook

shortly to all the participants who came 1st.
Blue Hats ? granted to PercevalFox Tor ttbrO Money-

King skull will also be granted shortly, [mention=8080] please send an invite out to PercevalFox Tor
ttbrO Money- if they wish to accept.

Money- - April 30, 2025, 7:10 pm

(Apr 30, 2025 07:01 PM)6 Wrote: [CITE] You will also have to follow H4ACK3R$ rules, [mention=8080]
will send an invite with the rulebook shortly to all the participants who came 1st.

Blue Hats ? granted to PercevalFox Tor ttbrO Money-

King skull will also be granted shortly, [mention=8080] please send an invite out to PercevalFox Tor
ttbrO Money- if they wish to accept.

What about the 50k bytes , that's gona be split? Was more on about the money Imao.

or each get 50k lol?

6 - April 30, 2025, 7:13 pm

(Apr 30, 2025 07:10 PM)Money- Wrote: [CITE] What about the 50k bytes , that's gona be split? Was
more on about the money Imao.

or each get 50k lol?

We did not anticipate that there will be a tie, next month we will change the formula so that the
score will be dynamic and based on time spent on each mission rather than just having a single
score for each mission.

This month since it is a tie, will have to split the bytes but i will see if we can do something better.

Omniscient

PercevalFox - April 30, 2025, 10:49 pm

(Apr 30, 2025 07:01 PM)6 Wrote: [CITE] You will also have to follow H4CK3R$ rules, [mention=8080]
will send an invite with the rulebook shortly to all the participants who came 1st.

Blue Hats ? granted to PercevalFox Tor ttbrO Money-

King skull will also be granted shortly, [mention=8080] please send an invite out to PercevalFox Tor
ttbrO Money- if they wish to accept.

Thx a lot guys ! 3)

Proud to be with this group with money tor and ttbrO

Confound - April 30, 2025, 11:00 pm
Congrats lads, just finished mine as well. Hopefully it still counts

Money- - April 30, 2025, 11:02 pm
(Apr 30, 2025 11:01 PM)vrs Wrote: [CITE] Tor ttbrO Money- Congratulations! Please just give me a
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shout to confirm you'd like to be admitted to the group, and | will add you in and send onboarding
details.
yea sign me up.

Tor - April 30, 2025, 11:06 pm

(Apr 30, 2025 11:01 PM)vrs Wrote: [CITE] Tor ttbrO Money- Congratulations! Please just give me a
shout to confirm you'd like to be admitted to the group, and | will add you in and send onboarding
details.

Sign me in ? and thank you for hosting this awesome event.

Confound - April 30, 2025, 11:07 pm
(Apr 30, 2025 11:02 PM)Money- Wrote: [CITE] yea sign me up.
(Apr 30, 2025 11:06 PM)Tor Wrote: [CITE] Sign me in ? and thank you for hosting this awesome
event.
Congrats guys - big ups, you definitely showed up and showed out on this competition.

PercevalFox - April 30, 2025, 11:12 pm
Ahah i have green name :D what's up winners ? ?

ttbrO - April 30, 2025, 11:19 pm

thank you 6 and skull for organizing something so fun and the awards. i dont want the bytes so you
can split them amongst the other winners or save it for the next round (or whatever you want to do
with it idk its not my bytes).

Money- - April 30, 2025, 11:25 pm

(Apr 30, 2025 11:19 PM)ttbrO Wrote: [CITE] thank you 6 and skull for organizing something so fun
and the awards. i dont want the bytes so you can split them amongst the other winners or save it for
the next round (or whatever you want to do with it idk its not my bytes).

| want to say my thanks too. Had my fun. I like the realistic missions a lot. Looking forward for the
boxes now.

6 - April 30, 2025, 11:42 pm

(Apr 30, 2025 11:25 PM)Money- Wrote: [CITE] | want to say my thanks too. Had my fun. | like the
realistic missions a lot. Looking forward for the boxes now.

Season 1 was a blast. Season 2 will have a mission builder for users where they can build missions
and we can approve and award the user for their submission.

ttbrO - April 30, 2025, 11:54 pm

(Apr 30, 2025 11:42 PM)6 Wrote: [CITE] Season 1 was a blast. Season 2 will have a mission builder
for users where they can build missions and we can approve and award the user for their
submission.

that sounds like a great idea. im already thinking of and preparing some challenges for the next
season. what reward will be given? bytes?

PercevalFox - May 1, 2025, 12:07 am

(Apr 30, 2025 11:42 PM)6 Wrote: [CITE] Season 1 was a blast. Season 2 will have a mission builder
for users where they can build missions and we can approve and award the user for their
submission.

I've sended some missions to Skull =) | think all of you will appreciate =)

This contest is a moment that everybody here can learn, or make things that they never made.

ABSOLUTE SHOUT OUT TO skull
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He worked like crazy, every mission he did was wonderful !

You are a motor on this community bro and I'm also proud to have the chance to make some
missions for you all guys =)

| am also very proud to see this mutual assistance and that this competition has not led to tensions
or rivalries, but has created friendships and a sincere brotherhood between us all.

Competitors, Skull, admins of the forum :
Thanks for everything !

skull - May 1, 2025, 12:07 am
(Apr 30, 2025 01:56 PM)PercevalFox Wrote: [CITE] GL HF =D

In any case | would be in first position equal with my fellas =D
| can't wait to have my name in green =D

Thx again skull for this =) Can't wait for another one =D
It's not me alone, also thanks to H4CK3R$

6 - May 1, 2025, 12:09 am
Don't forget the awesome css=46 h4ck3r tags when mentioning H4CK3R$

PercevalFox - May 1, 2025, 12:10 am

(May 1, 2025 12:09 AM)6 Wrote: [CITE] Don’t forget the awesome css=46 h4ck3r tags when
mentioning H4CK3R$

Better now ? =D

skull - May 1, 2025, 12:10 am

(May 1, 2025 12:09 AM)6 Wrote: [CITE] Don't forget the awesome css=46 h4ck3r tags when
mentioning H4CK3R$

Fixed sir ?

6 - May 1, 2025, 12:11 am
(May 1, 2025 12:10 AM)PercevalFox Wrote: [CITE] Better now ? =D
Special group perk Shhhh

sharn - May 1, 2025, 11:59 am
HackHF is an awesome project, and it is clear that a lot of hard work went into making it.
Big respect to everyone involved — especially the H4CK3R$ group — for bringing this to life.

The basic missions are perfect for beginners as they provide a solid starting point without being
overwhelming.
The realistic missions provide a deeper, more tactical experience for experienced users.

Scoring each challenge with points gives a great sense of progress and the rankings push you to
come back and leveling up.
Regardless of your background, HackHF invites you to step up and show your skills in action.

Cooligan - May 3, 2025, 2:47 pm
I'm loving the updated thread design skull
Very fitting for HACK3R$ group. The dynamic gif you have in the OP is a nice touch as well.
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So happy to see that this was/is such a success. Reminds me of some certain events from the old
days.

skull - May 4, 2025, 1:43 am
(May 3, 2025 02:47 PM)Cooligan Wrote: [CITE] I'm loving the updated thread design skull
Very fitting for H4CK3R$ group. The dynamic gif you have in the OP is a nice touch as well.

So happy to see that this was/is such a success. Reminds me of some certain events from the old
days.

Thanks. And yes the old days here was great!

Soon we will have much new content on this one.

Stuxnet - May 5, 2025, 7:52 pm
Looks fun I'll give it a look.

Mr Cyber - May 11, 2025, 2:28 am
| just joined and stumble upon this challenge. I'll try it if possible.

padrino - May 11, 2025, 2:35 am
Can't believe I've only just seen this! Will definately be giving this a go

Qamar - May 11, 2025, 6:39 am
Quote:Allowed to access public user data such as uid, username, avatar, etc for the current profile.

| was asked this but | don't know what to read. Since there are already many users, | will try to
enter.

padrino - May 11, 2025, 11:53 am
I've done the first 3 basic challenges and it looks like a cool platform. Nice work! I'll try and jump
back into it and do all the challenges when | have time. Excited to see how this evolves over time!

Sakurachan - May 11, 2025, 6:32 pm
Where can | start, spooky scary

Arc Reeve - May 12, 2025, 7:02 am
Im currently trying it out and stuck at Basic 7 mission

testera - May 16, 2025, 2:23 pm
Actually a lot of fun doing these! If you're someone who is new into Cybersecurity and want to get
the handle of some beginner techniques, | heavily suggest HackHF.

For those who have made a decent bit of progress:
? BORKEN FIREWALL 9000 ?

el_Pericolosa - July 24, 2026, 9:53 pm
I'm looking forward to be using your services

el _Pericolosa

el_gupta
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