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VULNERABILITY SCANNING & ENUMERATION

WHAT IS VULNERABILITY SCANNING

After you’'ve completed reconnaissance, the next step is vulnerability scanning & enumeration. This
phase is about taking the data you collected (open ports, services, technologies) and digging deeper
to find weaknesses. The goal is to identify misconfigurations, outdated software, weak credentials,
or potential exploits.

Where recon answers the question “What is out there?”, vulnerability scanning answers “What's
broken and how can | use it?”

TOOLS FOR VULN SCANNING
Some of the most widely used tools for scanning and enumeration include:

* Nmap — with NSE scripts for service version detection and vulnerability checks.
* Nessus — Industry standard vulnerability scanner.

* OpenVAS (GVM) — Free, open-source vulnerability scanning platform.

* Nuclei — Template-based scanner for detecting known issues.

» Burp Suite — For web application scanning, crawling, and testing.
» Gobuster — Directory, file, and DNS brute forcing.

* WPScan — WordPress vulnerability scanner.

* Secl.ists — Wordlists for brute forcing and enumeration.

* SQLmap — Automated SQL injection detection and exploitation.

These tools help uncover outdated versions, open admin panels, misconfigurations, and even direct
entry points.

METHODS OF ENUMERATION
Enumeration is the art of extracting as much detail as possible from discovered services and
applications. Some common approaches:

* Port & Service Enumeration — Identify service versions (e.g., Apache 2.4.29) to match against
known CVEs.

» Banner Grabbing — Capture server responses to see technology info.

* Web Enumeration — Crawling directories, admin panels, hidden endpoints.
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» User Enumeration — Finding valid usernames through services like SMB, FTP, or web login
responses.

» Database Enumeration — Listing available databases, tables, and permissions.
* SNMP Enumeration — Gathering system info and configs via SNMP community strings.
Think of enumeration as the “deep dive” into every open door you found during recon. Instead of
just knowing a door exists, you now figure out exactly what kind of lock is on it and how strong it is.
BEST PRACTICES
 Always start with non-intrusive scans before going aggressive.
* Cross-reference scan results with vulnerability databases (CVE, NVD).
» Automate where possible, but always verify manually.
» Keep scans focused on your target to avoid noise and false positives.
* Organize findings into categories (web, network, credentials) for clarity.

* Respect detection risk, heavy scans can trigger alarms quickly.

Enumeration should be systematic, not random. The cleaner your notes, the faster you'll pivot later
during exploitation.

FINAL THOUGHT

Vulnerability scanning & enumeration bridges the gap between knowing a system exists and
knowing how to break into it. This phase turns reconnaissance data into actionable insights by
identifying the exact weak spots you can exploit. A skilled hacker doesn't just run a scanner and
move on, they interpret, confirm, and prioritize results. In hacking, knowledge of vulnerabilities is
your map and enumeration is how you draw it in detail.
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