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MadScientist - September 18, 2025, 9:15 pm
Google on Wednesday released security updates for the Chrome web browser to address four
vulnerabilities, including one that it said has been exploited in the wild.

The zero-day vulnerability in question is CVE-2025-10585, which has been described as a type
confusion issue in the V8 JavaScript and WebAssembly engine.

Type confusion vulnerabilities can have severe consequences as they can be weaponized by bad
actors to trigger unexpected software behavior, resulting in the execution of arbitrary code and
program crashes.

Google's Threat Analysis Group (TAG) has been credited with discovering and reporting the flaw on
September 16, 2025.

As is typically the case, the company did not share any additional specifics about how the
vulnerability is being abused in real-world attacks, by whom, or the scale of such efforts. This is
done to prevent other threat actors from exploiting the issue before users can apply a fix.

"Google is aware that an exploit for CVE-2025-10585 exists in the wild," it acknowledged in a terse
advisory.

CVE-2025-10585 is the sixth zero-day vulnerability in Chrome that has been either actively
exploited or demonstrated as a proof-of-concept (PoC) since the start of the year. This includes:
CVE-2025-2783, CVE-2025-4664, CVE-2025-5419, CVE-2025-6554, and CVE-2025-6558.

To safeguard against potential threats, it's advised to update their Chrome browser to versions
140.0.7339.185/.186 for Windows and Apple macOS, and 140.0.7339.185 for Linux. To make sure
the latest updates are installed, users can navigate to More > Help > About Google Chrome and
select Relaunch.

Users of other Chromium-based browsers, such as Microsoft Edge, Brave, Opera, and Vivaldi, are
also advised to apply the fixes as and when they become available.

Source - https://[thehackernews.com/2025/09/google-patches-chrome-zero-day-cve-2025.html

xemal73538 - September 19, 2025, 6:38 am
where can | find a proof of concept for it?

Hackers - September 19, 2025, 7:48 pm
(Sep 19, 2025 06:38 AM)xemal73538 Wrote: [CITE] where can | find a proof of concept for it?
Hold on, I'll fire up an agent & see what we can find.

I genuinely do have an agent running

It has been running for 10+ minutes so far


https://hackforums.net
https://hackforums.net/showthread.php?tid=6308574
https://hackforums.net/showthread.php?tid=6308574
https://thehackernews.com/2025/09/google-patches-chrome-zero-day-cve-2025.html
https://hackforums.net/showthread.php?pid=62824170#pid62824170




